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Statement of Work (SOW) for HUMINT Augmentee Contractors, CJTF-7
Division HUMINT Support Packages (DHSP)

CJTF-7 HUMINT Support Teams

1. Mission: Assist CJTF-7 subordinate divisions, their subordinate Brigade Combat Teams
(BCT), separate maneuver brigades and organic Mi units in performance of HUMINT and
Counterinteliigence (CI) missions at secure and fixed locations, in order to free military Tactical
HUMINT Teams (THT) to focus on support to ongoing operations and collection activities.

2. ldentification:

Organization: Combined Joint Task Force-Seven (CJdTF-7), C2
Location: Baghdad, Irag (CJTF-7 AOR)

Organizational POC: C2, CJTF-7 (LTC William H. Brady, LTC Ml)
Phone number: (DSN) 318-822-1319/1105

E-mail: william.h.brady@us.army.mil

3. Scope of Work and Task Description; Division HUMINT Support Packages (DHSP) consists
of a G2X CI/HUMINT Special Advisor, and HUMINT Support Teams (HST) comprised of
personnel with interrogation, screening, and counterintelligence backgrounds. The G2X
CI/HUMINT Advisor is designed to assist the commander in the management and oversight of
HUMINT operations, and performs duties as a member of the G2 staff. As the cperational
element, HSTs support the overall divisional / separate brigade HUMINT mission, and perform
under the direction and control of the unit's Mi chain of command or Brigade 52, as determined
by the supported command. HSTs are primarily designed to support the brigade combat team
(BCT) from fixed sites within the BCT AQ. HSTs perform routine and recurring C! and HUMINT
missions from fixed and secure locations {defined as unit/ccalition detainee holding areas, bases,
camps and instailations). HSTs are designed to free military assets for other duties, but will not
be used as mobile THTs. HSTs conduct missions such as debriefing of personnel, intelligence
lizison with installation units/personnel, support to OPSEC/SAEDA awareness programs,
Cl/security assessments, screening of locally employed persons (LEP screening), initial handling
of walk-ins, ClI support to force protection, intelligence report writing/quality controf, and
screening/interrogation of detainees at established holding areas. HSTs coordinate closely with
the Brigade DS THT(s), and can support or reinforce THT operations within the scope of this
SOW. HSTs will be equipped to travel to and operate from multiple fixed sites within an
assigned AQ and IAW unit procedures, but will not conduct intelligence missions outside of
secure areas (as defined above). Under no circumstances will HSTs will be armed, employed in
direct support of combat operations, or used to conduct source operations or SAEDA

investigations.

4, DHSP/HST Manning and Technical Requirements. The standard DHSP consists of one
HST per maneuver BCT (or separate maneuver brigade), and one GS to the Division. The DHSP
also consists of one senior HUMINT operations specialist, who assists the Division G2X in
management of C and HUMINT operations, The CJTF C2X will provide oversight and final
recommendations regarding the aliocation of HSTs to divisions/separate brigades. The base
configuration and required experience of positions within the DHSP and HST is as follows:

a. G2X CHHUMINT Advisor (DHSP only). Acts as coordinator/special advisor to the
G2X on matters concerning Cl and HUMINT activities, in support of screening and interrogation
operations within the AOR. Provide oversight and other directed intelligence support to division
screening and interrogation operations. Cversees LEP screening program, THT/HST
employment, interrogation operations and HUMINT reporting. Performs other duties related to Cl
and HUMINT operations as directed by the G2. Must be very familiar with OPSEC, SAEDA,
interrogation and LEP screening operations/programs, as well as Cl and HUMINT reporting
procedures. Minimum of 10 years CI/HUMINT operational experience required, with preference
to Middle East experience and language skills. Individuals must be knowledgeable of Army/Joint
interrogation procedures, data processing systems such as CHIMs and SIPRNET search
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Statement of Work (SOW) for HUMINT Augmentee Contractors, CJTF-7
Division HUMINT Support Packages (DHSP)

engines. Must have a current Top Secret Clearance. Position requires former MOS 97B/E,
351B/E, 35E/F or civilian/joint service equivalents. This position will require performance of work

12 hours/day, six daysAveek.

b. Senior Counterintefligence Agent (HST): Oversees the HST and HST operations,
within the SOW. Facilitates the scheduling and assignment of HST tasks, ICW the Ml
commander and supported command. Must be famifiar with OPSEC, SAEDA, interrogation and
LEP screening operations/programs. Supports the production of reports and conducts QC of
completed reports/products produced by the HST and Brigade DS THT. Ensures the two way
flow of information between BDE and DIV is moving efficiently and effectively. Develops
recording mechanism for TTP and lessons {earned in the conduct of operations. Individual must
be a frained counterintelligence agent or interrogator with 10 years of experience. Individuals
must be knowledgeable of Army/Jeint interrogation procedures, data processing systems such as
CHIMs and SIPRNET search engines. Must have a current Secret Clearance with TS preferred.
Knowledge of the Arabic language and culture a plus. Position requires former MOS 97B/E,
351B/E, 35E or civilianfjoint service equivalents. This position will require performance of work

12 hours/day, six days/wveek.

¢. Junior Counterintelligence Agent (HST): Conduct screenings on various individuals
with access to the brigade AQ or who are hired into a position that allows them knowledge of
brigade operations. Individuals will also interview walk-in sources, conduct liaison, support
security/OPSEC/force protection programs and produce written reports and assessments. All
actions will be managed by the Senior Cl Agent. Individual must be a trained counterintelligence
agent with at ieast 5 years of experience. Individuals must be knowledgeable of Army/Joint
interrogation procedures, data processing systems such as CHIMs and SIPRNET search
engines, Must have a current Secret Clearance. Knowledge of the Arabic language and culture
a plus. Position requires former MOS 978, 351B or civilian/fjoint service equivalents. This
position will require performance of work 12 hours/day, six daysiveek.

d. Junior Interrogator (HST). Conducts interrogations of detainees. When not employed
as interrogators and producing reports, individuals will assist in the HUMINT reporting system
maintenance to include Brigade Black/White/Gray list, support screening operations and conducts
analysis or liaison to support interrogation operations. All actions will be managed by the Senior
Cl Agent. Individuals must be trained interrogators with at least 5 years of experience in
interrogation. Individuals must be knowledgeable of Army/Joint interrogation procedures, data
processing systems such as CHIMs and SIPRNET search engines. Must have a current Secret
Clearance. Knowledge of the Arabic language and culture a plus. Position requires former MOS
97E, 351E, or civilianfjoint service equivalents. ASI 8N and N7 desired. This position will require

performance of work 12 hours/day, six daysiweek.

5. HST Team Composition: 5x personnel per team {1x Senior Cl Agents, 2x Junior Cl Agents;
2x Junior Interrogators),

6. Requirement for CJTF. 15x HSTs and 3x G2X C/HUMINT Advisors based on projected
force requirements of US divisions and US Separate Brigades/Regiments. Allocation is based on

following:

a. 4x HST per division: 1x HST per BCT and 1xGS to the Division.
b. 1x HST per separate brigade/regiment.

Roli-up of all requirements:

G2X CYHUMINT Advisor 03 Division
Senior Counterintelligence Agents 15 Brigade/Div
CONFIDENTIAL SUBJECT TO 2
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Statement of Work (SOW) for HUMINT Augmentee Contractors, CJTF-7
Division HUMINT Support Packages (DHSP)

. Junior Interrogator {Screening team) 30 Brigade/Div
Junior Interrogator (MIT) 30 Brigade/Div
Totals: 78 CJTF7

7. ADP and Specia! Equipment requirements: The following is a list of the office equipment
requirements required for effective HST operations. This office support equipment will be purchased by
the Contractor for operations iSO the contract customer. All ADP equipment must be network capable

and multi power (110/220v).

a. 3x Dell Optiplex SX 270 Uitra Small Form Factor Computers
Technical Reguirements:

e Pentium 4 3.2 Ghz Processor

1 Gb DDR Ram

20 Gb Hard Drives

8x DVD Drive

MS Optical Mouse
Necessary cabling and UPS for operations, and hard case for transport.

. 1x digital camera, with tripod, that are compatible with existing computer software that are,
at a minimum, two (2) mega-pixels.

o

€. "1x 2400dpi scanner.

d. 1x Printer, HP laser jet 4100.

. e. 2x cellular phones.
f. 15 x Vehicles (should be 4X4, diesel-fueled vehicles)

g. $15K for office materialffurnishings (~1K per HST)

h. $45K for minor facility renovations (~3K per HST)

8. Period of Performance: 1 NOV 2003 to 31 OCT 2004.(Base Year)
1 NOV 2004 to 31 OCT 2005.(Option Year 1)
1 NOV 2005 to 31 OCT 2006.(Option Year 2)

9. Proposed Contracting Officers Representative: LTC William H. Brady, (DSN) 31 8-822-
1319/1105, E-mail; william.h brady@us.army.mil.

10. Travel: The contractors are required to travel in order to provide the services and support required
under this plan. Actual travel requirements will be determined once performance has begun. Confractor
travel shall be reimbursed according to the Joint Travel Regulation. Travel will be approved only by the

Contracting Officer or his/ her representative.

11. Place of Performance; The government intends the contractor personnel to perform from the offices
of the CJTF7, Baghdad, Iraq and subordinate divisional Aos located throughout iraq.

12. Security Requirements: Contractor personnel shall have Secret Clearances, prior to start date, with
the exception of the G2X Advisor, who requires TS,
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Statement of Work (SOW) for HUMINT Augmentee Contractors, CJTF-7
Division HUMINT Support Packages (DHSP)

13. Logistics Support: All contractors under this statement of work will be entitled to logistics support
under Regulation 800-700 or its supplements. It is the contractor's responsibility to provide such
documentation as necessary to ensure appropriate consideration is made in this regard.

14. Deliverables: Deliverables are in the form of a monthly status report of actions accomplished,
problems identified, and recommended problem solutions.

15. Government Furnished Material (GFM} and Equipment (GFE) and Contractor Furnished
Equipment (CFE). The government shall provide appropriate office spaces, Electronic mail access,
Internet connectivity, and labor saving devices and consumable office materials for contract performance.

16. Government Furnished Personnel. The gbvemment wilt provide an adequate number of linguists in
the various languages and dialects to support operations.

17. Facilities, supplies, and services. In accordance with DFARS 225.802-70 and AR 715-9 the
Government shall provide the services when the Contractor is deployed in support of CJTF-7 Contingency
Operations, as identified below. Contractor is authorized to make minor renovations to work facilities in
order to meet requirements of the tasking, as coordinated with the COR, and within the scope of the
overall contract cost estimate for renovations (see end of SOW).

a. Base support to include Billeting/Quarters, Messing Facilities, Post/Base Exchange, Banking,
Check Cashing, Currency Exchange, Theater, Laundry, Gymnasium, Class VI, Army/Air Force
Postal Services, Morale Welfare and Recreation Services, and full care Medical/Dental Services

as applicable to local theater regulations and policies.

b. Work space for the contractor, with access to office supplies, office furniture, internet access,
and local and long distance telephone access, including DSN, as required to fulfill

contract/mission requirements.

¢. Organizational clothing and individual equipment (OCIE) and protective clothing/equipment to
include protective mask and chemical protective over-garments required in the Theater of
operations as per DA PAM 715-16 27 FEB 1998 and specified in Appendix B.

d. The appropriate documentation commensurate with that given to DoD civilians in the Theater
of operations: deploying Contractors will be issued a Uniform Services Identification Card, DD
Form 1173, and a Geneva Conventions Identity Card, DD Form 489. CJTF7 will provide the
Contractor with a Letter of Authorization (LOA) that allows Army Unifs to issue necessary
equipment, tests, shots, and training to the Contractor employee. Required local documentation
{for example the Kuwaiti Visa) will be obtained at the Contractor's expense.

e. The necessary deployment processing to include immunization shots and record as required
by CJTF7 for entry into Theater of Operations. This processing may include a dental pantograph,
DNA sampling, HIV testing, anthrax shots, and all other required shots.

f. Appropriate individual readiness training (IRT), area orientations and training/briefings on rules
of engagement and general orders applicable to U.S. Armed Forces, DoD Civilians, and U.S,
Contractors as issued by the Theater Commander or histher representative.

g. Force protection measures commensurate with that given to DoD civilians in the Theater of
operations. This includes training Contractors in self-protection and NBC.

h. Remains processing in the event of an employee’s death while in the theater of operations.
This includes the transportation of remains back to CONUS.
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Statement of Work (SOW) for HUMINT Augmentee Contractors, CJTF-7
Division HUMINT Support Packages (DHSP)

. i. Contractors are considered non-combatants and are not authorized to be armed.
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. ATTACHMENT A
" @scrino1000 DO#000071/0001

03/03/04

Authority: FAR 52.232-7 Payments Under Time-and-Material and Labor Hour Contracts (2/02); FAR 52-204-2
Security Requirements (8/96)

The purpose of this modification is to incorporate a revised DD254, incorporate revised Statement of Work,
change COR information, and realign fundg from CLIN 0003 to CLIN 0002,

CLIN 0002 is hereby increased from $20,314.00 by $234,000.00 to0 $254,314.00.

CLIN 0003 is bercby decreased from $4,930,303.00 by (-$234,000.00) to $4,696,303.00.
Total estitnated and obligated values of this order remain 21,799,921.00.

Period of performance remains 12/02/2004.

Revised Staternent of Work is hercby incorporated.

Revised DD254 is hereby incorporated.

The COR information is hereby changed as below:

Major Eugene Daniels, C2

DSN: 315-822-1319 .

Emasil: Eugene.Dani¢ls@vcmain.bq.c5.anmy.mil

All other terms and conditions remain unchanged

mesoagp
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1400

APO AE 093021400

9, GENERAL TDENTIFKCATION OF THIS PROCUREMENT
Provide support 0 HQ, CITF? C2 in the aren of HUMINT Tear Operations.

[ H B

DD Form 234. DEC 1999

Previows edition ir olsolele
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K
DO Form 254

NBCHAG1005 DC 071
10 February 2004

liems 13 cont

§O§: mommmummmmmumuw;ﬁdm
addendum “For Official Use Oaty” (FOUQ).

10g. NATO information will be peotected LAW the NISPOM, Chapter 10.

Ha.  Contractor performance is restricted t CITF-7 directed locations in the CITF-7 Areaof
Operations. Using contractor will provide secarity classification guidance for performance of
this coutract.

1. OCONUS work will be at other U.S. Government/Contracior fecility only. US

Contractor will not be required to establisk thelr own facilitics overscas. Exceptions witl be
covered by a separste DD 254 delineating the specific requirements for that Task Order. Asan

interim policy, the Under Socretary of Defense for Personnel and Readiness, with the Under .
Secretary of Defense for Acquisition and Technology requires Defense Corntractors, including :
their subcontractors, who perfonm or travel outside the United States under Defense Department .
coutracts to accormplish the following: 1)If the contractors are US companices, affiliate with the :
QOversess Secuxity Advisor Council; ensure their persannel who are US nationals register with the :
@ S Exbessy and third country nutionals comply with the requirements of the Embassy of their

- oationality; 2) Prior to thelr travel putside the US, provide Antiterrorism/Force Protection Palicy A
(AT/FP) awarencss information to personnel commensurate with that which DoD provides to the '
military; and 3) Receive the most current Antiterrarism/Force Protection (AT/FP) guidance far
personned and comply with the Do Foreign Clearnnce Guide (Dol? 45.54-Gj) as approprisic,

{lj. Al onsite personne arc roquired to comply with specific OPSEC requirements issued for
that site.

Classified informetion/equipment will be protected in accordance with the NTSPOM, Chapter $
and the NISPOM Supplement.

Coateactor personn¢] performing ADP sensitive duties are subject 1o investigative and
assipnment requirements IAW AR 320-67 wnd affilieted regulations.

———
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Atinchiwent 1 to DD Farm 154 for CACI Premier Technolegy, Inc,, Contract
NBCHABS00S DO #71

XXX (1) This contract requires sccess to Sensitive Compartmented Information (SCI). The
Comumandes, U.8. Army Intelligence and Security Conumand (INSCOM), acting on behalf of the
DA Deputy Chief of Staff G2, as the Cognizant Security Authority (CSA) for the US Army, has
exclusive socurity responsibility for all SCI released to the contractor or developed under the !
contract and hold within the contractor’s SCI Facility (SCIF) or Co~utilization Agreement {CUA) :
SCIF. The Defense tntelligence Agency (DIA) bas security Inspection responsibility for SCT and ’
the Defense Security Service (DSS) retains responsibllity for all collateral information released
or developod under the contract and held within the DoD contractor’s SCIE.  The manuals,
regulstions end dircctives checked below provide the necessary gaidance for pliysical, personnel
and informnation security for safeguarding SCl, and are part of the security classification
spocification for this contract: |
XX DoD §-5105.21-M-1, SCI Socurity Manual, Administrative Security
XXX DaD TS-510521-M-2, SCI Mamual, COMINT Policy.
XXX Dol) T5-5105.21-M-3, TK Policy '
XXX DCID &/3, Protecting Sensitive Compartmented Information within Information Systems
igqimncm 6/9, Physical Security Standards for Sensitive Compertmented Information
aci

e, DIAM 50-4, DoD) Intclligence Information System
m DIAM 50-24, Security for Using Communications Equipmsent in a SCIF.
XXX AR 38019, information Systerm Security,
XXX AR 380-28, DA Spesial Security System
e AR 380-381, Special Access Program (SAPS)
XXX Army Handbook for SCT Contracts
. Other |

XXX (2) Contract estimated completion date: __31 July 2004  NOTE: Section “F™ of the
contract normally provides the Petiod of Performance. Option years are ot to be included ws an
option §s not valid until exercised by the goverament.

00X (3) The Names, telephone surmber and address of the Contract Monitor (CM) for the SCI
portion of this contract is: Additionally, identify the Security POC & phone number »t the
contractor's/subcontractor’s location.

Prime: Mojor Eugene A. Daniels. Q) CITF C2, Unit 91400, APO AE 09304-1400, DSN 318

822-1319/11035, Eugene Donicls@vemain hg.c3.aregy.mil
Security POC: Kathryn Gitton, CACI Prewsier Technology, Inc., (703) 921-0090, kgillop@cacl.com

XXX (4) All DD Forms 254 prepared for subcontractors involving access o SCI under this
subcontract must be forwarded fo the CM for approval and thea to HQ INSCOM, ACofS

FIDENTIAL SUBJECT TO
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Sequrity, G2, Contractor Support Elanent (CSE) for review and concurrence peior 10 awand of
the subcootract.

XXX (5) The contrctor will submit the written sequest for SCI visit cortificutions through the
pritne contractor for approval by the CM of (he visit. The certification request must armrive ot the
spproprigte Contract Support Detachment (CSD) w east ten (10) working days prior to the visit.

XXX (6) The contractor will not reproduce any SCI related material without prior writien
permission of the prime contractor, who will first obtsin permission from the CM.

XXX (7) Security Classification Guides or extracts (are attachod) (wilt be provided under
separate cover) by the User Agency.

XXX (8) Electronio processing of SCI roquires accreditation of the equipment in accordance with
DCID /3, Dir., of Central Intelligeace Diroctive, DIAM 504 and AR 380-19 (Note: Check only
ifitem 111 indicates that » requirement exists for SCl ALS processing.)

— {9} This subcontract requires a subcontracior SCIF.
XXX (10) This contract requires —_—D_X (SUTK)_X (SUTKAG) _X (HCS) Access.

XXX (11) The subcontractor wifl perform SCI work under this subcontract al the following
locations:

CONFIDENTIAL SUBIECT TO
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Appendage | to DD Ferm 254 for CACI Premler Tochuology, Tnc., Contract
NBCHAR19003 DO 071

INTELLIGENCE MATERIALS ACCESS REQUIREMENTS

Provided by the Security Support Divislen
Deputy Chiel of Staff far Enselligoace (DCSINT)

i. No intefligence materials are 1 be provided in support of the contract without the prior ;
Wﬂdnmwnmmrmmamwammymm«« :
Communications-Flectronics Commard ;

Stff for Intelligence (DCSINT), U.S. Army
(USACECOM), Any ttelligence material 50 provided will be dissensinated by the IST, end will

be accompenied by both a Letter of Instruction goveming control of the materials provided, and a
Letter of Tronsmittal, identifying the materials [oaned and the durstion of the loan, This scrvice
only pertaing to elements suppocied by tue Intelligence Support Team, USACECOM,

2. Pointof contact is CECOM DCSINT, AMSEL-ML

CONFIDENTIAL SURJECT TO
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Appendage 2 to DD Form 254 for CACI Premier Technology, [ne., Comtract
NBCHA®10005 DO 071

“FOR OFFICIAL USE ONLY" INFORMATION

Provided by the Security Support Divisien
Deputy Chief of Staff for Intelligence (DCSINT)

1. The “For Official Use Only” (FOUO) marking is assigned to information ¢ the time of its
creation In & DoD User Agency. it is not suthorized as & substitute for a sccurity classification
marking but is used on official goverunent information that may be withheld from the public under
exemptions 2 through 9 of the Freedom of Information Act.

2. Other nan-security markings, such as “Limited Official Use™ and “Officiel Use Only” are used by
non-Dob) User Agencies for the same type of information and should be safeguarded and handled in
accordance with instruction received from such agencics,

3. Use of the sbove markings doss not mean that the information cannot be released (o the public,
only that it must be reviewed by the Govemment prior to its release fo determine whether a
significant and legitimate government purpose is served by withholding the information ot portions
ofit.

4. IDENTIFICATION MARKINGS

a An uclassified documem coataining FOUQ information will be marked “FOR
OFFICIAL USE ONLY™ at the bottosn of the front cover (if any), on the first page, on each page
containing FOUQ information, on the back page, and on the outside of the back cover (if any). No

portion markings will be shown,

b. Withinaclassified document, an individual page that contains both FOUQ and clussified
informatioa will bc macked at the top and boticmn with the highest security classification of
information appearing on the page. If an individual portion contalns FOUQ information bat no
classified information, the portion will be marked *FOUQ."

¢. Any “For Official Usc Only” information released t0 a contractor by a DoD) User Agency
is requited to be marked with the following statement prior to tranafer:

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY
DISCLOSURE UNDER THE FOlA. EXEMPTIONS APPLY.

d. Removal of the “For Official Use Only™ marking can only be accomplished by the
originator or other competent suthority. When the “For Official Use Only” status is terminated, all
known holders will be notified to the extent practioal,
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5. DISSEMINATION: Contractors may disseminate “For Official Use Only™ jnfortnation to their :
employees and subcontractors who have a need for the information in connection with e classified
contract. :

6. STORAGE: During wocking hours “FOR OFFICIAL USE ONLY™ information shall be placed ;
in an out-of-sight location if the work area is acoessiblo to persons who do not have a nced for the
information. During noaworking hours the information shall be stored to preclude unauthorized
access. Filing such mnteriel with other unclassified reconds in unlocked files or desks is adequate
when interual building security is provided during nonrworking hours. When such intetnal security
control is not exercised locked buildings or rooms will provide adequate after-hours protection or the
materinl can be stored in Jocked receptactes much as file cabinets, desks, or bookcases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY™ informathon mey be sent via first class mail
ar percel post. Bulky shipments may be sent by fourth-class mail

B. DISPOSITION: When no bonger ncoded, FOUQ information may be dispose of by tearing each
copy info pieces to preclude reconstrocting, and placing it in & regular trash container or as direcied
by the User Agency.

9. UNAUTHORIZED DISCLOSURE: Unauthorized disclosure of FOUO informstion does not
constitule a security violation but the releasing sgency should be informed of ayy unauthorized
disclosure. The unauthorized disclosure of FOUO information protecied by the Privacy Act may
result in criminal sanctions,

10, Point of contact is the DCSINT, DSN 987.5875, Commercial (732) 532-5875.

-
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