GENTER FOR CONSTITUTIONAL
IGHTS |

August 8, 2023

via Web Platform and email

Office of Intelligence and Analysis

Freedom of Information Act Office

Privacy Office, Mail Stop 0655

Department of Homeland Security

2707 Martin Luther King Jr. AVE SE

Washington, DC 20528-065

Phone: 202-447-4561 | Fax: 202-612-1936 | E-mail: IAFOIA@HQ.DHS.GOV

Re: Freedom of Information Act Request
To Whom it May Concern:

This is a request under the Freedom of Information Act, 5 U.S.C. § 552 ("FOIA"), on behalf of
the Center for Constitutional Rights ("the Requester"), to the U.S. Department of Homeland
Security (“DHS”), for records regarding specific DHS reports related to the monitoring and
surveillance of public protests in connection with Stop Cop City in and around Atlanta, Georgia,
from May 1, 2022 through the present .

We ask that you please direct this request to all appropriate offices, individuals and components
and/or departments within DHS, including the DHS’s Office of Intelligence and Analysis.

A. Purpose of Request

This request seeks to obtain information for the Requester and the public on any potential
surveillance and monitoring of Stop Cop City and/or Defend the Atlanta/Welaunee Forest
protesters exercising their First Amendment constitutional rights in and around Atlanta, Georgia,
and the South River Forest Area from May 1, 2022, through the present.

The types of reports requested are known to be created and circulated within DHS, and have
been produced as part of past FOIA requests and litigation, as the attached Exhibits show.

B. Definitions

1. Record(s). In this request the term “record(s)” includes, but is not limited to, all records
or communications preserved in electronic (including metadata) or written form, such as


mailto:IAFOIA@HQ.DHS.GOV

correspondences, emails, documents, data, videotapes, audio tapes, faxes, files, guidance,
guidelines, evaluations, instructions, analyses, memoranda, agreements, notes, orders,
policies, procedures, legal opinions, protocols, reports, rules, talking points, technical
manuals, technical specifications, training manuals, studies, or any other record of any
kind.

2. Communication(s). In this request the term “communication” means the transmittal of
information (in the forms of facts, ideas, inquiries or otherwise), whether written or oral.

3. Stop Cop City: In this request the term “Stop Cop City” means the broad and
decentralized movement in opposition to construction of the Atlanta Public Safety
Training Center. The Stop Cop City movement is also commonly referred to as “Defend
the Atlanta/Welaunee Forest”.!

4. South River Forest: In this request the term “South River Forest” means the forested
area in southeast DeKalb County, Georgia outside Atlanta named after the nearby South
River.

5. Weelaunee Forest: In this request the term “Weelaunee Forest” means the Muscogee
(Creek) name for the South River Forest in Dekalb County Georgia outside of Atlanta.

6. Protest(s). In this request the term “protest(s)” includes, but is not limited to, physical
gatherings such as rallies, vigils, or public demonstrations of any kind.

7. “Relevant Protests.” In this request the term “Relevant Protests” means those protests in
Atlanta, Georgia, and the South River Forest Area whose subject matter or theme
involved advocacy against police brutality and for criminal and environmental justice; the
South River Music Festival; and opposition to construction of the Atlanta Public Safety
Training Center or the “Stop Cop City”/ “Defend the Atlanta (Welaunee) Forest”
movement between May 1, 2022, and present including:

e protest activities in the week leading up to and the week following the police
shooting of Manuel “Tortuguita” Teran on January 18, 2023;

e protest and music festival preparation activities in the week leading up to and
following The South River Music Festival in March of 2023; and

e protest activities between May 2022 and December 2022.

C. Request for Information

The Center for Constitutional Rights requests the following records:

1. Any and all “Field Analysis Reports” (also known as “FARs,” see Exhibit A, attached) in
DHS’s possession relating to Stop Cop City or the Relevant Protests between May 1,
2022, and present.

' Stop Cop City, https://stopcop.city/ (last visited Jul 31, 2023); Defend the Atlanta Forest,
https://defendtheatlantaforest.org/ (last visited Jul 31, 2023).



2. Any and all “Suspicious Activity Reports” (also known as “SARs”, see Exhibit B,
attached) in DHS’s possession relating to Stop Cop City or the Relevant Protests between
May 1, 2022, and present.

3. Any and all Operational Background Reports (“OBRs”) (see Exhibit C) or dossiers
created by DHS or its subcomponents or field offices related to individuals involved in
the Stop Cop City or the Relevant Protests between May 1, 2022, and present.>

a. This includes any “Baseball Cards” created.?

For purposes of this FOIA request, requestors seek records in regards to protests that occurred
from May 1, 2022, to Present.

D. Format of Production

Please search for responsive records—including electronic records—regardless of format, medium,
or physical characteristics . Please provide the requested records in the following format:

Saved on a CD, CD-ROM or DVD;

In PDF or TIF format;

In electronically searchable format;

Each record in a separately saved PDF file;

“Parent-child” relationships maintained, meaning that the requester must be able to
identify the attachments with emails;

Any data records in native format (i.e. Excel spreadsheets in Excel);

Emails should include BCC and any other hidden fields; and

With any other metadata preserved.

E. The Requester

The Center for Constitutional Rights is a non-profit, public interest, legal, and public education
organization that engages in litigation, public advocacy, and the production of publications in the
fields of civil and international human rights. The Center for Constitutional Rights is a member
of several networks nationally and provides legal support to civil rights movements. One of the
Center for Constitutional Rights’s primary activities is the publication of newsletters, know-

2Brennan Center for Justice, 4 New Vision for Domestic Intelligence, p. 3, Mar 30, 2023
https://www.brennancenter.org/our-work/policy-solutions/new-vision-domestic-
intelligence#:~:text=The%20report%20concludes%20with%20concrete,robust%20and%20unified%20oversight%?2
Ostructure.

See Dept. of Homeland Security, Report on DHS Administrative Review into 1&A Open Source Collection and
Dissemination Activities During Civil Unrest Portland, Oregon, June through July 2020, p. 6, January 6, 2021
https://cdn.cnn.com/cnn/202 1/images/10/01/internal.review.report.20210930.pdf.
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your-rights handbooks, legal analysis of current issues, and other similar materials for public
dissemination. The Center for Constitutional Rights operates a website, https://ccrjustice.org/,
which addresses the issues on which the Center works. The website includes material on topical
civil and racial justice rights issues and material concerning the organization’s work. All of this
material is freely available to the public. In addition, The Center for Constitutional Rights
regularly issues press releases and a regularly updated blog, as well as “action alerts” sent to over
50,000 members that notify supporters and the general public about developments and operations
pertaining to the Center for Constitutional Rights’ work. Staff members often serve as sources
for journalists and media outlets, including on issues related to racial justice, environmental
justice, police brutality, racial discrimination, and the right to dissent.

F. Fee Waiver

The Requester is entitled to a fee waiver pursuant to 5 U.S.C. § 552(a)(4)(A)(iii) on the grounds
that “disclosure of the requested records is in the public interest because it is likely to contribute
significantly to the public understanding of the activities or operations of the government and is
not primarily in the commercial interest of the requester.” 5 U.S.C. § 552(a)(4)(A)(ii1). Requester
meets the requirements for a fee waiver because the subject of the request concerns the
operations or activities of the government, the disclosure of the information is likely to
contribute to a significant public understanding of government operations or activities, the
Requester’s primary interest is in disclosure; and they have no commercial interest in the
information. See 6 F.R. 5.1 I(b).

As described above, the Requester is a non-profit organization dedicated to educating the public
and advocating for civil rights, human rights, and have undertaken this work in the public
interest and not for any private commercial interest. Similarly, the primary purpose of this FOIA
request is to obtain information to further the public's understanding of federal protest
surveillance and monitoring actions and policies. Access to this information is crucial for
Requester and the communities they serve to evaluate government procedures and actions, as
well as their potential detrimental effects.

Requester will make any information that they receive as a result of this FOIA request available
to the public, including the press, at no cost. Disclosure in this case therefore meets the statutory
criteria, and a fee waiver would fulfill Congress' legislative intent in amending FOIA. See
Judicial Watch Inc. v. Rossotti, 326 F.3d 1309 (D.C. Cir. 2003) ("Congress amended FOIA to
ensure that it be 'liberally construed in favor of waivers of noncommercial requesters."").

In the alternative, if no fee waiver is granted and the fees exceed $250.00, please contact the
Requester to obtain consent to incur additional fees. Processing fees should be limited to
“reasonable standard charges.” 5 U.S.C. § 552(a)(4)(A)(ii)(II) ("[F]ees shall be limited to



reasonable standard charges for document duplication when records are not sought for
commercial use and the request is made by ... a representative of the news media.").

G. Expedited Processing

The Requester is entitled to expedited processing of this request because there is a “compelling
need” for the information. 5 U.S.C. § 552(a)(6)(E)(1)(I). A “compelling need” is established
when there exists an “urgency to inform the public about an actual or alleged Federal
Government activity,” when the requester is a “person primarily engaged in disseminating
information,” 6 C.F.R. § 5.5(d)(i1).

There is an urgent need to inform the public of the policies and decision-making regarding
government involvement in surveillance and monitoring of peaceful protestors and First
Amendment protected activities. Large campaigns and events around the Relevant Protests
continue to be organized and promoted on a weekly basis. Dozens of protesters who support the
Stop Cop City movement are currently facing felony prosecution and significant restrictions on
their liberty due to DHS’ flawed intelligence gathering and dissemination. Members of the
public, particularly those interested in participating in or supporting protests, have a right to
know the level of governmental surveillance of these protests and movements and the potential
effects on their privacy and security.

As described in part E above, Requester is engaged in disseminating information. Requester has
a proven track-record of compiling and disseminating information and reports to the public about
government functions and activities, including the government’s record on surveillance of
political and social movements as well as those movements’ leaders and participants. Requester
will use its press and media connections as well as its considerable web infrastructure to publicly
disseminate information received from this request on a national scale. Based on the findings of
this request, Requester will also engage directly with groups and communities found to be
surveilled or under surveillance for their involvement in protected political activity.

In addition, the United States Department of Justice grants expedited processing where the
subject of the request is a “matter of widespread and exceptional media interest in which there
exist possible questions about the government's integrity that affect public confidence.” 28
C.F.R. § 16.5(e) (iv). As discussed in the “Background” section above, there is widespread and
exceptional media interest in the Stop Cop City movement, in ongoing police brutality and lack
of accountability, and in surveillance of political protest activities. DHS should employ a similar
standard, which warrants a grant of expedited processing here.



H. Certification & Conclusion

I certify that the above information is true and correct to the best of the Requester’s knowledge.
See 6 C.F.R. § 5.5(d)(3). If this Request is denied in whole or in part, the Center for
Constitutional Rights asks that the DHS justify all deletions by reference to specific exemptions
of FOIA. CCR expects DHS to release all segregable portions of otherwise exempt material, and
reserves the right to appeal a decision to withhold any records or to deny the within application
for expedited processing and waiver of fees.

Please furnish all applicable Records and correspondence in electronic format as specified above
to:

Ian Head

Senior Legal Worker

Center for Constitutional Rights

666 Broadway, 7th Floor

New York, NY 10012

(212) 614-6470

thead@ccrjustice.org (email preferred)

Thank you for your prompt attention to this matter.

Sincerely,

Ian Head
Senior Legal Worker
Center for Constitutional Rights
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FIELD ANALYSIS REPORT

g

TTPs Used in Recent US Pipeline

Attacks by Suspected Environmental Rights

EXt remists ber DHS 18A
2 May 2017

(0)(T)(E)

Per DHS 1&A
(b)(T)E) '

i lligence and Analysis

bYTWE
L) ber DHS I18A

SENSITIVE: The information marked (U/ILES) in this document is the property of MATIC, MNFC, NDSLIC, SDFC, WSFC, STIC, DONFC, and DHS and may be distributed within the Federal Government
(and its contractors), US intelligence, low enforcement, public safety or protection officials, and individuals with a need to know. Distribution beyond these entities without MATIC, MNFC, NDSLIC, SDFC, WSFC, STIC, DOIFC, or DHS
authorization is prohibited. Precautions should be taken to ensure this information is stored andlor destroyed in a manner that precludes horized access. Inft ion bearing the LES caveat may not be used in legal proceedings

without first receiving ization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an unclassified network.

(U} Warning: Thus dncument contains UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUQY) information that may be exempt from public release under the Freedom of Information Act (5 US.C. 552). It is to be controlled, stored,
handled, tr ibuted, and di d of in accordance with DHS policy relating to FOUQ information and is not to be released to the public, the media, or other personnel who do not have a valid need to know without prior
approval of an authorized DHS nfﬁcml Sratc and local homeland security officials may not share this document with critical infrastructure and key resource personnel or private sector security officials without further approval from

DHS.
(U} This product contains US person information that has been deemed necessary for the intended recipient to understand, assess, or act on the inft provided. It has been highlighted in this docurnent with the label USPER
and should be handled in accordance with the recipient’s inteligence ight and/or inft handling procedures. Other US person inf ion has been ized. Should you require the minimized US person information,

please contact the 1&A Production Branch at IA.PM@hq.dhs.gov, IAPM@dhs.sgov.gov, or IAPM@dhs.ic.gov.

UNCLASSIFIED//LAW ’EJEFO%BCEMENT SENSITIVE
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ASS AW FNFORCFEFMENT SENSITIAE
Irl(?' tJ! I'_r‘ | == W TN T [ w— e ) LI~

2 May 2017

(U//FOYO) TTPs Used in Recent US Pipeline Attacks by Suspected i

Environmental Rights Extremists

(0)(T)(E)

(U/FOUQ) Preparé

() Scope This Field Analysis Report (FAR) h.-ghhghts recent criminal disruptions and violent incidents against pipeline

projects in the Midwestern and Western United States in 2016, and[BXT)E)P)(3)50 US C_§ 30241),b)(3)6 U.S C_§ 121(d)(11) | per DHS 1&A
[b)7)(E);(b)(3)50 US C_§ 3024(:);(b)(3)6 US C § 121(d)(11) |

This product is intended to assist government and law enforcement security partners in identifying, deterring, preventing,
and responding to potential threats against pipelines and related entities. It includes a discussion of drivers possibly

affecting the future threat of pipeline-related violence from environmental rights extremist violence. (Sb_)%)(E);(b)(
)7)(E)BX T
3):50 () Key Judgments

= ber DHS 18A
per DHS e (U/FOUQ) | éb?é?o}{t},{b}l

I1&A [BIE/ES-b)
3):50
Iecr™ 8
per DHS o (U/LES) | |  ©X7EeX
I&A : " e m— — I  — T — —— — =7 e ﬂ#m@.(b)(
3750
ncr 8
e (U/FOUO) | |
per DHS (b)(?)(E) {bX
|8A
rrnwg(m (b)(
3):50
o (U/LES) |
per DHS
|8A

“(U/fFOUQ) DHS defines environmental rights extremists as groups or individuals who facilitate or engage in acts
of unlawful violence against people, businesses, or government entities perceived to be destroying, degrading, or
exploiting the natural environment.

T (U#FOUQ)- DHS defines terrorism as any activity that involves an act that is dangerous to human life or potentially
destructive to critical infrastructure or key resources, and is a violation of the criminal laws of the United States or of
any state or other subdivision of the United States and appears to be intended to intimidate or coerce a civilian
population to influence the policy of a government by intimidation or coercion, or to affect the conduct of a
government by mass destruction, assassination, or kidnapping.

#{U) For background information on DAPL, see Appendix A.

§ (J) Doxing attacks often include posting on websites targeting individuals’ personal background, associates or
family, place of employment, home address, or contact information.

UNCILASSIFIED//L AW ENFORCEMENT SENSITIVE
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(D)7 )E)(b)
3):50

(BSEAES (b
3):50
e~ £
. (U/FOUO) | [—
per
AUGIEK dick
2):50
(0)&7{ B (b)(
3):50 ) Significant Inci
ler s v <L
oLo
MF"’"’"’) | (U) Environmental Rights Extremists
per DHS (U//LES) Environmental rights extremists have a long
1&A history of committing violent acts across the United States
against entities they perceive are damaging the
environment. Since the movement's inception in the
1880s, adherents have been responsible for many YTIE).B)
criminal acts and threats of violence, such as arson, as 3)50
well as hundreds of other criminal acts resulting in {Sh;_)g?OMEQ.{b]{
damages in the tens of millions of dollars to Iargetﬁd/ 350
: corporations and businesses, inclydina eneray an
{qt?,{%){a{b){ (U Valve Sh s al North transportation industry targets.'"t |,
b : A n r m
{3%70(}{5@_{}3){ {Y) Valve Shutoffs along Northe ber DHS 184
e 8
\"\UHFOUO) 1
per
DHS
[8A
(B)THE;(b)(
2y-50
[/ HEL (D)
3)50
e 8
o (UJLES) On 11 |
per DHS
[8&A

" (U//FOUQ) DHS recognizes that individuals associated with various groups and movements participated in criminal
and violent acts against pipelines in 2016. For the purposes of this paper, these individuals are referred to as
environmental rights extremists, as these campaigns were fundamentally about protecting the environment—whether
that is opposing oil pipeline construction projects or protecting the indigenous water supply from pollution.

t(U) For other examples of environmental rights extremists attacks against the energy sector, see Appendix B.

Page 2 of 18
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;."IIII_L I_\.'.'

ENFORCEMEN SENSTTIVE

(D)7 ME)(b)
3):50

o™ 8

per DHS
|&A ITENEN
RUEIRk Ehp
9% | (U) OBSERVATIONS/TTPS
U//LES
per DHS ( ) J
1RA
bYTWE)(b)3)50 US.C.
(UHLES) grn)gd)r(u'.}rfw)q(n)% IS 8 1§?1l'd‘|l'1 3l "‘\qv .._W\Vf UNCLASSIFIED
b)THE)(b)(3):50 US.C.§3024(1);(b)3)6 USC.§ .. P\ .L - ! -~
121(d)(11) 1 ¥ .
per DHS
|&A
per DHS
18A
(BXT)ELDX
@)SOE) o)
x /I I~ &
(0)(T)(E);(b)( {U) Figure 1. Alleged pipeline af
ISI)EOI" 8
(U//LES) | |
D)7 )E),(b)(3):50 U.S.C. § 3024(i);(b)(3)6 US.C. §121(d)(11) (BYTNE) (b)(
BIEBX T
3):50
(U//LES) RUEIRk
3):50
e r~ 8
74 DHS | (u/LES)
D)7 HE)(D)(3):50 U.S.C. § 3024(1);(b)(3)6 US.C. §121(d)(11)
ITENEX
RUEIRk .
3):50
e r 8

(U/LES)

" () For background information on tar sands, see Appendix C.

UNCLASSIFIED

MHEN-TSENSTTIVE
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e r~ 8
{Sb)gg){EJ;{b){
(D)TNE); (b)( ||)¥: ~ &
3):50
e r~ 8
{b){V){EJ;{b){
OIUEIA e
il (U) Escalation to Violence at DAPL Occupation in North Dakota
per DHS
|&A
(DTHE); (b)(
3350
[ 7 ER (R
3):50
e r~ 8
e (U/LES)
per DHS
|&A
(D)THE); (b)(
3):50
(D)T)E);(b) T ner &
3):50 (U) OBSERVATIONS/TTPS:
e r~ 8
(ULES) |
per DHS
1&A
(D)THE); (b)(
250
(D Y/HEL D)
3):50
e r~ 8
(W/LES)

‘(L)) The Dakota Access Pipeline is sometimes referred to as the Bakken Qil Pipeline.
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3):50
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UNCLASSIFIED
per DHS
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per DHS
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?I)SEOP . (U) Figure 3. Use of burning tires and
——— vehicles as barricades in North Dakota anti- per DHS
{St;)gg){E);{b){ (U) | DAPL in October 2016.%° I8A
11 .Cl [
(L)(T)E)(b)
3):50
(L)(T)E)(b) lHeer &
- nn
ISI)EOF‘ & (UJ
(UI/FOUO
per DHS
I&A
per
DHS
(L)(T)E)(b)
3):50
[ YE7OES (D)
3):50
e 8
.« (U/LES) | —
per DHS
[&A (B)F)E)(b)
3350
(ROEL DN ~ i Ials
3):50
™ &
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per DHS
&A

“(U)y A “pig" is a device used to check for pipeline leaks.
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3)h0

3):

(YT EQ:(D)(

0

P &

per DHS
[&A

(D)7 ME)(bX
3):50

o™ &

3):

(U) OBSERVATIONS/TTPS:

(0)(T)(E)(b)(
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|  EOE®X

)50
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7 (U//FOUQ) PITEEX
OIETEX Har s
e s OITETEX
BXENEN W . | P
ISI)EO("‘ & |
DITEIEN
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(U//FOUO) We assess the following developments, if observed, could lead to a decreased threat 2% .
of violence: DNENOX
QUEIEL P
15040 e (U/FOUO)
o s
I8&A
{b l’?)ﬂ:):l’h)f
3):50
I - Feaas
II).C:(“ & .
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mmEe]  * (U/FOUo 12" .
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(0)(7)(C)

(L)(7)(C)

(M FOUS)L-Comments, requests,or shareable intelligence may be directed t0:| |or F‘g\ DHS

L

{U} Source Summary Statement per DHS
(Y The information used in this FAR is drawn from open source reporting, court documents, and DHS and other law L
enforcement intelligence reports. We have high confidence in the information obtained from DHS, court, other US
Government and law enforcement agencies. We have medium confidence in the information obtained from open (bYTHE)(b)
sources, which includes reports from the news media, NGOs, and Internet websites whose information is credibly ?I)igop i
(Sb_)%)(ai(b)( sourced and plausible but may contain biases or unintentional inaccuracies. When possible, open source informati
| I)'Q - has been corroborated through other law enforcement and government sources. /////an/
(U/FOUO) | (b)(T)(E);(b)
3):50
(D)7 )E);(b) lner &
3):50
e 8
(umes) | T—0
(b)(T)(E);(b)(
3):50
(b)(T)(E);(b)( ner &
3):50
™ &
per DHS
per DHS| ~(/Fouo 18A
[&A
(b)(T)(E);(b)(
(b)(T)(E);(b) 3):50
3):50 ler 8
e 8
TOFOUOT | [
per DHS

ez {U) Report Suspicious Activity

(U)-To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers
should follow established protocols; all other personnel should call 911 or contact local law enforcement. Suspicious
activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism Task Force for further action.

For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx. b)(7TYE)
(b)(T)E)
i . per DHS
(Uni_.:S) Tracked by: H 18A
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(D)(7)(E).(0)(
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()7 HER. (D)
3)50
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per DHS 1&A
(Y) Appendix A: The Dakota Access Pipeline
(D)(7)(E), (L)

(U//LES) The Dakota Access Pipeline project is an underway $3.78 billion construction project i
to build a 1,172-mile, 30-inch diameter pipeline for transporting US light sweet cruii;w/
t nd Three Forks production areas of North Dakota to existing pipelines in-Patoka,

inois for further distributi refining markets.1%4| BE

In July 2016, the tribe filed a lawsuit

AANTSTITE US ATTMY GOTPS U JITEETS 1O ore granting permits to build the pipeline.% B)T)E)

he lawsuit spurred-a-series of protests and demaonstrations near the reservation.'°”
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(U) Appendix B: Prior Energy Sector Attacks by Environmental Rights
Extremists

(U//FOUO) The pipeline attacks in the Midwest and Western United States in the latter half

of 2016 were the first significant environmental rights extremist attacks targeting the B)(T)E). D)
BIEGN transportation and energy sectors since September 2015. The last known attack specifically S
3)50 targeting a pipeline occurred in Texas in 2012.
e &

o (U/LES) | |

per I&A FOIA
per I&A FOIA
(D)(7)(E), (L)

OEEX e
] .Q ~ 8

o (UIEES) |

|

e (U) From 17 to 18 June 2012, environmental rights extremist Anson ChiYSPER set off a
series of explosive devices on top of an AtmosUSPER gas pipeline in Plano, Texas. Chi
intended to damage the pipeline and disrupt natural gas flow. He was sentenced to 20
years in prison without parole on 30 June 2014."2%12" Chi pled guilty to a charge of
attempting to destroy a natural gas pipeline used in interstate commerce, and to a
charge of possessing an explosive device not registered with the National Firearms
Registration and Transfer Record.'?® Chi also contacted well known convicted bomber
Theodore KaczynskiVSPER to be a mentor; Kaczynski eventually broke off contact and
told Chi to seek professional help.'?®
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UNCLASSIFIED/L AW ENFORGCEMENTSENSTTHVE

(U) Appendix C: Tar Sands

{U)- Several pipelines along the US—Canadian border carry crude oil into the United States for
refinement and distribution.’®* Alberta, Canada has one of the world’s largest deposits of a
particularly thick and heavy form of crude oil known as tar sands oil. Tar sands oil is
controversial because of perceived negative impacts to the environment that occur during
mining, processing, and transporting the oil—such as large CO. emissions contributing to
climate change, contamination of groundwater during extraction, and destruction of natural
resources used by indigenous tribes.'® In October 2016, US environmental rights extremists
engaged in coordinated attacks to disrupt five border pipelines perceived to be transporting
tar sands oil from Canada into the United States.'?®

UNCLASSIFIED
ALBERTA
USA Peace River
Lake Athabasca — p
Fort Chipewyan
Athabasca nt-:'j
> W ALBERTA
m E Mines - operational
1 ’ B Mines - proposed/
% under construction
- ALBERTA O Oil sands area
! O Surface mineable area
OCalga
3 i Oil sands deposits o Edmonton
(U) Map of tar sands extraction site in Alberta, Canada.'?’?
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(U/FOUO) Appendix D: Behavioral Indicators of Planned Criminal

o e or Violent Activities Targeting Pipelines per DHS 18A
(U/IFOQUQ) There are a number of potential behaviors and indicators of planned criminal or
violent activities targeting pipelines and associated entities. Some of these behavioral (B)T)E); X
B)TE)DN indicators may be constitutionally protected activities and should be supported by additional FEp
i facts to justify increased suspicions.
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11 July 2016

(U//FOUO) The NAACP 107th National Convention Threat Assessment

(U/FOUQ) Prepared by the Greater Cincinnati Fusion Center (GCFC), with contributions from the Office of Intelligence and
Analysis (I1&A).

(U/FOUQ) Scope: This Field Analysis Report (FAR) assesses threats to the NAACPUSPER 107th National
Convention taking place at the Duke Energy Center and associated events and venues in Cincinnati, Ohio. This
product is intended to support the security and public safety efforts of government agencies and private sector
partners in identifying, deterring, preventing, and responding to potential threats during the convention. This
assessment focuses only on the event itself and not individual threats to attendees, for which we lack insight.

(U//FOUO) Key Judgments

o (U//FOUO) The GCFC currently has

e (U//FOUQ) Foreign terrorist organizations (FTOs) continue to use social media messaging to
inspire homegrown violent extremist (HVE) attacks on soft targets in the Homeland.”

¢ (U//FOUO) Domestic terrorist-lone offenders—specifically white supremacist extremists—have
recently plotted and carried out attacks specifically targeting African Americans.™ _

" (U//FOUO) The GCFC defines an HVE as a person of any citizenship who has lived and/or operated primarily in the United
States or its territories who advocates, is engaged in, or is preparing to engage in ideologically motivated terrorist activities
(including providing support to terrorism) in furtherance of political or social objectives promoted by a foreign terrorist
organization, but is acting independently of direction by a foreign terrorist organization. HVEs are distinct from traditional
domestic terrorists who engage in unlawiful acts of violence or to intimidate civilian populations or attempt to influence
domestic policy without direction from or influence from a foreign actor.

" (UI/fFOUO) The GCFC defines domestic terrorist violence as any act of unlawful violence that is dangerous to human life or
potentially destructive of critical infrastructure or key resources and is committed by a group or individual based and operating
entirely within the United States or its territories without direction or inspiration from a foreign terrorist group. This actis a
violation of the criminal laws of the United States or of any state or other subdivision of the United States and appears to be
intended tfo intimidate or coerce a civilian population, to influence the policy of a government by intimidation or coercion, or to
affect the conduct of a government by mass destruction, assassination, or kidnapping. A domestic terrorist differs from a
homegrown violent extremist in that the former is not inspired by and does not take direction from a foreign terrorist group or
other foreign power.

T (U/FOUQ) The GCFC defines a lone offender as an individual motivated by one or more violent extremist ideologies who,
operating alone, supports or engages in acts of unlawful violence in furtherance of that ideology or ideologies that may involve
influence from a larger terrorist organization or a foreign actor.

H (U/FOUQ) The GCFC defines white supremacist extremists as groups or individuals who facilitate or engage in acts of
unlawful violence directed at the federal government, ethnic minorities, or Jewish persons in support of their belief that
Caucasians are intellectually and morally superior to other races and their perception that the government is controlled by
Jewish persons.
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e —

e (U//FOUO) The timeframe of the convention overlaps with the Republican National Convention
(RNC), which is being held across the state in Cleveland,

(U//FOUQ) Introduction
(U//IFOUO) The 107th NAACP National Convention will be held primarily at the Duke Energy Center in
Cincinnati from 13 July through 20 July 2016. During that week, other convention events are scheduled
to occur at several locations in downtown Cincinnati—the President's reception at the National
Underground Freedom Center; the Afro-Academic, Cultural, Technological and Scientific Olympics at
the Hyatt Hotel; the NAACP National Convention Armed Services and Veterans Affairs Awards
Luncheon at the Westin Hotel; and NAACP Night with the Cincinnati RedsYSPER at the Great American
Ball Park. The convention is expected to draw over 10,000 attendees during the week."

(U//[FOUQO) The array of venues poses challenges for security planners due to open access to many of
the events. We assess the most vulnerable targets of opportunity may be i_

U//FOUQ) The GCFC

Itonaily, ine theme

for the convention is “Our Lives Matter, Our Votes Count,” a correlation to the “Black LiveSFMatter"
(BLM) activist movement. The BLM movement has evoked strong public opinion,

e (U) On 7 October 2015, three white supremacist extremists in Richmond, Virginia were arrested
and later convicted for a plot to either bomb African-American churches and synagogues or shoot
occupants in furtherance of their beliefs—in addition to a plot to kill a local jewelry dealer and rob an
armored car with the intent of using the proceeds to purchase land, weapons, and training for an
impending perceived race war.? One subject has been sentenced to 17.5 years in prison, and the

other two are awaiting sentencing.?

e (U//FOUQ) On the evening of 17 June 2015, South Carolina-based white supremacist extremist—
lone offender Dylann RoofYSPER allegedly shot and killed nine members of a prominent African-
American church in Charleston, South Carolina, including a state senator, according to open source
and law enforcement reporting. The subject has since admitted to carrying out the attack and

" (U//FOUO) The GCFC defines anarchist extremists as groups or individuals who facilitate or engage in acts of unlawful
violence as a means of changing the government and society in support of the belief that all forms of capitalism and
corporate globalization should be opposed and that governing institutions are unnecessary and harmful to society.

T (U//FOUO) The GCFC defines black supremacist extremists as groups or individuals who facilitate or engage in acts of

unlawful violence as a means to oppose racial integration and/or to eliminate non-black people and Jewish people.

Page 2 of 7
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claimed it was intended to ignite a “race war,” according to SIS

Roof is currently awaiting trial.*

e (U) On February 25, 2012, a white supremacist extremist was sentenced to 40 years in prison for a
2004 package bombing in Arizona that injured Scottsdale’s diversity director and a secretary. At
the time of the bombing the perpetrator was associated with White Aryan ResistanceVSPER a white
supremacist extremist group that encourages members to act as “lone wolves” and commit violence
against non-whites and the government.>®

e (U) InJanuary 2011, a white supremacist extremist and former member of the neo-Nazi group
National AllianceVSFER placed a bomb along the parade route of the Spokane, Washington MLK Day
Parade, with the goal of killing African-American participants. The device was discovered and
disarmed.” The individual is currently is serving a 32-year prison sentence.?

(U/IFOUQO) Further, the NAACP event will overlap with the RNC in Cleveland, which is scheduled to
run 18-21 July, with delegates arriving as early as several days prior to the event. Political conventions
such as the RNC historically have attracted domestic terrorist’s intent of taking advantage of these
events to commit violent acts. We are concerned

e (U) As of June 2016,

« (U) According to

e (U//FOUOQO) Anarchist extremists used black bloc tactics to violently disrupt the 2008 RNC in St.
Paul, Minnesota, causing considerable property damage to the streets surrounding the convention
center. Members of an anarchist extremist group called the Republican National Convention
Welcoming Committee—some of whom traveled from Austin, Texas—were convicted of firearms
charges relating to the construction of Molotov cocktails after an undercover informant revealed the
group’s plans to disrupt the event by kidnapping delegates, sabotaging the convention center’s air
vents, and capturing federal buildings.13 Among the items seized by police were gallons of urine,
high powered slingshots, a machete, a hatchet, several knives, flammable liquids, axes, bolt
cutters, and sledge hammers.14

" (U//[FOUO) The GCFC defines “black bloc” tactics as tactics typically carried out by individuals dressed in black and covering
their faces to conceal their identity as they commit illegal actions such as vandalism, property destruction, and sometimes acts
of violence. These types of tactics appeal to anarchist extremists because they allow anonymity from law enforcement, show
solidarity within the movement, and provide public visibility for their cause.

Page 3of 7
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OUOQO) International Terrorism and Homegrown Violent Extremist Threat

1 2L 11l cal

U//FOUO) The GCFC

(U//IFOUQ) FTOs, such as the self-proclaimed Islamic State of Iraq and the Levant (ISIL) and al-Qa‘ida
in the Arabian Peninsula, have encouraged HVESs to conduct attacks within the Homeland. These
groups use social media to inspire and urge violent extremists to attack targets in the Homeland,
including mass gatherings such as the NAACP convention.

e (U//FOUOQO) In March 2016, social media posting by the ISIL's media company, Al-Wafa, titled
“America, You Are Next,” pledged to infiltrate the Homeland and carry out attacks, according to
open source reporting.™

e (U//FOUO) In May 2016, ISIL released an audio message urging its supporters to launch lone wolf
attacks against military and civilian targets within the Homeland, according to open source
reporting.'®

U//FOUQ) DHS assess

Potential Indicators of Suspicious Activities
(U//IFOUO) There are numerous behaviors and indicators of potential criminal or violent activities that
might be observed at or near the NAACP convention venues. Some of these behavioral indicators may
be constitutionally protected activities and should be supported by additional facts to justify increased
suspicions. No single behavioral indicator should be the sole basis for law enforcement action. The
totality of behavioral indicators and other relevant circumstances should be evaluated when considering
any law enforcement response or action. Independently, each indicator may represent legitimate
recreational or commercial activities; however, multiple indicators could suggest a heightened threat.

(U//[FOUQ) Possible behaviors and indicators of planned criminal or violent activity during NAACP
Convention events that would arouse the suspicion in a reasonable person include:

- wirowo) |

« (U/FOUO)

Page 4 of 7

1AL 1.00002-000321,



(U//FOUO)

(U//FOUO)

wrFouo) I -

U//FOUO

(U) Suspicious Activity Reporting

(U//[FOUO)

(U) Suspicious activity is any observed behavior that could indicate criminal activity, terrorism, or
terrorism-related crime. This activity includes unusual items or situations, persons asking abnormal or
atypical questions about event security, and persons conducting surveillance on the venues.

(U) Reporting suspicious activity can mitigate many threats to the 107th NAACP Convention and
associated activities.

(U) For suspicious activity that might have greater implications, the GCFC has a Suspicious Activity
Reporting System that can be accessed through the Greater Cincinnati Fusion Center website
www.GCFC.org or by calling the tip-line at 513-263-8000 (Option 1). The GCFC encourages our
federal, state, local, and private sector partners to report suspicious activity through either method.

(U//[FOUO) Source Summary Statement

(U//IFOUQ) The information in this FAR is drawn from

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency
managers should follow established protocols; all other personnel should call 911 or contact local law
enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint
Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit
hitp://nsi.ncirc.gov/resources.aspx.

(e
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DD September 2016

(U//FOUQ) California: Recent Violent Clashes Suggest Heightened
Threat Environment at Lawfully Organized White Supremacist Events

(U/FOUQ) Prepared by the Orange County Intelligence Assessment Center (OCIAC) and the Central California Intelligence
Center (CCIC) with contributions from the Office of Intelligence and Analysis (I&A).

(U/FOUQ) Scope: This Field Analysis Report (FAR) highlights two recent violent domestic extremist clashes in
California, puts them in local and national context, and the appendices provide symbols and behavioral indicators to
assist law enforcement in identifying and mitigating the threat of violence from ideologically-inspired actors.” This
FAR focuses on domestic terrorists who seek to further political or social goals through uniawful acts of violence.
Specifically, it considers the activities of anarchist extremists and white supremacist extremists, which are violent
subsets of broader non-viclent movements.** Domestic terrorists differ from individuals who non-violently
campaign for social change, even though they may share similar anarchist or white supremacist ideological beliefs.

(U) Key Points
¢ (U/FOUQ) Two violent clashes in 2016 in Sacramento and Anaheim between anarchist

extremists and lawfully protesting white supremacists at legally permitted rallies highlight the
attractiveness of such eventis to domestic extremists intent on committing violence.

e (U//FOUO) Some anarchist extremists and lawfully protesting white supremacists came to the
events with weapons, suggesting that they were prepared to engage in violence. Most of the
attackers, however, used makeshift weapons.

e (U//FOUQO) We assess

* (U//FOUO) DHS defines domestic extremists as individuals based and operating entirely within the United States or
its territories without direction or inspiration from a foreign terrorist group or other foreign power who seek to further
political or social goals, wholly or in part, through unlawful acts of violence. The mere advocacy of political or social
positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics may not
constitute extremism, and may be constitutionally protected.

T (U//FOUO) DHS defines anarchist extremists as groups or individuals who facilitate or engage in acts of unlawful
violence as a means of changing the government and society in support of the belief that all forms of capitalism and
corporate globalization should be opposed and that governing institutions are unnecessary and harmful to society.

(U//FOUQ) DHS defines white supremacist extremists as groups or individuals who facilitate or engage in acts of
unlawful violence directed at the federal government, ethnic minorities, or Jewish persons in support of their belief
that Caucasians are intellectually and morally superior to other races and their perception that the government is
contfrolled by Jewish persons.
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(U//FOUQ) Ideological Justification for Violence

(U//FOUO) Anarchist extremists adhere to varying violent interpretations of anarchist ideclogy; however, they generally
desire a non-hierarchical society free from oppressive regimes—including those perceived as racist. As a result, we assess

(U//FOUQ) Recent Violence in Sacramento and Anaheim

(U//LES) Two separate incidents of violent clashes in Sacramento and Anaheim, California between

lawfully protesting white supremacists and anarchist extremists highlight that future similar events—such
as rallies, concerts, marches, and meetings—are likely to be flashpoints for ideologically-inspired
violence. We assess that

most individuals engaging in violence used makeshift weapons in both events and justified their use of
violence with claims of self-defense according to police reports.

e (U) On 26 June 2016 at the State Capitol building in Sacramento, violent anti-fascists, including
anarchist extremist elements, attacked a group of white supremacists who gathered for a legally
permitted rally, “to protest globalization and in defense of the right to self-expression.”'2" Violent
clashes occurred at multiple locations on the Capitol grounds between the two groups. Physical
assaults included the use of 12-inch buck knives, pepper spray, wooden stakes used as clubs,
rocks and bottles as projectiles, and bladed weapons. Additionally, according tom, a
loaded 9mm pistol was found at the scene, and the Capitol building was locked down during the
incident.34 In total, the attack resulted in 12 people injured, 6 of whom were stabbed.> No arrests
were made at the time of the incident; however, the investigation is ongoing.

e (U//LES) On 27 February 2016, violence erupted at a legally permitted white supremacist rally in
Anaheim after anarchist extremist elements of a violent anti-fascist group attacked white
supremacists moments after the white supremacists arrived at the publically announced rally
locations. According tom, violent anti-fascists punched and kicked the white
supremacists; hurled rocks, bottles and other projectiles; and assaulted them with makeshift
weapons including wooden sticks, clubs, and a skateboard.6 One of the white supremacists used
a flagpole defensively as a weapon to stab the attackers, and two other anarchist extremists were
stabbed with a knife and an unidentified weapon.” On 30 June 2016, seven anarchist extremists
were arrested on various charges of battery, assault, and resisting arrest related to the attack, and
an additional attacker remains at large.? These seven anarchist extremists are awaiting trial, and
no white supremacists were charged in relation to the incident.?.10

+ (UIFOUO) In an event we udo- [N ENRAIE
at a park in Lake Los Angeles, three white supremacist extremists were arrested after allegedly

harassing and throwing punches at a group of Hispanics. According to—, the
harassment consisted of yelling "Heil Hitler" and racial slurs while waving around a wallet with a

confederate flag. Additionally, the attackers also allegedly pulled knives on a family that tried to
intervene and then fled when police arrived. There were no serious injuries during the attack.' In
March 2016, the subjects were charged and later convicted in July 2016 on felony charges of

" (U/IFOUO) Rally motivations have been included in this paper solely for the purpose of highlighting for law enforcement that
these types of events may be attractive targets for anarchist extremists intent on violent confrontation.
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assault with a deadly weapon: not a firearm, and each received a four year suspended prison
sentence and served credit of 261 days in the Los Angeles County Jail.1213

(U/IFOUQ) Similar, although less violent, clashes between anarchist extremists and lawfully protesting
white supremacists occurred during rallies in Sacramento in 2012 and Los Angeles in 2010. Both of
these incidents resulted in injuries to police responders. Lethal weapons such as knives and firearms
used in the 2016 events were not found in the 2012 or 2010 rallies. This suggests

(U//IFOUQ) In February 2012 at the State Capitol
in Sacramento, suspected anarchist extremists
violently clashed with a group of white
supremacists at the white supremacists’ legally
permitted rally intended to draw public attention to
black-on-white violence in South Africa. The
anarchist extremists threw cans and bottles at the
white supremacists and police officers. Two
officers were injured after being struck by thrown
objects. The incident also resulted in an
interruption to the city’s light rail system. Some
individuals in attendance claimed to have traveled
from the San Francisco Bay area to attend the
event.’ Three anarchist extremists at the event
were arrested for resisting, delaying, or obstructing
a law enforcement officer, as well as resisting an
executive officer. One individual's charges were
dismissed, and the others were convicted and
served sentences of 60 days on a work project and
180 days in jail."”

(U) In April 2010 at a white supremacist rally
against illegal immigration on the south lawn of Los
Angeles City Hall, individuals—including one
suspected anarchist extremist—attacked white

SUNDAY JUNE 26TH UncuassiFeo

SHUT DOWN
NAZI RQLLY!

On Sunday, June 286th members of the ! =il — w @ d = P g,
fm— = — gy — e - e,
i ms smsn = will be holding a raily at the California State Capitol.
NAZIS FROM ALL OVER THE WEST COAST ARE COMINGI!!

B M e B 5 orgaanizing a direct action to confront these

bigots, deny them a platform to promote hate and to make sure they
know they are not on our streets or In our tes.

We are calling to everyone, young and old, regardiess of race,
gender, sexual orientation or identity, religlon or lack of to unite.

FIGHTING FASCISM IS A MORAL DUTY, NOT A POLITICAL ONET!!
IGNORING THEM ONLY PERPETUATES WHITE SUPREMACY1!

STATE CAPITOL

9:00 AM SHARP - WEST SIDE STEPS
FER AITHE BFE RN AR VLY TR
(U) Anti-fascist flyer for 2016 Neo-Nazi Sacramento
event.!413

supremacists by throwing rocks, branches, and other projectiles over the police line. The violence
erupted after a white supremacist removed his shirt revealing his Nazi “SS” lightning bolt tattoos—
offending some individuals within the crowd. Additionally, projectiles were thrown at police officers
who were attempting to quell the crowd. There were no injuries reported other than to police, and

no arrests occurred at the event.1®

(UW/IFOUO

U/IF Tactics, Techniques, and Procedures Used in Sacramento and Anaheim Events

(U/IFOUO) Anarchist extremists mobilized from across the region and state to participate in violence at
the Sacramento rally, and some were motivated to attend by the earlier violent clash in Anaheim. We
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(U//FOUOQ) According t

(U) A Klansman stabs at violent anti-fascists and anarchist
extremists with the decorative end of a flag pole, resulting in

injuries at the Anaheim event. Note the Klan patches on his shirt
and blood spatter on the ground.®

(U//FOUQ) According to

UNCLASSIFIED UNCLASSIFIED

(U) Anti-fascist anarchist extremists attack legally protesting
white supremacists at a 2016 rally in Sacramento using makeshift
weapons such as a skateboard on ground at lower right. Note
the Celtic Cross symbol in white and red on left and right shields,
a symbol of an identified USPER racist skinhead group in red on
center shield, and a symbol of an identified USPER white . .
supremacist movement in white on T-shirts. %2 (U) A suspected anarchist extremist

carries a homemade club for use in
attacks on legally protesting white
supremacists at the 2016 Sacramento
rally.2?
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(U//FOUO) Many of the violent UNCLASSIFIED
anti-fascists and anarchist extremists at i

the 2016 events in Sacramento and
Anaheim wore “black bloc” attire—
dressing completely in black or dark
colors and wearing masks and
bandanas—to hide their identities from
law enforcement or journalists while
they committed violent acts against the
white supremacists.”

e (U//FOUO) Inrecent decades, the
use of black bloc tactics has
become the tactical modus operandi

of anar,ChISt extremist VIOIe,nce n (U) A Klansman is kicked in the face at a 2016 rally in Anaheim. Note

the United States. According to the Confederate battle flag patch on shirt and vehicle’s vanity license
anarchist plate number “KIGY"—a common acronym associated with the Klu

extremists at the 2016 Sacramento Klux Klan meaning “Klansman | Greet You”. Also note a possible

clash attempted to intimidate a edged weapon held by individual in upper right.?*
news crew with violence to keep them from filming the event.
p g

o (U//FOUO) Although intimidation of the press is more common among anarchist extremist groups
in foreign locations, threats and violence targeting journalists are rare from US anarchist
extremists.26:27.1.

* (U//[FOUO) — “black bloc” attire is commonly seen among
anarchist extremists during violent incidents. Such attire may also be worn by anarchist activists who are non-violent

adherents of anti-fascist movements,
T (U//FOUO) One example occurred in Apri when a photographer photographing a rally protesting perceived police

brutality in Olympia, Washington was assaulted by a group of suspected anarchist extremists who surrounded him, pushed
him, slapped a cellphone out of his hand, spray-painted his camera, and threatened to throw him off a bridge, according to
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(U//FOUQ) Outlook

(U/IFOUQO) We assess the threat of violent clashes between anarchist extremists and lawfully protesting
white supremacists at planned events throughout the nation during the remainder of 2016 and beyond—
such as rallies, meetings, protests,
counter-protests, concerts, book-
signings, or political conventions—is

UNCLASSIFIED

(U) Anarchist extremists dressed in “black bloc” attire attempt to
intimidate a cameraman to stop him from filming at the Sacramento
rally. Note the individual on the left has a makeshift weapon known as
“smiley”—a chain with a lock on its end—hanging from his waist,
ostensibly for use in attacks against white supremacists.?® A video of
the events is also available.?
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(U) DHS I&A Perspective

(U//IFOUQ) History of Violent Clashes At Lawfully Protesting White Supremacist Events Across
the United States

(U//IFOUO) Anarchist extremists with anti-fascist motivations have a long history of violence, including
reciprocal violence, against lawfully protesting white supremacists at planned events nationwide.

Therefore, law enforcement should be aware the occurrence of such events could pose hazards to public

safety, although such constitutionally-protected events often remain peaceful. Additionally, although
much of the focus of this paper concerns the threat of anarchist extremists, white supremacist extremists
have previously plotted against and attacked violent anti-fascists and anarchist extremists.

e (U/LES) In May 2015, suspected anarchist extremists violently clashed with lawfully protesting
white supremacist during a lawful demonstration to support local police involved in an on-duty
shooting of two African-Americans in Olympia, Washington. The brawl resulted in the smashing of
vehicle windows, tire slashing, and physical assault, as well as the use of baseball bats by both
sides, according W.wﬁ‘ Anarchist extremists in Washington
State openly oppose lawiully protesting white supremacists, and routinely attend their events with

the intent to disrupt or instigate violence. No arrests have been made.

¢ (U//FOUO) Members of a white supremacist extremist group were arrested in Florida in May 2012
on charges related to paramilitary training, hate crimes, illicit weapons, and conspiracy.®2 According
to , the individuals allegedly discussed creating a disturbance in front of Orlando’s
city hall, firing into a building, and attacking an anti-fascist event with homemade weapons.®? As of
June 2013, one defendant pled guilty and was sentenced to prison, and two defendants received
probation after pleading no contest to charges of participating in paramilitary training.** The leader
of the group was convicted on two counts of teaching and conducting paramilitary training and
received a six month jail sentence.?

e (U//ILES) In May 2012, suspected anarchist extremists, among a group of possibly 18 persons,
assaulted perceived white supremacists in a Tinley Park, lllinois restaurant with batons and other
club-like objects, according to media reporting. Five individuals of an Indiana-based anti-fascist
group with close ties to the Chicago anti-fascist movement were arrested and later convicted on
charges related to the attack.3 Following the incident, Chicago anti-fascists and anarchist
extremists posted the attacked white supremacists’ personally identifiable information on their
website, along with threatening statements_37.38

¢ (U//FOUO) During an October 2005 march in Toledo, Ohio, police were unable to prevent local
residents and anti-fascists—including some anarchist extremists—from rioting for several hours
following a Neo-Nazi rally against “black crime.” The disturbances resulted in the arrest of 120
rioters and the destruction of several local businesses. Toledo’s mayor was forced to restore order
by imposing a curfew.3240

(U//[FOUQ) DHS and the National Network of Fusion Centers are interested in receiving tips and
information on activities related to threats to homeland security, terrorism, and violent extremism.
Comments, requests, or shareable intelligence may be directed to the Orange County Intelligence
Assessment Center (OCIAC) at ociac.org and the Central California Intelligence Center (CCIC) at (888)
884-8383 or www.sacrtac.org.
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(U//IFOUO) Appendix A: Potential Indicators of Planned Violence

(U//IFOUQO) There are a number of potential indicators of planned criminal or violent activities at white
supremacist events. Some of these behavioral indicators may be constitutionally protected activities
and should be supported by additional facts to justify increased suspicion. Possible indicators of
planned criminal or violent activity which could arouse suspicion include:

U//FOUO

(U//FOUOQ)

(U//[FOUO)

U//FOUO

(U//FOUOQ)

+ wrrouo) |
+ wrrouo) N
+ wrrouo) I

(U//FOUO)

(U//FOUO)
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(U//FOUQO) Appendix B: Symbols Often Associated with Anarchist Extremists and
White Supremacist Extremists

(U) Anarchist Extremists: Symbology

(U//FOUO) In the context of planned events that escalate to violence, the following symbols are
commonly seen on signs and banners of anarchist extremists who engage in violent acts.

I << o 20is 3, 30 be used by anarchits
who are non-violent adherents of anti-fascist movements,

(U) Symbols

Symbols Often Associated with Anti-Racist Anarchist Extremists

& ©Q @

) Anti Fascist
Anarchist Symbol Downward Arrow Symbol

Anti Fascist Flag Symbol

Anti Nazi Symbol Good Night White
Pride Symbol

UNCLASSIFIED
Sources Symbols

41,42,43,44,45

(U) Symbol Meanings:

(U) Anarchist Symbol - most common anarchist symbol; thought to represent anarchist maxim
“anarchy is order.”

(U) Antifascist Downward Arrow Symbol - symbol used by anti-Nazi movement in Germany in
years prior to World War Il; designed to easily cover swastikas; meaning of arrows debated.

(U) Antifascist Flag - red denotes ties to workers movement; black symbolizes lawlessness/anarchy.
(U) Anti-Nazi Symbol - intended to counter swastika; often seen on patches/buttons/T-shirts.
(U) Good Night White Pride Symbol - common logo; often seen with different types of images of

assaults against white supremacists—such as punching, kicking, or using weapons.

(U) White Supremacist Extremists: Symbology, Numerical Codes, and Acronyms
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(U//FOUO) In the context of planned events that escalate to violence,

the following is a sample of common acronyms, numerical codes, and
symbols observed by law enforcement on clothing, tattoos, signs, or banners of white supremacist
extremists who engage in violent acts. This list is general and not exhaustive, and specific group’s
symbols are not included. These symbols may also be used by non-violent adherents of white
supremacy, and some of these symbols have multiple meanings and are commonly utilized by
non-violent actors including adherents of non-violent cultural and religious movements. Law
enforcement should not take observance of these symbols alone as an indication of an individual’s
predilection to commit violence.

(U) Acronyms:

) Race Over All (ROA)

) Racial Holy War (RaHoWa)

) Zionist Occupied Government (ZOG)
) White Power (WP)

) White Power World-Wide (WPWW)

) Klansman | Greet You (KIGY)

)

e
e
e
e
3
e (U) AKlansman | Am (AKIA)

—

u
) 14 Words: “We Must Secure the Existence of Our People and a Future For White Children”
) 18: “Adolf Hitler”, A=1st letter of alphabet, H=8th letter of alphabet”

) 14/88: “14 Words/Heil Hitler”

) 5 Words: “I Have Nothing to Say”

) 23: “White”, W=23rd letter of alphabet

) 4/20: Adolf Hitler’s birthday

)

U
U
U
U
U
U
U
U) N
U
U
U
U
U
U
U) 311: “KKK”, 3 X 11th letter of alphabet, K

e 6 o o o o o
AN N N N S S~
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(U) Symbols:

Symbols Often Associated with White Supremacist Extremists

Blood Drop Cross Boots and Laces Burning Cross

7 N ¢

Celtic Cross Valknot Mjolnir / Thors Hammer

Totenkopf / Deaths Head Norse Runes Zykion B

TN
Wiy

Sunwvheel Triskele

“SS" Lightning Bolts

UNCLASSIFIED
(U) Sources Symbols*t-57

(U) Symbol Meanings:

(U) Blood Drop Cross - primary symbol of KKK groups; symbolizes blood shed to protect the white

race.

(U) Boots and Laces - commonly seen on racist skinheads; white laces used to identify as a white
power skinhead, red laces sometimes indicate prior attack against a minority.

(U) Burning Cross - common KKK image, often used during rituals and to intimidate minorities.

IALI-00002-000347
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(U) Celtic Cross - often used as a symbol of white pride.

(U) Valknot - Norse warrior symbol; often denotes willingness to give life for Norse God Odin,
generally in battle.

(U) Mjolnir/Thor’'s Hammer - Norse symbol of strength; Thor is the god of thunder and his hammer
(Mjélnir) has power of lightning.

(U) Totenkopf/Death’s Head - Nazi imagery; symbol used by Hitler's SS troops.

(U) Norse Runes - ancient European symbols; often used as a coded alphabet.

(U) Zyklon B - gas used by Nazis to kill Jews during holocaust.

(U) Sunwheel - ancient European symbol adopted by Nazis; swastika is a variant of sunwheel.

(U) Triskele - lesser known variant of swastika; popularized by South African white supremacists in
1970s.

(U) “SS” Lightning Bolts — runic characters appropriated by Nazi SS troops.
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(U) Source Summary Statement

(U//IFOUQ) The information used in this FAR is drawn

(U//FOUQ) We have

(U//FOUQ) We have

(U//FOUQ) We have

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency
managers should follow established protocols; all other personnel should call 911 or contact local law
enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism
Task Force for further action. For more information on the Nationwide SAR Initiative, visit
http://nsi.ncirc.gov/resources.aspx.

(U) Tracked by: [N
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Federal Bureau of Investigation
Department of Homeland Security

Strategic Intelligence Assessment and Data on
Domestic Terrorism

Submitted to the Permanent Select Committee on Intelligence, the Committee on
Homeland Security, and the Committee of the Judiciary of the United States House
of Representatives, and the Select Committee on Intelligence, the Committee on
Homeland Security and Governmental Affairs, and the Committee of the Judiciary
of the United States Senate

October 2022
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I. Overview of Reporting Requirement

Pursuant to Section 5602(a) and (b) of the National Defense Authorization Act for Fiscal Year
(FY) 2020! (hereafter “the Act”), the Federal Bureau of Investigation (FBI) and the Department
of Homeland Security (DHS), in consultation with the Office of the Director of National
Intelligence, including the National Counterterrorism Center (NCTC), and the Department of
Justice (DOJ), jointly produced two reports on domestic terrorism (DT), which provided data as
of the end of FY 2019.2 Section 5602(d) of the Act requires the Director of the FBI and the
Secretary of Homeland Security, in consultation with the Director of National Intelligence (DNI)
in a manner consistent with the authorities and responsibilities of such Director, to jointly submit
to the appropriate Congressional committees annual updates to those reports. This report
constitutes the annual updates for FY 2020 and FY 2021.

II. Executive Summary

Preventing terrorist attacks remains a top priority for both the FBI and the DHS, and the FBI
serves as the lead investigative agency on terrorism matters. The threat posed by international
and domestic threat actors has evolved significantly since 9/11. One of the most significant
terrorism threats to the Homeland we face today is posed by lone offenders® and small groups of
individuals who commit acts of violence motivated by a range of ideological beliefs and/or
personal grievances. Of these actors, domestic violent extremists represent one of the most
persistent threats to the United States today. These individuals are often radicalized online and
look to conduct attacks with easily accessible weapons. Many of these violent extremists are

I Public Law 116-92, enacted 20 December 2019.

2 The report Domestic Terrorism: Definitions, Terminology, and Methodology was published in November 2020;
and the report Strategic Intelligence Assessment and Data on Domestic Terrorism was published in May 2021.

3 The FBI and DHS define a lone offender as an individual motivated by one or more violent extremist ideologies
who, operating alone, supports or engages in acts of unlawful violence in furtherance of that ideology or ideologies
that may involve influence from a larger terrorist organization or a foreign actor. The mere advocacy of political or
social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics does
not constitute violent extremism, and may be constitutionally protected.
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motivated and inspired by a mix of ideological, socio-political and personal grievances against
their targets. With this report, we are providing our strategic intelligence assessments on DT, a
detailed discussion of our procedures and methods to address DT threats, as well as data on DT
incidents and FBI investigations.

III. Domestic Terrorism: Definitions, Terminology and Methodology

Section 5602(a) of the Act requires the Director of the FBI and the Secretary of Homeland
Security, in consultation with the DNI, to jointly develop, to the fullest extent feasible and for
purposes of internal recordkeeping and tracking, uniform and standardized definitions of the
terms “domestic terrorism,” “act of domestic terrorism,” “domestic terrorism groups,” and any
other commonly used terms with respect to DT; methodologies for tracking incidents of DT; and
descriptions of categories and subcategories of DT and ideologies relating to DT; and to jointly
submit the information in a report to the appropriate Congressional committees.

Definitions

For the FBI’s purposes, “domestic terrorism” is defined by 18 U.S.C. § 2331(5), as
activities:

¢ Involving acts dangerous to human life that are a violation of the criminal laws of the United
States or of any State;
e Appearing to be intended to:
o Intimidate or coerce a civilian population;
o Influence the policy of government by intimidation or coercion; or
o Affect the conduct of a government by mass destruction, assassination or kidnapping; and
e Occurring primarily within the territorial jurisdiction of the United States.

DHS derives its definition of DT from the Homeland Security Act definition of terrorism,
6 U.S.C. § 101(18), which is similar, but not identical to, the 18 U.S.C. § 2331(5) definition.
Under the Homeland Security Act of 2002, terrorism is defined as any activity that:

e Involves an act that:
o Is dangerous to human life or potentially destructive of critical infrastructure or key
resources; and
o Is a violation of the criminal laws of the United States or of any State or other subdivision
of the United States; and
e Appears to be intended to:
o Intimidate or coerce a civilian population;
o Influence the policy of a government by intimidation or coercion; or
o Affect the conduct of a government by mass destruction, assassination, or kidnapping.

Both references in U.S. Code are definitions and not federal criminal charging statutes for DT.
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Terminology

The FBI and DHS use the term “domestic violent extremism” to refer to DT threats. The word
“violent” is important because mere advocacy of political or social positions, political activism,
use of strong rhetoric, or generalized philosophic embrace of violent tactics does not constitute
violent extremism and may be constitutionally protected. Under FBI policy and federal law, no
investigative activity may be based solely on activity protected by the First Amendment, or the
apparent or actual race, ethnicity, national origin, religion, gender, sexual orientation, or gender
identity of the individual or group. Similarly, DHS’s Office of Intelligence and Analysis is
prohibited from engaging in any intelligence activities for the purpose of affecting the political
process in the United States or for the sole purpose of monitoring activities protected by the First
Amendment or the lawful exercise of other rights secured by the Constitution or laws of the
United States, and DHS policy prohibits any intelligence activities based solely on an
individual’s or group’s race, ethnicity, gender, religion, sexual orientation, gender identity,
country of birth, or nationality.

A “domestic violent extremist” (DVE) is defined as an individual based and operating primarily
within the United States or its territories without direction or inspiration from a foreign terrorist
group or other foreign power who seeks to further political or social goals, wholly or in part,
through unlawful acts of force or violence dangerous to human life.

The U.S. government, including the FBI and DHS, continually reviews and evaluates
intelligence and information from multiple sources to ensure it appropriately identifies and
categorizes national security threat, including those that are criminal in nature, to the Homeland.
As part of this continual internal review, the FBI and DHS prioritize threat categories, which are
further described below, as needed, and as threats evolve. While categories help the FBI and
DHS better understand the threat associated with broad categories of DT-related criminal actors,
the FBI and DHS recognize motivations vary, are nuanced, and sometimes are derived from a
blend of ideologies. The categories also inform our intelligence and prevention efforts.

Since 2019, the U.S. government has used the following five threat categories to
understand the DT threat:

(1) Racially or Ethnically Motivated Violent Extremism: This threat category
encompasses threats involving the potentially unlawful use or threat of force or
violence, in violation of federal law, in furtherance of political or social agendas
which are deemed to derive from bias, often related to race, held by the actor against
others, including a given population group. Racially or ethnically motivated violent
extremists (RMVESs) use both political and religious justifications to support their
racially- or ethnically-based ideological objectives and criminal activities. One set of
RMVE:s threat actors use their belief in the superiority of the white race to justify
their use of violence to further their political, cultural, and religious goals. A separate
and distinct set of RMVE threat actors use real or perceived racism or injustice in
American society, a separate Black Homeland, and/or violent interpretations of
religious teachings to justify their use of violence to further their social or political
goals.
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(2) Anti-Government or Anti-Authority Violent Extremism: This threat category
encompasses the potentially unlawful use or threat of force or violence, in violation
of federal law, in furtherance of political and/or social agendas, which are deemed to
derive from anti-government or anti-authority sentiment, including opposition to
perceived economic, social, or racial hierarchies, or perceived government overreach,
negligence, or illegitimacy. This threat category typically includes threats from
anarchist violent extremists (AVEs), militia violent extremists (MVEs), and sovereign
citizen violent extremists (SCVEs).

(3) Animal Rights/Environmental Violent Extremism: This threat category
encompasses the potentially unlawful use or threat of force or violence, in violation
of federal law, in furtherance of political and/or social agendas by those seeking to
end or mitigate perceived cruelty, harm, or exploitation of animals and/or the
perceived exploitation or destruction of natural resources and the environment.

(4) Abortion-Related Violent Extremism: This threat category encompasses the
potentially unlawful use or threat of force or violence, in violation of federal law, in
furtherance of political and/or social agendas relating to abortion, including
individuals who advocate for violence in support of either pro-life or pro-choice
beliefs.

(5) All Other Domestic Terrorism Threats: This threat category encompasses threats
involving the potentially unlawful use or threat of force or violence, in violation of
federal law, in furtherance of political and/or social agendas which are not otherwise
exclusively defined under one of the other threat categories. Such agendas may derive
from, but are not limited to, a mixture of personal grievances and beliefs, political
concerns, and aspects of conspiracy theories, including those described in the other
DT threat categories. Some actors in this category may also carry bias related to
religion, gender, or sexual orientation. Several DVEs have combined components of
different ideologies to develop a personalized belief system that they use to justify
violent, criminal action.

Methodology

The FBI recognizes a DT incident as an ideologically-driven criminal act, including threats
made to or acts of violence against specific victims, in furtherance of a domestic political
and/or social goal. For DHS, these ideologically driven criminal acts must be dangerous to
human life or potentially destructive to critical infrastructure or key resources to meet the
definition of domestic terrorism. A single incident may be part of a scheme or a serial
criminal or violent activity conducted by the same perpetrator(s) using the same tactic(s).
The FBI and DHS recognize a DT plot as a combination of criminal activity and planning
that collectively reflect steps toward criminal action in furtherance of a domestic political
and/or social goal. Disrupted DT plots are plots which, absent law enforcement
intervention, could have resulted in a DT incident.
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The FBI makes every effort to document lethal and non-lethal DT incidents, but it is important to
note there is no mandatory incident reporting requirement for state, local, tribal, and territorial
(SLTT) law enforcement agencies to report criminal activity that appears to be ideologically
motivated and is mitigated at the SLTT level. DHS complements the FBI’s effort to document
DT incidents through a parallel effort to identify and analyze DT attacks and plots via
engagement with SLTT law enforcement through DHS intelligence officers deployed to fusion
centers, review of DHS components’ information, and open source research. The results of these
efforts are also shared with the FBIL.

IV. Strategic Intelligence Assessment

The FBI, in coordination with prosecutors in the U.S. Attorneys’ Offices and DOJ’s National
Security Division (NSD), continues to successfully investigate and disrupt DVE activities, plots,
and threats. The FBI and DHS continue to provide strategic warnings and analysis of the
heightened DT threat. DVE lone offenders acting independently and without direction from
specific groups are the primary actors in lethal DT incidents. The FBI and DHS assessed lone
offenders and small groups of individuals would continue to be the primary actor in these attacks
and would continue to pose significant mitigation challenges due to their capacity for
independent radicalization and mobilization and preference for easily accessible weapons. The
FBI and DHS assessed multiple factors, including perceptions of — or responses to — political and
social conditions and law enforcement and government overreach, would also almost certainly
continue to contribute to DVE radicalization, target selection, and mobilization in violation of
federal, state, and local law and hate crime* statutes.

In 2020, the FBI and DHS assessed RMVEs, primarily those advocating the superiority of the
white race, likely would continue to be the most lethal category of the DT threat to the
Homeland. In 2020, four DT-related attacks resulted in four deaths. Three of the attacks were
committed by DVEs with anti-government or anti-authority violent extremist ideologies,
specifically militia violent extremism and anarchist violent extremism. One lethal attack was
committed by an RMVE who allegedly used his interpretations of religious teachings to justify a
murder. In 2020, for the first time since 2011, no lethal attacks were committed by RMVEs who
espouse a belief in the superiority of the white race.

In 2021, the FBI and DHS assessed RMVEs advocating the superiority of the white race and
anti-authority or anti-government violent extremists, specifically militia violent extremists,
presented the most lethal threat categories. The FBI and DHS assessed RMVEs were most likely
to conduct mass-casualty attacks against civilians, and militia violent extremists would typically
target law enforcement and government personnel and facilities. In 2021, at least four DT-related
attacks resulted in 13 deaths. DVEs with mixed or personalized ideologies committed two of the
four attacks. The other two lethal attacks were committed by RMVEs — one who advocated the

4 The FBI defines a hate crime as a criminal offense that was motivated, in whole or in part, by the offender’s bias
against a person’s actual or perceived race/ethnicity, national origin gender, gender identity, religion, disability,
and/or sexual orientation, and was committed against persons, property, or society.
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superiority of the white race and one who allegedly used his interpretations of religious teachings
to justify the murder of a police officer.

In 2021 and 2022, the FBI, DHS, and NCTC produced annual joint strategic intelligence
assessments on domestic violent extremism. In March 2021, the agencies published an
assessment titled, Domestic Violent Extremism Poses Heighted Threat in 2021. An unclassified
summary of the assessment is available in Appendix B.° In June 2022, the agencies published a
second joint assessment titled, Wide-Ranging Domestic Violent Extremist Threat to Persist. That
assessment is unclassified and is available in Appendix C.

V. Discussion and Comparison of Investigative Activities
The Act calls for a discussion and comparison of the following activities:

e The criteria for opening, managing, and closing DT and IT investigations.

e Standards and procedures for the FBI with respect to the review, prioritization, and
mitigation of DT and IT threats in the United States.

e The planning, development, production, analysis, and evaluation of intelligence and
intelligence products relating to terrorism, noting any differences with respect to DT and IT.

e The sharing of information relating to DT and IT by and between the federal government;
state, local, tribal, territorial, and foreign governments; the appropriate Congressional
committees; nongovernmental organizations; and the private sector.

e The criteria and methodology used by the FBI to identify or assign terrorism classifications
to DT investigations.

e Compliance with privacy, civil rights, and civil liberties policies and protections, including
protections against the public release of names or other personally identifiable information
of individuals involved in incidents, investigations, indictments, prosecutions, or convictions
for which data is reported under the Act.

e Information regarding any training or resources provided to assist federal and SLTT law
enforcement agencies in understanding, detecting, deterring, and investigating acts of DT,
including the date, type, subject, and recipient agencies of such training or resources.

5 The agencies provided the full, classified version of the report to the appropriate Congressional committees in
March 2021. The unclassified summary is also available on the ODNI’s public website.
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Criteria for Opening, Managing, and Closing DT and IT Investigations

Opening: The FBI opens a full investigation® predicated on an “articulable factual basis” that
reasonably indicates the existence of federal criminal activity or a threat to national security, or
to protect against such activity or threat. The opening of a full investigation must be approved by
a Supervisory Special Agent and notice to the responsible Headquarters unit must be provided
within 15 days of opening. The FBI may open a preliminary investigation’ on the basis of any
“allegation or information” indicative of possible criminal activity or threats to the national
security.® The opening of a preliminary investigation by a Field Office requires the approval of a
Supervisory Special Agent, but does not require notice to the DOJ, unless it involves a sensitive
investigative matter (SIM).’

The opening of an investigation involving a SIM must be reviewed by the Field Office’s Chief
Division Counsel (CDC), approved by the Special Agent in Charge, and provided to the
responsible Headquarters Unit Chief within 15 days of opening as notice. The Field Office must
notify the US Attorney’s Office (USAO) within 30 days unless inappropriate, and in that case,
Headquarters must notify and provide an explanation to DOJ within 30 days.

No investigation may be opened based solely on activities protected by the First Amendment or
the lawful exercise of rights secured by the Constitution or laws of the United States.

The opening of a preliminary or full investigation classified as a DT matter must be approved by
the Field Office’s CDC; however, the opening of a full investigation classified as an I'T matter
does not have the same requirement.

Managing: The Attorney General’s Guidelines for Domestic FBI Operations (AGG-Dom)
authorize all lawful investigative methods in the conduct of a full investigation. The FBI requires

6 A full investigation may be opened if there is an “articulable factual basis” for the investigation that reasonably
indicates one of the following circumstances exists: an activity constituting a federal crime or a threat to the national
security has or may have occurred, is or may be occurring, or will or may occur, and the investigation may obtain
information relating to the activity or the involvement or role of an individual, group, or organization in such
activity. An enterprise investigation is a type of full investigation that examines the structure, scope, and nature of
the group or organization.

" A preliminary investigation is a type of predicated investigation that may be opened (predicated) on the basis of
any “allegation or information” indicative of possible criminal activity or threats to the national security.
Preliminary investigations may be opened to detect, obtain information about, or prevent or protect against federal
crimes or threats to the national security. Enterprise investigations cannot be conducted as preliminary investigations
or assessments, nor may they be conducted for the sole purpose of collecting foreign intelligence.

8 The significance of the distinction between the full and preliminary investigation is in the availability of
investigative tools. A preliminary investigation, which is based on the lesser factual predicate, limits the
investigative tools and methods available, while the full investigation, which is based on the more robust factual
predicate, permits the full range of legally available investigative tools and methods. In some instances, cases
opened as preliminary investigations may be converted to full investigations based on the development of additional
facts during the course of the investigation.

% A sensitive investigative matter (SIM) involves the activities of a domestic public official or political candidate
(involving corruption or a threat to the national security), religious or political organization or individual prominent
in such an organization, or news media, or any other matter which, in the judgment of the official authorizing an
investigation, should be brought to the attention of FBI Headquarters and other DOJ officials.
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file reviews of full investigations every 90 days. Some investigative methods the FBI is
authorized to use differ between DT and IT investigations, based on the differences in statutory
investigative authorities available in criminal matters, such as DT investigations, and in foreign
intelligence matters, such as IT investigations. For example, a full investigation of a DT matter
may conduct electronic surveillance, if authorized pursuant, to Title III of the Omnibus Crime
Control and Safe Streets Act of 1968. A full investigation of an IT matter may also conduct
electronic surveillance, as authorized, pursuant to the Foreign Intelligence Surveillance Act of
1978, as amended. Additionally, investigations of DT and IT matters may make use of federal
grand jury subpoenas to compel the disclosure of records and other relevant information, but
investigations of IT matters may also use a National Security Letter'® to compel defined
categories of records from certain businesses. Finally, investigations of DT matters must be
periodically reviewed by the Field Office’s CDC, and investigations of IT matters do not have
the same requirement.

Closing: A Supervisory Special Agent must approve the closure of both full and preliminary
investigations. A preliminary investigation must be closed within six months of its opening but
may be extended for an additional six months. At the conclusion of either type of investigation,
each of the following items must be documented:

e A summary of the results of the investigation.

e Whether logical and reasonable investigation was completed.

e  Whether all investigative methods/techniques initiated have been completed and/or
discontinued.

e  Whether all set leads have been completed and/or discontinued.

e Whether all evidence has been returned, destroyed, or retained in accordance with evidence
policy.

e A summary statement of the reason the full investigation will be closed.
At the conclusion of a full investigation, the Field Office must also document whether sufficient
personnel and financial resources were expended on the investigation, or an

explanation/justification for not expending sufficient resources.

There are no substantive differences in how the FBI closes full investigations of DT or IT
matters.

10 A National Security Letter is an administrative demand for documents or records that are relevant to a predicated
investigation to protect against international terrorism or clandestine intelligence activities.
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The following chart presents a comparison of FBI policies for both DT and IT preliminary and
full investigations.

PREDICATION

APPROVAL TO
OPEN

APPROVAL TO
OPEN: SENSITIVE
INVESTIGATIVE
MATTER (SIM)

FILE REVIEW

EXAMPLES OF
AUTHORIZED
INVESTIGATIVE
METHODS

PRELIMINARY INVESTIGATION

FULL INVESTIGATION

Information or an allegation indicating the
existence of federal criminal activity or a
threat to national security (or to protect
against such activity or threat)

Articulable factual basis that reasonably
indicates the existence of federal criminal
activity or a threat to national security (or to
protect against such activity or threat)

e Supervisory Special Agent (SSA)
e If a Domestic Terrorism (DT) matter, Field
Office (FO) Chief Division Counsel (CDC)

e SSA
o Notice to the responsible Headquarters
(HQ) unit must be provided within 15 days

of opening
e |f a DT matter, FO CDC
e FOCDC e FO CDC
e FO Special Agent in Charge (SAC) e FO SAC

e Notice to responsible HQ Unit Chief within
15 days of opening.

¢ Notice to the US Attorney’s Office (USAQ)
within 30 days unless inappropriate, HQ
must notify the Department of Justice
(DOJ) within 30 days

o Notice to responsible HQ Unit Chief within
15 days of opening

¢ Notice to the USAO within 30 days unless
inappropriate, HQ must notify DOJ within
30 days

Every 90 calendar days

Every 90 calendar days

In a DT Matter:

e Obtain public information

e Physical surveillance

e Federal grand jury subpoenas

In an International Terrorism (IT) Matter:

e Obtain public information

e Physical Surveillance

e Federal grand jury subpoenas and National
Security Letters (NSLs)

In a DT Matter:

e Obtain public information

e Physical surveillance

e Federal grand jury subpoenas

e Electronic surveillance pursuant to Title Il
of the Omnibus Crime Control and Safe
Streets Act of 1968

In an IT Matter:

e Obtain public information

e Physical Surveillance

e Federal grand jury subpoenas and NSLs

e Electronic surveillance pursuant to Foreign
Intelligence Surveillance Act of 1978, as
amended

Must be closed within six months but may

No duration limit

CLOSURE be extend for an additional six months
APPROVAL TO SSA . . . >3A . . .
CLOSE o Notice to the responsible HQ unit must be | e Notice to the responsible HQ unit must be
provided prior to closing provided prior to closing
APPROVAL TO | SSA, with SAC approval SSA, with SAC approval
CLOSE: SIM

UNCLASSIFIED
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Standards and Procedures for Reviewing, Prioritizing, and Mitigating DT and IT Threats

The FBI uses the Threat Review and Prioritization (TRP) process as a standardized method for
reviewing and prioritizing threats within operational programs to inform threat strategies,
mitigation plans, and resource allocation. Headquarters operational divisions use the TRP
process to uniformly define threat issues for the organization, determine their prioritization at the
national level, establish FBI National Threat Priorities (NTPs), and develop national threat
strategies for those threats to the FBI enterprise. Field Offices then cascade the results of the
national-level TRP process to prioritize threat issues and create threat strategies to mitigate
threats based on the threat landscape of their specific areas of responsibility (AORs). The FBI
conducts the TRP process on a biennial basis, but it may be conducted annually at the discretion
of the Field Office or Headquarters operational division head. For DT and IT threats, DOJ
Counterterrorism Section (CTS) attorneys offer prosecutorial views during the national-level
TRP process.

The TRP process seeks to build consensus, and includes applicable USAO(s) and stakeholders,
such as NSD/CTS, to determine prioritization (banding) and to develop threat strategies for
mitigation of threat issues. Headquarters operational divisions develop national threat strategies
for each threat issue to guide enterprise-wide mitigation efforts. Field Offices develop threat
strategies annually for all threat issues they band, and they detail the particular steps the Field
Office plans to take to mitigate each banded threat issue in their AOR. These threat strategies
must be used to guide mitigation of each threat issue for the upcoming fiscal year, unless a
change in threat banding or threat strategies occurs during midyear negotiations. The TRP of the
FBI is classified as it incorporates sources and methods as a basis of strategic alignment of
national security resources.

There are no differences in how the FBI reviews and prioritizes DT and IT threats, and each
threat issue is reviewed independently; however, the threat band dictates priorities within these
programs. Investigative methods the FBI is authorized to use differ between DT and IT
investigations, and DT investigations may be subject to additional legal review.

Planning, Development, Production, Analysis, and Evaluation of Intelligence and Intelligence
Products Relating to DT and IT

The FBI intelligence cycle for both DT and IT matters consists of planning intelligence efforts
around priorities based on national or Field Office threat strategies, collecting raw intelligence
information, processing and synthesizing data, analyzing and crafting assessments into analytic
intelligence products, disseminating those products, briefing analysis to decision makers, and
evaluating disseminated products and the production process to inform future efforts.

Similarly, DHS began Intelligence Threat Banding in 2019, a process in which DHS intelligence
leadership, as part of the Homeland Security Intelligence Council (HSIC), prioritizes threat
topics. The process is informed by DHS’s execution of the intelligence cycle — the development
of requirements, collection through field operations or open source collectors, and analysis to
produce finished intelligence in the DT space.
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DHS implements Intelligence Threat Banding across its mission areas. The results are used to
inform and drive the Department’s collection and analysis efforts for maximum impact against
the “high banded” topic areas; develop cross component programs, projects, and activities; and
inform intelligence resource allocation decisions.

During the planning phase of the intelligence cycle, both the FBI and DHS consider the National
Intelligence Priorities Framework, which documents the U.S. Intelligence Community’s
priorities; the FBI also considers its own standing intelligence and investigative responsibilities,
which are addressed and prioritized in the TRP process. During the TRP process, the FBI
identifies the intelligence needs related to the threat priorities, and those intelligence needs drive
the subsequent stages of the intelligence cycle. Meanwhile, DHS also addresses any additional
priorities and/or requirements identified by the Secretary of Homeland Security or the Under
Secretary of Homeland Security for Intelligence and Analysis, the latter of whom serves as the
DHS Chief Intelligence Officer.

During the collection and processing phases of the intelligence cycle, both the FBI and DHS
obtain raw intelligence from lawful collection methods consistent with their respective
authorities and then synthesize this data into a form intelligence personnel can use. In the
analysis and evaluation phases, analysts examine and evaluate all source intelligence, including
collected information; add context, as needed; and integrate the information into complete
assessments. The analysts make assessments about the implications of the information for the
United States and document the assessments in analytic intelligence products.

Legal review is required for any FBI intelligence product, such as an Intelligence Information
Report (IIR),!! related to a potential SIM or other sensitive information, in accordance with the
guidelines in the FBI’s Domestic Investigations and Operations Guide (DIOG) and identified
“legal review triggers.” One such legal review trigger is information related to DT. Similarly, all
of DHS’s finished intelligence products undergo a rigorous legal, privacy, civil rights and civil
liberties review process, as well as intelligence oversight review prior to dissemination outside
DHS to help ensure the rights of U.S. persons are protected.

Finally, intelligence analysis is disseminated in either a written intelligence product or a verbal
briefing during the production phase. Intelligence analysis customers for both FBI and DHS
include leadership, policymakers, military leaders, other federal and SLTT government officials,
private sector partners, and operational counterparts who then make decisions informed by that
information. For DHS, the Homeland Security Information Network-Intelligence is the primary
means for disseminating unclassified DHS raw intelligence reporting and finished intelligence
products to authorized federal, SLTT, and private sector partners.

' An Intelligence Information Report (ITR) is the FBI’s primary document used to share raw, non-compartmented
FBI intelligence information.
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Sharing of Information Relating to DT and IT

The FBI’s National Strategy for Information Sharing and Safeguarding provides the common
vision, goals, and framework needed to guide information sharing initiatives with our federal and
SLTT partners, foreign government counterparts, and private sector stake holders. The FBI
shares information consistent with the Privacy Act, FBI policy, and any other applicable laws
and memoranda of understanding or agreement with other agencies.

The FBI works closely with our federal and SLTT law enforcement partners to investigate and
disrupt both DT and IT. The FBI also has a strong working relationship with DOJ’s
Counterterrorism Section which, as of June 2022, includes a Domestic Terrorism Unit.

Drawing on expertise across NSD and the DOJ more broadly, the Domestic Terrorism Unit has
several functions: prosecuting and coordinating domestic terrorism cases, developing training
and policies on domestic terrorism matters, and supporting the work of the Department in
implementing a whole-of-government strategy on countering domestic terrorism. This structure
preserves flexibility, while allowing CTS to better support the FBI, which has dedicated teams
for handling DT and IT matters. We recognize that countering domestic terrorism must be a
whole-of-Department effort. To that end, the unit will include liaisons from components outside
of NSD, including the Civil Rights Division and the Tax Division, among others, to marshal
Department-wide expertise and resources and offer a mechanism for DOJ components to assess
collaboratively and bring to bear all available tools to hold violent extremists accountable. We
also leverage the strong work by our SLTT law enforcement partners. The unit will engage in
outreach to these partners to share lessons learned, increase information sharing, and ensure that
we are bringing all available tools — state and federal — to bear against violent extremism.

The front line of the counterterrorism mission in the United States is the FBI-led Joint Terrorism
Task Forces (JTTFs). The FBI maintains about 56 JTTFs nationwide spanning over 100
locations, with representation in all 56 FBI Field Offices and satellite Resident Agencies. The
JTTFs have participation of over 50 federal and over 500 SLTT agencies. These relationships are
critical to effective information sharing and the leveraging of local expertise and experience in
FBI investigations. The FBI also shares intelligence products with federal and SLTT partners as
appropriate to inform them of the current threat environment and these products are posted on
portals like the Law Enforcement Enterprise Portal (LEEP).

The FBI and DHS, in coordination with NCTC, produce Joint Intelligence Bulletins (JIBs) and
other products that communicate updated threat information and assessments to our federal and
SLTT partners at the Unclassified//For Official Use Only (FOUO) or Law Enforcement Sensitive
(LES) levels. JIBs alert our partners to significant arrests — including those accomplished through
collaboration among different law enforcement entities — and trends we have observed in both
the DT and IT arenas. Additionally, beginning in early 2022, the FBI, DHS, and NCTC began
producing tri-seal domestic violent extremism-focused intelligence products under the auspices
of a Joint Analytic Cell (JAC). The JAC ensures close collaboration among the three agencies to
provide more data-informed strategic analysis of the domestic terrorism threat environment and
better inform policymakers and state and local law enforcement agencies of changes in the threat
landscapes.
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DHS products within the DT and IT spaces are shared with authorized federal, SLTT, and
private sector partners, including the National Network of Fusion Centers, private sector security
officials, and other customers. For those operating at primarily the unclassified level, products at
the FOUO and LES levels are shared via the Homeland Security Information Network.

Criteria and Methodology to ldentify or Assign Terrorism Classifications to FBI DT
Investigations

While classifications, or categories, help the FBI better understand the criminal actors we pursue,
we recognize actors’ motivations vary, are nuanced, and sometimes are derived from a blend of
socio-political goals or personal grievances. Regardless of the classification, the FBI follows the
facts and evidence of the case to carry out our investigations. Currently, the U.S. government
broadly refers to the DT threat by using the following threat categories, which are further defined
in the “Definitions, Terminology and Methodology” section of this report: (1) Racially or
Ethnically Motivated Violent Extremism; (2) Anti-Government or Anti-Authority Violent
Extremism; (3) Animal Rights/Environmental Violent Extremism; (4) Abortion-Related Violent
Extremism; and (5) All Other Domestic Terrorism Threats.

In addition to conducting investigative activity in response to the DT threats described
above, the FBI also conducts civil unrest and anti-riot investigations under its DT Program.
The FBI conducts civil unrest investigations to address violations of federal criminal law
involving a civil disturbance. The FBI conducts anti-riot investigations to address
violations of federal criminal law in which an individual uses force or violence during a
public gathering. For both civil unrest and anti-riot investigations, the FBI provides
information or assistance to other federal, state, or local authorities.

Compliance with Privacy, Civil Rights, and Civil Liberties Policies and Protections

The FBI is responsible for protecting the security of our Nation and its people from crime and
terrorism while maintaining rigorous obedience to the Constitution and compliance with all
applicable statutes, regulations, and policies. The AGG-Dom establishes a set of basic principles
that serve as the foundation for all FBI mission-related activities. These principles demonstrate
respect for civil liberties and privacy as well as adherence to the Constitution and laws of the
United States.

One of the most important principles in the AGG-Dom is the threshold requirement that all
investigative activities be conducted for an authorized purpose, which under the AGG-Dom
means an authorized national security, criminal, or foreign intelligence collection purpose. The
authorized purpose must be well-founded and well-documented; and the information sought and
investigative method used to obtain it must be focused in scope, time, and manner to achieve the
underlying purpose.

The AGG-Dom authorizes all lawful investigative methods in the conduct of a full investigation.
These methods, which range in intrusiveness, consider the effect on the privacy and civil liberties
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of individuals and the potential to cause harm to, or otherwise damage the reputation of
individuals. According to policy, the least intrusive method should be used, based upon the
circumstances of the investigation, but the FBI may use any lawful method consistent with the
AGG-Dom. A more intrusive method may be warranted in light of the seriousness of a criminal
or national security threat or the importance of a foreign intelligence requirement, and the
options available to obtain the intelligence, information, or evidence

By emphasizing the use of the least intrusive means to obtain intelligence, information, or
evidence, FBI employees can effectively execute their duties while mitigating the potential
negative impact on the privacy and civil liberties of all people encompassed within the
investigation, including targets, witnesses, and victims.

As a matter of FBI policy, law enforcement activities within the scope of DT investigations are
particularly subject to close internal legal review and supervisory approvals to ensure
constitutional rights, privacy, and civil liberties are protected at each juncture. DT investigations
undergo numerous legal reviews due to the likelihood these investigations may touch upon First
Amendment-protected activities, and/or other Constitutional rights, civil liberties and privacy-
related considerations.

DHS is steadfastly committed to the highest standards of conduct across the Department,
especially when it comes to the equitable and transparent enforcement of our laws. DHS’
intelligence activities within the terrorism space are governed by DHS’ Intelligence Oversight
Guidelines, which were approved by the Attorney General in 2017. These guidelines reflect
DHS’s legal authorities as well as legal and policy protections for privacy, civil rights, and civil
liberties. Countering domestic violent extremism is a vital part of the Department’s broader
obligation to help ensure the security of our Nation, and DHS recognizes that mission can
succeed only if the Department respects and protects the values of the Nation. DHS prioritizes
rigorous safeguarding civil rights, civil liberties, and individual privacy protections across all its
domestic CT efforts, including those related to countering domestic terrorism.

In confronting the threat of domestic violent extremism, DHS focuses on potential criminal
activity. It does not engage in any intelligence activity for the sole purpose of monitoring
activities protected by the First Amendment or the lawful exercise of other rights secured by the
Constitution or laws of the United States, or for the purpose of retaliating against a whistleblower
or suppressing or burdening criticism or dissent. Further, DHS policy also prohibits the
consideration of race or ethnicity in its intelligence, investigative, screening, or law enforcement
activities in all but the most exceptional instances. Additionally, how DHS identifies and detects
DT requires faithful adherence to fair information practice principles and privacy-focused
departmental policies. DHS always incorporates privacy protections in information technology
systems, technologies, rulemakings, programs, pilot projects, and other activities that involve the
planned use of personally identifiable information. DHS’s Office for Civil Rights and Civil
Liberties, Privacy Office, and Office of the General Counsel are involved in all of its
counterterrorism and prevention missions, and DHS-I&A’s intelligence activities are further
reviewed by its internal Privacy and Intelligence Oversight Branch. These offices continue to
help oversee and train DHS intelligence personnel on how to respect the privacy, civil rights, and
civil liberties of all people and communities.
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The NCTC ensures its analytic work addressing the domestic violent extremism threat in support
of the FBI and DHS is fully consistent with the NCTC’s authorities and undertaken in
accordance with the ODNI Intelligence Activities Procedures Approved by the Attorney General
Pursuant to Executive Order 12333 (ODNI Guidelines) for the protection of U.S. person'?
information. The NCTC has issued procedures to implement the ODNI Guidelines requirements
and established additional prudential safeguards to inform the Center’s domestic
counterterrorism intelligence activities. These safeguards include prior supervisory approval and
completion of training on domestic counterterrorism authorities prior to undertaking queries
designed to retrieve domestic counterterrorism intelligence. The NCTC’s domestic
counterterrorism support to the FBI and DHS focuses on trends and transnational threats, and
when assessing individual actors, NCTC relies on FBI and DHS determinations of whether
specific individuals are DVEs. Legal and privacy, civil rights, and civil liberties officers advise
on all aspects of the analytic production process and NCTC has integrated their review of
domestic violent extremism products into its publication processes. The NCTC is not authorized
to and does not collect, access, obtain, or maintain information concerning U.S. persons solely
for the purpose of monitoring activities protected by the First Amendment or the lawful exercise
of other rights secured by the Constitution or laws of the United States.

Training or Resources Provided to Federal, State, Local, and Tribal Law Enforcement
Agencies

The FBI takes a leadership role in identifying and addressing emerging threats, and as such,
actively engages with its federal and SLTT law enforcement partners through the JTTFs. The
FBI shares and encourages the sharing of intelligence and participates in multi-agency command
posts to ensure maximum coordination. In order to proactively address threats, especially during
ongoing incidents, the FBI has developed and shared best practices that are implemented across
the nation.

The FBI’s Behavioral Threat Assessment Center (BTAC), housed within the FBI’s Critical
Incident Response Group, supports JTTFs as well as state and local law enforcement partners by
providing operational support in the form of tailored threat management strategies. In addition to
operational support for pending threat investigations, the BTAC also trains on lessons learned
from operational experience and research to better aid in prevention efforts. The BTAC is
leading an unfunded national Threat Assessment and Threat Management (TATM) initiative to
organize, coordinate, and synchronize an enterprise-wide strategy, which endeavors to build and
develop stronger partnerships between law enforcement and across all levels of government with
local mental health practitioners and other relevant stakeholders, in an effort to prevent acts of
terrorism and targeted violence.

12 Executive Order 12333 defines a U.S. person as a U.S. citizen, an alien known by the intelligence element
concerned to be a permanent resident alien, an unincorporated association substantially composed of U.S. citizens or
permanent resident aliens, or a corporation incorporated in the U.S., except for a corporation directed and controlled
by a foreign government or governments.
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The FBI’s BTAC has established designated Threat Management Coordinators (TMC) in each
Field Office, provided advanced training to 115 TMCs, and commenced training of FBI Task
Force Officers to work as liaison counterparts within state and local governments. The BTAC
and local Field Office TMCs have identified 12 active local or regional TATM teams with FBI
participation, and an additional five FBI-led TATM teams. The 12 local/regional teams are
in/around and have participation from FBI Field Offices in Baltimore, Buffalo, Las Vegas, Los
Angeles, Miami, Minneapolis, New Haven, New York, Phoenix, Pittsburgh, San Antonio, and
Washington, DC; the five FBI-led teams are run by the FBI Boston, Denver, Honolulu,
Oklahoma City, and Philadelphia Field Offices.

In 2021, the FBI, DHS, and NCTC jointly updated the booklet, U.S. Violent Extremist
Mobilization Indicators, which contains observable indicators to help bystanders or observers
recognize behaviors that may indicate mobilization to violence. Unlike prior editions — which
focused entirely on foreign terrorist-inspired homegrown violent extremists (HVEs) — the 2021
edition was expanded to include indicators that apply across U.S.-based ideologically motivated
violent extremists, including indicators validated as relevant for DVEs.!* The booklet was
published to help law enforcement and first responder partners and the public at large recognize
potentially dangerous behaviors to help identify terrorists before they conduct deadly attacks. It
is important to note some behavioral indicators may relate to constitutionally-protected or
otherwise lawful activities. Law enforcement action should never be taken solely on the basis of
constitutionally-protected activities; therefore, the FBI considers the totality of the circumstances
in determining whether there is a lawful basis for investigative activity.

The FBI also maintains the eGuardian system as a resource to facilitate sharing of suspicious
activity reports for terrorism or other threat related information by federal and SLTT law
enforcement agencies, to include over 70 state and local fusion centers, and the Department of
Defense. Currently, eGuardian is used in all 50 states, four US Territories, and the District of
Columbia.

Specific to formalized training, the FBI offers the Counterterrorism Baseline Operational
Learning Tool (CT BOLT) course to all new counterterrorism employees, including Task Force
Officers supporting the JTTFs. In addition to operational training and instruction, the course
provides training on applicable privacy and civil liberties law and policy and the fundamentals of
protecting First Amendment rights during the course of FBI investigations. The FBI conducts the
CT BOLT course on a monthly basis, and during 2020 and 2021, more than 500 students
completed the course.

DHS’ National Threat Evaluation and Reporting Program (NTER), established in 2019, serves as
a joint collaborative effort by the DHS and federal and SLTT partners that builds on the success
of the Nationwide Suspicious Activity Reporting (SAR) Program. It provides law enforcement
and homeland security partners with additional resources and training to help identify and
prevent targeted violence and mass casualty incidents implicating homeland security, including
those associated with terrorism, as well as facilitating a national capacity for identifying,

13 The 2021 edition served as an update to a prior version published in 2019, and it was published on the ODNI’s
public website.
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evaluating, and reporting, and sharing tips and leads related to those threats. NTER is the
program and training lead for the Nationwide SAR Initiative (NSI) to assist partners in reporting
and sharing suspicious activity and is arranging a review of the NSI SAR pre-operational
behavioral categories through the lens of domestic violent extremism and targeted violence. The
NTER’s Master Trainer Program trains homeland security partners to assist their local
communities in adapting to an evolving threat landscape. Master Trainers teach behavioral threat
assessment techniques and best practices to local partners, and are equipped to empower SLTT
partners to identify and assess risk and warning signs, and manage potential threats of future,
targeted violence regardless of motive.

The DHS Office for State and Local Law Enforcement (OSLLE) is a headquarters-level
organization that was created on the recommendation of the 9/11 Commission. OSLLE’s mission
is to lead DHS coordination, liaison, and advocacy for SLTT and campus law enforcement by
building and cultivating strong partnerships. The office executes its mission by sharing timely
and pertinent information and resources with SLTT and campus partners; advising the Secretary
and DHS Components on the issues, concerns, and recommendations of SLTT and campus law
enforcement during policy, program, and initiative development; and ensuring that DHS law
enforcement and terrorism focused grants are appropriately focused on terrorism prevention
activities. To efficiently and effectively share many of the resources readily available to SLTT
and campus law enforcement, including training and grant opportunities, OSLLE maintains the
DHS Law Enforcement Resource Guide,'* and works to share these resources with SLTT
campus law enforcement and other related stakeholders through various forums. When a SLTT
and campus law enforcement request for resources cannot be fulfilled by existing DHS
resources, OSLLE works with intra- and interagency partners to develop customized solutions.

The U.S. Secret Service (USSS) National Threat Assessment Center (NTAC) is authorized by
the Presidential Threat Protection Act of 2000 (Pub. L. 106-544) to conduct research, training,
and consultation on threat assessment and the prevention of targeted violence. NTAC is
comprised of a multidisciplinary team of social science researchers and regional program
managers who support and empower our partners in law enforcement, schools, government, and
other public and private sector organizations to combat the ever-evolving threat of targeted
violence impacting communities across the United States. NTAC publishes operationally
relevant research examining all forms of targeted violence and produces guides for establishing
proactive, targeted violence prevention programs. NTAC staff provide training on threat
assessment and the prevention of targeted violence, by request, to public safety audiences, which
often include SLTT law enforcement, schools, universities, and other agencies and organizations
with public safety responsibilities. NTAC is authorized to provide consultation on the
development of threat assessment policies and protocols, as well as on complex threat
assessment cases.

14 Available via: https://www.dhs.gov/sites/default/files/2022-04/22_0407_OSLLE_LE-resource-guide-
signed_508.pdf.
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VI. Data on Domestic Terrorism
The Act calls for annual updates to the following data and information, and this report provides
two years of annual updates, to include data and information for 2020 and 2021: '

e For each completed or attempted DT incident that has occurred in the United States: a
description of such incident; the date and location of such incident; the number and type of
completed and attempted federal nonviolent crimes committed during such incident; the
number and type of federal and state property crimes committed during such incident,
including an estimate of economic damages resulting from such crimes; and the number and
type of complete and attempted federal violent crimes committed during such incident,
including the number of people killed or injured as a result of such crimes.

e An identification of each assessment,'® preliminary investigation, full investigation, and
enterprise investigation with a nexus to DT opened, pending, or closed by the FBI; and the
number of assessments, preliminary investigations, full investigations, and enterprise
investigations associated with each DT investigative classification.

e The number of assessments, preliminary investigations, full investigations, and enterprise
investigations with a nexus to DT initiated as a result of a referral or investigation by a
federal, state, local, tribal, territorial, or foreign government of a hate crime.

e The number of federal criminal charges with a nexus to DT, including the number of
indictments and complaints associated with each DT investigative classification; a summary
of the allegations in each such indictment; the disposition of the prosecution; and, if
applicable, the sentence imposed as a result of a conviction on such charges.

e Referrals of DT incidents by or to state, local, tribal, territorial, or foreign governments, to
or by departments or agencies of the federal government, for investigation or prosecution,
including the number of such referrals associated with each DT investigative classification,
and a summary of each such referral that includes the rationale for such referral and the
disposition of the applicable federal investigation or prosecution.

e The number of intelligence products associated with each DT investigative classification.

e With respect to the FBI, the number of staff working on DT matters and a summary of time
utilization by and recordkeeping data for personnel working on such matters, including the
number or percentage of such personnel associated with each DT investigative classification
in the FBI’s Headquarters Operational Divisions and Field Divisions.

15 For data related to investigations, DHS defers to the FBI.

16 An assessment is an investigative activity, which requires an authorized purpose and articulated objective(s).
Assessments may be carried out to detect, obtain information about, or prevent or protect against federal crimes or
threats to the national security or to collect foreign intelligence.
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e With respect to the DHS Office of Intelligence and Analysis (I&A), the number of staff
working on DT matters.

e With respect to the NCTC, the number of staff working on DT matters and the applicable
legal authorities relating to the activities of such staff.

Completed or Attempted DT Incidents in the United States

Appendix A provides information that represents significant DT incidents and disrupted plots
that have occurred in the United States during 2020 and 2021. Many DT incidents are rooted in
state and local level criminal activity, and there is currently no mandatory incident reporting
requirement for these incidents to be reported to the federal government.

Identification and Number of Each FBI DT Investigation

As of the end of FY 2020, the FBI was conducting approximately 1,400 pending DT
investigations; and as of the end of FY 2021, the FBI was conducting approximately 2,700 DT
investigations. A significant portion of the FY 2021 investigations were directly related to the
unlawful activities during the January 2021 siege on the U.S. Capitol. The following table
presents the percentage breakout of DT investigations by investigative classification as of the
end of FY 2020 and FY 2021.

Percentage Breakout of FBI Domestic Terrorism Investigations by Investigative Classification

Investigative Classification End of FY 2020 End of FY 2021
Racially or Ethnically Motivated Violent Extremism 40% 19%
Anti-Government or Anti-Authority Violent Extremism 37% 38%
Animal Rights/Environmental Violent Extremism 1% 1%
Abortion-Related Violent Extremism 1% 0%
All Other DT Threats 4% 11%
Anti-Riot Laws/Civil Unrest 17% 31%

Identification of FBI DT Assessments and Investigations as a Result of a Hate Crime

Hate crimes violations and DT are not mutually exclusive. A hate crime is targeted violence
motivated by the offender’s bias against a person’s actual or perceived characteristics, while a
DT incident involves acts dangerous to human life that are in violation of criminal laws and in
furtherance of a social or political goal. The FBI’s Domestic Terrorism-Hate Crimes Fusion Cell
help to address the intersection of the FBI counterterrorism and criminal investigative missions
to combat DT and provide justice to those who are victims of hate crimes.

The Hate Crime Statistics Program of the FBI’s Uniform Crime Reporting (UCR) Program
collects data regarding criminal offenses that were motivated, in whole or in part, by the
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offender’s bias against a person’s actual or perceived race/ethnicity, gender, gender identity,
religion, disability, or sexual orientation, and were committed against persons, property, or
society. The FBI publishes an annual report of hate crime statistics, and in 2020, law
enforcement agencies participating in the UCR Program reported 8,263 hate crime incidents. !’

While the FBI collects and reports hate crime statistics, there is no mandatory reporting
requirement to identify hate crime incidents that would also be considered criminal activity that
appears to be motivated by a socio-political goal consistent with the DT threat categories. In
instances of a potential hate crime, the FBI will open a civil rights investigation. If throughout
the investigation a DT ideology is identified, the Criminal Investigative Division (CID) and
Counterterrorism Division will work together through the Domestic Terrorism-Hate Crimes
Fusion Cell to determine the best path forward. This may include, but is not limited to,
converting the investigation to a DT case, assigning a DT agent to the case, or developing regular
communication between the two programs. In cases involving DVEs, where a potential hate
crime is identified, the DT Program will coordinate with CID’s Civil Rights program and the
local USAO to assess the potential for a hate crimes charge. In certain instances, based on the
specific context of the investigation, parallel DT and hate crimes cases will be opened.

Number of Federal Charges with a DT Nexus

A litany of federal and state charges are used to charge DT subjects for applicable criminal
violations. Federal charges include those related to weapons, explosives, threats, attacks on
federal officials or facilities, hate crimes, arson, violence against animal enterprises, and material
support to terrorists. Under 18 U.S.C. § 2339A, it is a crime to provide material support or
resources to another knowing or intending they will be used in preparation for or carrying out
certain terrorism-related offenses. Unlike a violation of 18 U.S.C. § 2339B, the recipient of the
material support need not be a designated foreign terrorist organization.

In FY 2020, the FBI, often in coordination with partner agencies, arrested approximately 180 DT
subjects. In FY 2021, the FBI, often in coordination with partner agencies, arrested
approximately 800 DT subjects.'®

Individuals whose conduct involves DT or a threat thereof may be prosecuted by any USAO
under a wide range of criminal statutes, some of which on their face relate to DT, and others of
which do not.!” While the criminal code includes a definition of DT, see 18 U.S.C. § 2331(5),

17 The FBI’s Hate Crime Statistics, 2020, released fall 2021. As of the date of this report, the FBI has not yet
published the annual report for 2021.

18 A significant portion of arrests of DT subjects in FY 2021 were related to the unlawful activities during the
January 2021 siege on the U.S. Capitol.

19 Several statutes reach conduct that may be associated with terrorism, without regard to whether the offense itself
involves domestic or international terrorism. These include statutes relating to aircraft sabotage, id. § 32; weapons of
mass destruction, e.g., id. §§ 175, 175b, 175¢, 229, 831, 832, 2332a, 2332h, 2332i; arson and bombing of federal
property, e.g., id. §§ 844, 2332a, 2332f; and causing injury or death to a federal official, e.g. id. §§ 111, 115, 351,
1114, 1751; among others. It is also a crime to provide material support or resources to another knowing or
intending that they be used in preparation for or carrying out certain terrorism-related offenses. Id. § 2339A.
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there is no standalone federal DT statute. For example, the DOJ has prosecuted cases against
such individuals using weapons charges, e.g., 18 U.S.C. §§ 922, 924; charges relating to use or
possession of explosives, e.g., 26 U.S.C. §§ 5845, 5861; threat, hoax, or riot charges, e.g., 18
U.S.C. §§ 871, 875, 876, 1038, 2101; and charges proscribing attacks on federal officials or
facilities, e.g., id. § 111, 115, 351, 844, 930, 1114, 1361, 1751. DOJ has also prosecuted cases
involving DT using the material support to terrorist activity statute at 18 U.S.C. § 2339A. Hate
crimes charges, e.g., id. § 249, may be appropriate where individuals engage in DT that is
motivated by biases against a race, religion, ethnicity, or other specified factors. However, not all
hate crimes cases involve DT. Arson, id. § 844, or specific charges relating to violence against
animal enterprises, id. § 43, may apply to Animal Rights/Environmental Violent Extremists. In
some cases, drug trafficking, tax, or state and local charges could also provide a lawful basis to
disrupt an individual believed to be planning or pursuing acts of DT. Finally, in some DT cases,
DO seeks the use of the terrorism sentencing enhancement.’

DOJ recognizes the need for coordination and consistency in DOJ/FBI efforts to hold
accountable DVEs who engage in criminal conduct. An important part of achieving those goals
is to have the ability to identify and internally track investigations and prosecutions involving
conduct related to domestic violent extremism, and the Department is implementing changes that
will allow us to better identify and track such cases. In March 2021, the Acting Deputy Attorney
General issued guidance to all USAOs to provide information to NSD on DT investigations and
prosecutions. This directive not only highlighted the need for effective coordination, but also
implemented a plan for better tracking of the important DVE-related work being done by federal
investigators and prosecutors around the country.

Referrals of DT Incidents to the FBI

The eGuardian system is the FBI’s case management system for handling suspicious activity
reports from federal and SLTT law enforcement agencies and the Department of Defense related
to counterterrorism, counterintelligence, cyber incidents, criminal complaints, and weapons of
mass destruction. These reports are then migrated to the FBI’s internal Guardian system where it
is further evaluated by the appropriate squad or JTTF for any action deemed necessary.

In FY 2020, the FBI received approximately 5,669 referrals of possible DT incidents; and in
FY 2021, the FBI received approximately 8,375 referrals of possible DT incidents.

In FY 2020, the FBI referred approximately 1,287 possible DT incidents to federal and/or SLTT
partners. In FY 2021, the FBI referred approximately 1,399 incidents to federal and/or SLTT
partners. The FBI refers incidents to partner agencies for multiple reasons. For example, the
incident may not have a federal criminal nexus or the incident may be the statutory responsibility

20 The Sentencing Guidelines provide a significant sentencing enhancement for offenses that involve, or are intended
to promote, a “federal crime of terrorism”—often increasing the guideline range to the statutory maximum.” See
USSG § 3A1.4. “The Sentencing Guidelines also provide for a similar upward departure for other offenses that were
calculated to influence or affect the conduct of government by intimidation or coercion, to retaliate against
government conduct, or to intimidate or coerce a civilian population.” See id. cmt. n.4.
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of another law enforcement organization. In addition, the FBI may refer an incident to a partner
agency, but continue to investigate the incident jointly.

In FY 2020, the FBI converted approximately 747 Guardian incidents to preliminary or full
DT investigations. In FY 2021, the FBI converted approximately 1,525 Guardian incidents to
preliminary or full DT investigations.

DT Intelligence Products

From FY 2020 through FY 2021, the FBI produced approximately 6,000 DT-related intelligence
products. A single intelligence product often contains threat reporting or case information from
subjects associated with multiple investigative classifications, and as such, the FBI does not have
the data to determine the number of intelligence products associated with each DT investigative
classification. FBI intelligence products incorporate collection, domain, targeting, or threat
analysis and are written at the tactical, operational, and strategic levels. FBI intelligence products
are prepared for both internal and external audiences.

From FY 2020 through FY 2021, I&A has produced over 500 DT-related raw intelligence
reports (IIRs, Open Source Intelligence Reports, and Field Intelligence Reports) and produced,
jointly produced, or contributed to approximately 100 finished intelligence products related to
DT, with the majority of these products released at the Unclassified//FOUOQ level to better
inform SLTT partners. The finished intelligence products are available to appropriate
Congressional partners via CapNet.

Number of Staff Working DT Matters

One of the FBI’s most vital assets in the counterterrorism fight is our ability to remain agile in
combatting the threats we face. Staffing for the FBI’s counterterrorism mission is aligned based
on threat priorities and, as is true across the FBI, can and does realign in response to the
evolution of the threats and any critical incidents.

The front line of the counterterrorism mission in the United States is represented by the FBI-led
JTTFs, which investigate both DT and IT matters. The FBI leads approximately 56 JTTFs
spanning over 100 locations nationwide and across all 56 Field Offices, including our satellite
Resident Agencies, with participation of over 50 federal and over 500 SLTT agencies. The
JTTFs are comprised of approximately 4,400 investigators, including FBI Special Agents and
Task Force Officers, and additional analysts and professional staff who support these JTTF
members and the investigations they lead. The JTTF partnerships at the federal and SLTT levels
are force multipliers as they leverage local expertise, experience, and resources in FBI
counterterrorism investigations.

In FBI Field Offices, squads are dedicated to the counterterrorism mission and not necessarily
assigned specifically to investigate DT or IT matters. This is significant because the motivation
behind an alleged threat or act of terrorism may not be immediately apparent. Additionally, when
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an incident occurs, Field Office personnel from all operational programs — for example, criminal
or counterintelligence — may respond.

Similar to our posture against the IT threat, the FBI’s Counterterrorism Division at Headquarters
has a dedicated Domestic Terrorism Operations Section (DTOS), comprised of Special Agents,
Intelligence Analysts, and Professional Staff. The FBI’s DTOS oversees and provides
operational support to all 56 Field Offices and their Resident Agencies in investigating the use of
violence by individuals to further social or political goals in violation of federal criminal statutes.
The DTOS oversees the Domestic Terrorism-Hate Crimes Fusion Cell, which creates more
opportunities for investigative creativity, provides multi-program coordination, helps ensure
seamless information sharing, and enhances investigative resources to combat the DT threat.

The FBI’s Counterterrorism Division also has specialized intelligence and targeting units that
work to combat DT specifically, as well as additional units that provide support across the FBI’s
counterterrorism mission, not exclusive to DT or IT matters. The FBI conducts national-level
strategic analysis of the DT threat through the Counterterrorism Analysis Section. This dedicated
body of Intelligence Analysts focuses on providing strategic assessments of the IT and DT threat
and actively works with DHS and NCTC to provide accurate intelligence on the threat picture.
Further, all FBI counterterrorism investigations are led by the same Counterterrorism Division
Deputy Assistant Director for Operations, who has a unique vantage point from which to assess
the terrorism threat around the globe and prioritize investigations and operations across the
country. Additionally, the FBI’s Office of the General Counsel employs in-house attorneys
within the National Security and Cyber Law Branch that are dedicated to providing legal
assistance on DT operations at FBI Headquarters. This aligns with the legal counsel represented
in all 56 FBI field offices.

As indicated above, DOJ/NSD also recently established a Domestic Terrorism Unit within the
Counterterrorism Section that has several functions: prosecuting and coordinating domestic
terrorism cases, developing training and policies on domestic terrorism matters, and supporting
the work of the Department in implementing a whole-of-government strategy on countering
domestic terrorism. The Department believes that this change best enables us to respond to the
evolving and persistent DT threat.

DHS 1&A’s Counterterrorism Mission Center (CTMC) leads I&A’s analysis of DT issues.
CTMC provides intelligence support and analysis that focuses on domestic threat actors,
including DVEs, consistent with the Department’s statutory charges to identify priorities for
protective and support measures regarding terrorist and other threats to homeland security. In
2021, I&A created a Domestic Terrorism Branch, housed within CTMC, consisting of
intelligence personnel solely dedicated to focusing on the DT landscape. These analysts have
enabled I&A to increase its production and sharing of information on DT threats, engagement
with FBI and NCTC counterparts to jointly author strategic DT intelligence products, and
interactions with subject matter experts outside government. This branch currently consists of 9
full time employees and 1 manager. Additionally, I&A maintains a presence at state and local
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fusion centers through its Office of Regional Intelligence,?' and I&A analysts at DHS
Headquarters work with those individuals to author joint products on issues relevant to their
regions, including domestic violent extremism and physical threats to critical infrastructure.

In addition, I&A’s Current and Emerging Threat Center maintains a small team of open source
intelligence collectors to monitor and report on publicly available information sources online
within the DT space, consistent with I&A’s Intelligence Oversight Guidelines.

I&A’s Office of Regional Intelligence has approximately 120 personnel deployed to field
locations across the United States, primarily in state and local fusion centers. These officers work
across a range of threat issues and actors, including the DVE mission space. [&A’s field-
deployed officers collect and report intelligence information in serialized raw intelligence reports
and provide regionally-focused analysis, which may include DVE topics.

All of the DHS staff mentioned are specific to I&A, in accordance with the reporting
requirements. Similar to FBI, DHS has added personnel and resources to counter DT in response
to the evolution of the threat and to support the implementation of the June 2021 National
Strategy for Countering Domestic Terrorism. These personnel span the breadth and depth of the
DHS mission set, including but not limited to DHS representatives to JTTFs. DHS is the largest
and longest standing federal contributor to the JTTFs nationwide and those personnel are closely
involved with countering DT through the JTTFs.

While NCTC’s primary missions are focused on the threat posed by international terrorism, the
Center provides domestic counterterrorism support, where appropriate, to the FBI and DHS,
which are the lead domestic counterterrorism agencies. The NCTC identifies and monitors
international and transnational trends across a range of violent extremist actors, and its primary
role in providing domestic counterterrorism support to the FBI and DHS is to look for and
analyze transnational linkages. Domestically, the NCTC provides domestic counterterrorism
support to the FBI and DHS consistent with its legal authorities and ODNI Guidelines, which
include protection for privacy, civil rights, and civil liberties of U.S. persons. NCTC’s analytic
coverage of domestic violent extremism topics, specifically, amounts to a small fraction of its
broader counterterrorism portfolio. NCTC does not have analysts focused exclusively on
domestic violent extremism threats.

VII. Recommendations

The Act requires the Director of the FBI and the Secretary of Homeland Security, in consultation
with the DNI, to jointly submit to the appropriate Congressional committees a report on DT
containing recommendations with respect to the need to change authorities, roles, resources, or
responsibilities within the federal government to more effectively prevent and counter DT
activities, and measures necessary to ensure the protection of privacy and civil liberties.

21 The Office of Regional Intelligence was formerly the Field Operations Division.
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Implementation of the National Strategy for Countering Domestic Terrorism

In June 2021, the White House released the first-ever National Strategy for Countering Domestic
Terrorism, which provides a government-wide strategy to counter domestic violent extremism.
The national strategy references the March 2021 US Intelligence Community intelligence
assessment titled, Domestic Violent Extremism Poses Heightened Threat in 2021, and lays out a
comprehensive strategy to address the DT threat, building on a foundation of U.S. government
collaboration on programmatic aspects of countering DT — such as information sharing, training,
prevention, and intervention efforts — while fostering a broader community that extends beyond
the U.S. government to critical partners. The national strategy also reinforces the U.S.
government’s commitment to approaching this important work while avoiding unlawful
discrimination, bias, and stereotyping and the protection of American civil rights and civil
liberties, including preserving and safeguarding constitutionally protected freedom of speech and
association, while focusing on addressing unlawful violence. The strategy also includes
prevention efforts to enhance community resilience against domestic terrorism and the provision
of available resources.

The FBI, DHS, and NCTC remain dedicated to working with our partners on the effective
implementation of the national strategy and continue to evolve our response to this threat.

As part of the national strategy, the FBI has increased intelligence production regarding the DT
threat; continued to develop and implement TATM teams throughout the country; enhanced
engagement with private sector partners; and developed and provided unclassified resources —
such as the U.S. Violent Extremist Mobilization Indicators booklet, which was jointly developed
with DHS and NCTC — to multiple audiences, including law enforcement partners, first
responders, and the American public.

Importantly, DHS plays a key role in this whole-of-government effort, and I&A has undertaken a
number of actions and initiatives to support the national strategy, in line with broader
Departmental efforts. As noted above, in 2021, I&A established a Domestic Terrorism Branch
solely focused on analyzing threats from domestic violent extremism. I&A has also delivered
numerous briefings to a variety of partners regarding the DVE movements and various trends
impacting homeland security, and 1&A has contributed to the development of a number of
National Terrorism Advisory System bulletins, which provide the public awareness of the
current threat environment for the Homeland.

Further, DHS continues to enhance the role of its Counterterrorism (CT) Coordinator, who is
responsible for coordinating the Department’s counterterrorism-related activities — including
intelligence, planning, operational, and policy matters — as well as the Counter Threats Advisory
Board (CTAB), which coordinates ongoing threat mitigation efforts across the Department.

DHS’s Center for Prevention Programs and Partnerships (CP3) also continues to expand its
efforts to prevent terrorism and targeted violence by providing partners at the state and local
level with the tools to prevent violence. Through technical, financial, and educational assistance,
CP3 is leveraging community-based partnerships to enhance local capabilities and ensure
individuals receive help before they radicalize to violence. CP3 also partners with DHS’s Federal
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Emergency Management Agency (FEMA) to administer the Targeted Violence and Terrorism
Prevention (TVTP) Grants Program, which provides funding to enhance and expand prevention
capabilities. The TVTP grant program complements existing programs that enhance the
preparedness of our nation, including the Nonprofit Security Grant Program which provides
support for target hardening and other physical security enhancements at nonprofit organizations,
as well as the State Homeland Security Program (SHSP) and Urban Area Security Initiative
(UASI) grant programs, which have prioritized combating domestic violent extremism as a
“National Priority Area” in both FY2021 and FY2022.

Legislative Initiatives

The DOJ continually assesses whether additional legislative authorities would improve our
efforts to combat DT and other national security threats. The FBI is actively working with DOJ
on some broader legislative initiatives that can benefit both federal investigations and
prosecutions, including those relating to DT. For example, there are ongoing discussions about
adjusting legislation in response to the challenges in disrupting juvenile threat actors via federal
law enforcement actions. We will inform and work with the Congress in the event we identify
any critical gaps in our authorities that may have negative effects on our ability to accomplish
our mission.

Resource Enhancements

To close the gaps in the FBI’s ability to disrupt and deter DT threats, the DOJ and FBI have
continuously engaged with Congress and the Office of Management and Budget to appropriately
allocate resources towards combatting the DT threat.

Meanwhile, DHS is committed to expanding its ability to collect, analyze, and share domestic
violent extremism information overtly or from publicly available sources, consistent with its
authorities, while simultaneously safeguarding privacy, civil rights, and civil liberties of all
persons, to enhance the Department’s ability to rapidly analyze and communicate domestic
terrorism threats and inform policy makers’ and its homeland security partners’ decisions and
actions, and to enhance and expand the ability of our partners across all levels of government and
the private sector to prevent acts of terrorism and targeted violence.
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Appendix A

Significant Domestic Terrorism Incidents in the United States from 2020 and 202122

This appendix solely includes incidents the FBI has investigated as significant domestic
terrorism incidents. Additional incidents that meet the DHS’s statutory definition of terrorism
and that DHS analysts assess to be incidents of domestic terrorism may not be included. These
incidents typically have been investigated by the FBI as hate crimes and/or by state and local law
enforcement for criminal violations of laws in their respective jurisdictions.

DATE AND LOCATION DESCRIPTION

Three racially or ethnically motivated violent extremists (RMVEs) who
advocated for the superiority of the white race were arrested and charged with
violations, including conspiracy to commit murder and participation in a
criminal gang. The individuals, all members of “The Base,” a self-identified
RMVE organization, conspired in a plot to murder individuals they perceived to
be “anti-fascists.” In November 2021, all three subjects pleaded guilty. One
subject was sentenced to 40 years, with 20 years to serve in prison; another
subject was sentenced to 30 years, with 8-15 years to serve in prison; and the
third subject was sentenced to 25 years, with 6 years to serve in prison.
Three RMVEs who advocated for the superiority of the white race, one of
whom is a Canadian national, were arrested in Delaware and Maryland and
January 2020: charged with violations related to harboring an illegal alien and firearms. In

Delaware; Maryland | December 2020, one subject pleaded guilty and was sentenced to five years in
prison. In June 2021, the other two subjects pleaded guilty, and in October
2021, they were each sentenced to nine years in prison.
A RMVE who advocated for the superiority of the white race was arrested and
charged with violations for his alleged role in vandalizing a synagogue in
January 2020: Racine, Wisconsin. The individual’s arrest was part of a broader law

Wisconsin enforcement campaign to disrupt domestic terrorism (DT) acts planned by
subjects associated with the “The Base,” a self-identified RMVE organization. In
July 2020, the subject pleaded guilty.

January 2020:
Georgia

22 Unless otherwise noted, some of these matters are active/pending.
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DATE AND LOCATION DESCRIPTION

Four RMVEs who advocated for the superiority of the white race, and who
were associated with the “Atomwaffen Division,” a self-identified RMVE
organization, were arrested and charged with violations related to their roles in
a coordinated operation to intimidate and threaten journalists and activists
through the targeted distribution of threatening posters to their victims in-
person or through the mail. In September 2020, one subject pleaded guilty, and
in December 2020, the subject was sentenced to 16 months in prison. In
September 2020, a second subject pleaded guilty, and in March 2021, the
subject was sentenced to time served. In April 2021, a third subject pleaded
guilty, and in August 2021, the subject was sentenced to three years in prison.
In September 2021, the fourth subject was tried and convicted, and in January
2022, the subject was sentenced to seven years in prison.
An RMVE who advocated for the superiority of the white race was arrested and
charged for violations related to his participation in a conspiracy involving
February 2020: “swatting,” a harassment tactic in which emergency services are dispatched to
Texas an unwitting person’s location. The individual’s targets included at least one
news office and journalist. In July 2020, the subject pleaded guilty, and in May
2021, the subject was sentenced to 41 months in prison.
The FBI attempted to arrest an RMVE who advocated for the superiority of the
white race on one charge related to providing material support to terrorists
based on the subject’s plot to carry out a mass-casualty attack targeting a
March 2020: Missouri hospital. The individual succumbed to injuries after a shooting
Missouri incident during the attempted arrest. The subject’s attack plot included using a
vehicle-based improvised explosive device (VBIED) and came after
approximately seven months of planning and preparation, which included the
acquisition of bomb-making materials.
Following a local law enforcement vehicle pursuit, local deputies and a militia
May 2020: violent extremist (MVE) exchanged gun fire, and the MVE died as a result of the
New York interaction. The investigation recovered pipe bombs, explosives manuals, a
large amount of cash, and several firearms.
Three Las Vegas-based DVEs with personalized ideologies were arrested and
charged for violations related to conspiring to cause destruction during
May 2020: protests and possession of an unregistered destructive device. The subjects
Nevada plotted to damage and destroy buildings and property owned by the U.S.
government, as well as a public utility installation. The subjects self-identified
as part of the “Boogaloo” movement.
An MVE was arrested and charged with violations related to conspiracy to
distribute controlled substances. The court ordered the subject to be detained
pending trial due to the threat the subject posed to the community. The
June 2020: subject used his social media accounts to advocate vigilante “guerrilla warfare”
Texas against National Guardsmen patrolling protests, to claim the subject was
“hunting Antifa,” and to threaten to kill looters. In April 2021, the subject
pleaded guilty, and in November 2021, the subject was sentenced to 37
months in prison.

February 2020:
Arizona; Florida;
Texas; Washington
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DATE AND LOCATION DESCRIPTION

June 2020:
California

An MVE was arrested by local law enforcement and charged with violations
related to the killing a Santa Cruz County, California, Sheriff’s Office Sergeant
and wounding a Deputy. The subject was later federally indicted charged with
violations related to the murder and attempted murder of a person assisting an
officer or employee of the U.S. government. Investigation identified the MVE
and an accomplice as the alleged perpetrators of the 29 May 2020 shootings of
two Federal Protective Security Officers in Oakland, California, which resulted
in the death of one of the officers. In June 2022, the subject pleaded guilty and
was sentenced to 41 years in prison.

August 2020:
California

An MVE was arrested by local law enforcement and charged with violations
related to stalking and harassing a public official. The MVE allegedly sent 24
threatening letters to a county Public Health Officer after a shelter-in-place
order in response to COVID-19.

August 2020:
Oregon

A now-deceased anarchist violent extremist (AVE) who self-identified as
“Antifa” shot and killed an individual in Portland, Oregon, during an event
attended by individuals of opposing ideologies. The subject died during law
enforcement’s attempted arrest of the subject.

Minnesota

September 2020:

Two Minnesota-based DVEs with personalized ideologies were arrested and
charged with conspiring to provide material support and resources to Hamas, a
designated foreign terrorist organization, for use against Israeli and U.S.
military personnel overseas. The subjects proposed assisting the individuals
they believed were members of Hamas, including discussing potentially
destroying a courthouse in Minnesota and attacking a police station and other
targets, as a means to advance the “Boogaloo” cause. In May 2022, one subject
pleaded guilty and was sentenced to three years in prison. In June 2022, the
second subject pleaded guilty and was sentenced to four years in prison.

Ohio

September 2020:

An MVE was arrested and charged with violations related to the possession of a
machine gun. Investigation revealed the subject expressed the desire to
commit violence against perceived ideological opponents and sought to
manufacture ricin from castor bean plants to place in the tips of hollow point
rounds to do as much harm as possible to potential victims. In August 2021, the
subject pleaded guilty, and in December 2021, the subject was sentenced to
time served.

California

September 2020:

An MVE was arrested and charged with firearms-related violations. Local police
had also previously arrested the subject in May 2020 for allegedly driving his
truck into a crowd of protesters. In May 2021, the subject pleaded guilty, and
in October 2021, the subject was sentenced to one year and one day in prison.

October 2020:
Michigan

During the attempted arrest of an MVE on firearms-related charges, the MVE
fired upon law enforcement and died as a result of the interaction. The subject
previously expressed his willingness to die for his cause and engage violently
with law enforcement, such as during a traffic stop or a law enforcement visit
to his property.
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October 2020:
Delaware; Michigan;
South Carolina

Thirteen MVEs, some of whom, self-identified as the “Wolverine Watchmen,”

were arrested and charged with violations related to an alleged conspiracy to

kidnap the Governor of Michigan before the November 2020 general election

because of perceived abuses of power pertaining to her response to the

COVID-19 pandemic. Of the 13 subjects, six were arrested and charged

federally, and the remaining seven were arrested and charged by state/local

authorities. Of the six subjects charged federally:

e InlJanuary 2021, one subject pleaded guilty, and in August 2021, the
subject was sentenced to 75 months in prison.

e In February 2022, a second subject pleaded guilty.

e In April 2022, a jury acquitted two of the charged individuals and did not
return a verdict for the remaining two individuals.

November 2020:
New York

An MVE was arrested and charged with violations related to threatening to kill
politicians, members of law enforcement, and protesters in retaliation for the
2020 U.S. Presidential Election. In April 2021, the subject pleaded guilty. In May
2022, the MVE was sentenced to 36 months in prison for being a convicted
felon in possession of a firearm.

November 2020:
Ohio

The FBI attempted to arrest an RMVE motivated by racial injustice in American
society, the desire for a separate Black homeland, and/or violent
interpretations of religious teachings, on charges related to kidnapping a
woman, murdering another, and transporting the woman across state lines.
During the attempted arrest, the subject fired upon law enforcement and was
fatally wounded during the interaction. Investigation identified the subject’s
social media postings, which revealed his violent interpretation of religious
teachings, including content questioning the identity of the true followers of
Judaism and claiming that white Christians had historically forced their religion
upon enslaved Africans.

Summer and Early Fall
2020
Nationwide

Multiple threat actors — including DVEs adhering to various DT ideologies and
criminal actors — primarily targeted businesses and law enforcement as part of
violence and criminal activity surrounding lawful protests held nationwide
during the summer and early fall of 2020. The FBI and its law enforcement
partners arrested hundreds of individuals on a variety of charges, primarily
related to property crimes against businesses, violence against law
enforcement and law enforcement property, and criminal activity targeting
government buildings and property.

January 2021:
Washington, DC

On 5 January 2022, an unidentified subject(s) with an unidentified motivation
placed two pipe bombs in Washington, DC. The subject(s) placed one device in
an alley behind the Republican National Committee Headquarters and another
device next to a park bench near the Democratic National Committee
Headquarters. Law enforcement officers identified the devices and secured the
area without any detonation.

Page 31 of 44

UNCLASSIFIED




UNCLASSIFIED

DATE AND LOCATION DESCRIPTION

Multiple threat actors — including DVEs adhering to various ideologies and
criminal actors — participated in the 6 January 2021 siege on the U.S. Capitol,
disrupting a joint session of the U.S. Congress in the process of affirming the
presidential election results. During the attack, approximately 140 police
officers were assaulted; and according to a May 2021 estimate by the Architect
of the Capitol, the attack caused approximately $1.5 million worth of damage
to the U.S. Capitol building. During 2021, more than 725 individuals were
arrested in nearly all 50 states and Washington, DC, for their criminal actions
related to the siege on the U.S. Capitol.

January 2021: As of the end of 2021, of the more than 725 subjects arrested:

Washington, DC e More than 225 subjects were charged with assaulting, resisting, or
impeding officers or employees.

e Approximately 640 subjects were charged with entering or remaining in a
restricted federal building or grounds.

e Dozens of subjects were charged with conspiracy, either to: obstruct a
Congressional proceeding; obstruct law enforcement during a civil
disorder; injure an officer; or some combination of the three.

e Approximately 165 subjects pleaded guilty to a variety of federal charges,
from misdemeanors to felony obstruction.

e Approximately 70 subjects received a variety of sentences for their
criminal activity, from probation to periods of incarceration in prison.

An AVE was arrested and charged with violations related to interstate threats
after the subject issued a “Call to Arms” for like-minded individuals to violently
confront protestors that may gather at the Florida Capitol in the wake of the 6
January 2021 siege on the U.S. Capitol. In May 2021, a jury found the subject
guilty, and in October 2021, the subject was sentence to 44 months in prison.
An MVE was arrested and charged with firearms-related violations. The subject
February 2021: sought to recruit like-minded individuals to execute militant and random
Illinois attacks and expressed a desire to violently take over a television station to
broadcast the subject’s own message.
A DVE with a personalized ideology related to his claimed sex addiction was
arrested and charged with violations relating to the subject’s execution of fatal
shootings at spas near Atlanta, Georgia, killing eight individuals and injuring
others. He targeted the spas in an attempt to eliminate “temptation” and
allegedly plotted a subsequent attack against a pornography-related target in
Florida. In July 2021, the subject pleaded guilty to state/local charges of
murder and was sentenced to life in prison.
An MVE was arrested and charged with violations related to the subject’s plot
to blow up an Amazon data center, which the subject hoped would provoke a
reaction that would convince the American people to take action against what
he perceived to be a “dictatorship.” In June 2021, the subject pleaded guilty,
and in October 2021, the subject was sentenced to 10 years in prison.

January 2021:
Florida

March 2021:
Georgia

April 2021:
Texas
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May 2021:
Georgia

Three MVEs were arrested and charged with violations related to their plot to
target mobile COVID-19 vaccination sites. In January 2022, one subject pleaded
guilty, and in June 2022, the subject was sentenced to 18 months in prison. In
February 2022, a second subject pleaded guilty, and in May 2022, the subject
was sentenced to 21 months in prison. In February 2022, the third subject
pleaded guilty, and in May 2022, the subject was sentenced to three years in
prison.

June 2021:
Colorado

A now-deceased DVE with a personalized ideology shot and killed an Arvada
Police Department officer who was responding to a suspicious activity call. A
nearby civilian responded to the area of the shooting and engaged the subject;
both the civilian and the subject were killed during the interaction. During the
shootings, two police vehicles were also struck by gunfire. Investigation
indicates the subject had a personalized ideology and was targeting law
enforcement.

June 2021:
Florida

An RMVE motivated by racial injustice in American society, the desire for a
separate Black homeland, and/or violent interpretations of religious teachings,
allegedly shot and killed a Daytona Beach Police Department officer after the
officer approached the subject’s vehicle with the subject inside. The subject
fled the scene and was later arrested in Georgia on 26 June 2021 and charged
by state/local authorities with first degree murder of a law enforcement officer
with a firearm.

June 2021:
Massachusetts

A now-deceased RMVE who advocated for the superiority of the white race
stole a box truck and drove it into a vehicle with two occupants and then
crashed the truck into a residence. The subject exited the truck and shot and
killed two African American individuals. The subject fired at responding law
enforcement, who returned fire, and the subject died as a result of the
interaction. Investigation revealed the subject left behind writings indicating he
conducted the attack based on RMVE ideologies.

July 2021:
Ohio

An involuntary celibate violent extremist was arrested and charged with hate
crime and firearms-related violations related to the subject’s alleged plot to
attack a sorority.

July 2021:
California

Two MVEs were arrested and charged with violations related to their alleged
plot to bomb the Democratic Party headquarters in Sacramento, California.
Investigation revealed evidence that the subjects had multiple pipe bombs and
dozens of firearms. In November 2021, one of the two subjects pleaded guilty.

Alaska

September 2021:

A DVE with a personalized ideology was arrested and charged with violations
related to threatening interstate communications, cyberstalking, and making a
bomb threat. The arrest and charges were based on the subject allegedly
making threats of violence against multiple law enforcement departments.

Texas

September 2021:

A DVE with a personalized ideology was arrested and charged with arson-
related violations for throwing a Molotov cocktail through the window of a
political party office in Austin, Texas, causing a fire. In January 2022, the subject
pleaded guilty, and in May 2022, the subject was sentenced to six years in
prison.
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Executive Summary

The IC assesses that domestic violent extremists (DVEs) who are motivated by a range of
ideologies and galvanized by recent political and societal events in the United States pose an
elevated threat to the Homeland in 2021. Enduring DVE motivations pertaining to biases
against minority populations and perceived government overreach will almost certainly continue
to drive DVE radicalization and mobilization to violence. Newer sociopolitical developments—
such as narratives of fraud in the recent general election, the emboldening impact of the violent
breach of the U.S. Capitol, conditions related to the COVID-19 pandemic, and conspiracy
theories promoting violence—will almost certainly spur some DVEs to try to engage in violence
this year.

The IC assesses that lone offenders or small cells of DVEs adhering to a diverse set of
violent extremist ideologies are more likely than organizations that allegedly advocate a
DVE ideology to carry out violent attacks in the Homeland. DVE attackers often radicalize
independently by consuming violent exiremist material online and mobilize without direction
from a violent extremist organization, making detection and disruption difficult.

The IC assesses that racially or ethnically motivated violent extremists (RMVEs) and
militia violent extremists (MVEs) present the most lethal DVE threats, with RMVEs most
likely to conduct mass-casualty attacks against civilians and MVEs typically targeting law
enforcement and government personnel and facilities. The IC assesses that the MVE threat
increased last year and that it will almost certainly continue to be elevated throughout 2021
because of contentious sociopolitical factors that motivate them to commit violence.

The IC assesses that U.S. RMVEs who promote the superiority of the white race are the
DVE actors with the most persistent and concerning transnational connections because
individuals with similar ideological beliefs exist outside of the United States and these
RMVEs frequently communicate with and seek to influence each other. We assess that a
small number of U.S. RMVEs have traveled abroad to network with like-minded individuals and
engage with overseas RMVEs.

The IC assesses that DVEs exploit a variety of popular social media platforms, smaller
websites with targeted audiences, and encrypted chat applications to recruit new
adherents, plan and rally support for in-person actions, and disseminate materials that
contribute to radicalization and mobilization to violence. DVEs likely rely upon the online
realm, in part, to avoid law enforcement scrutiny and absorb regulatory setbacks.

The IC assesses that several factors could increase the likelihood or lethality of DVE
attacks in 2021 and beyond, including escalating support from persons in the United States
or abroad, growing perceptions of government overreach related to legal or policy changes
and disruptions, and high=profile attacks spurring follow=on attacks and innovations in
targeting and attack tactics.
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DVE lone offenders will continue to pose significant detection and disruption challenges
because of their capacity for independent radicalization to violence, ability to mobilize
discretely, and access to firearms.
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(U) Wide-Ranging Domestic Violent Extremist Threat to Persist

(U} The Department of Homeland Security (DHS), Federal Bureau of Investigation (FBI), and National
Counterterrorism Center (NCTC) assess that domestic violent extremists (DVEs)® fueled by various evolving
ideological and sociopolitical grievances pose a sustained threat of violence to the American public,
democratic institutions, and government and law enforcement officials. Flashpoint events in the coming
months may exacerbate these perceived grievances, further increasing the potential for DVE violence. DVEs
adhering to different violent extremist ideclogies have coalesced around anger at issues including perceived
election fraud, as well as immigration and government responses to the COVID-19 pandemic, drawing on
their varied perceptions of those issues. These factors, along with fluid conspiracy theories, have amplified
longstanding DVE grievances, including perceptions of government and law enforcement overreach or
oppression and shifts in US demographics and cultural values.

+ (U} The mass shooting last month targeting Black people in Buffalo, New York, was allegedly
perpetrated by a racially or ethnically motivated violent extremist (RMVE) driven by a belief in the
superiority of the white race. The RMVE was charged with federal hate crimes and using a firearm to
commit murder in June 2022. This attack underscores how RMVEs—who have been responsible for a
majority of DVE-related deaths since 2010—pose a significant threat of lethal viclence against civilians,
particularly of racial, ethnic, and religious minarities.

(U) The lethal threat from militia violent extremists (MVEs) remains elevated, primarily toward
government and law enforcement personnel, as MVEs remain willing to use violence to redress
perceived government overreach and other sociopolitical grievances, judging from an increase in MVE
plotting, disruptions, and FBI investigations since 2020, Anarchist violent extremists (AVEs) present a
threat of sporadic violent physical assaults and property crimes impacting the efficient operation of
critical infrastructure; developments that heighten perceptions of inequality or social injustice might
further embolden AVEs to commit acts of violence.

(U) Several DVEs motivated by perceptions of fraud in the 2020 general election were arrested in
2021 and 2022 for plotting or threatening violence against federal, state, and local officials and
political party representatives, highlighting the elevated threat posed to elected officials countrywide.
In November 2021, a New York—based MVE was sentenced to 19 months in prisen for threatening to
assault and murder members of the US Congress.

(U) A wide-ranging set of DVEs have shared their perceptions of government overreach on
COVID-18 pandemic mitigation efforts and anger at government responses to immigration issues in
person and online and have encouraged one another to act violently. Anger at the mitigation efforts
of businesses and federal, state, and local governments motivated several DVE attacks, plots, and
calls for violence against health care workers and maobile vaccine clinics in 2020 and 2021, In 2021,
some DVEs visited the US-Mexico border with the intenticn of detaining those crossing into the
United States.

) For the purpose of this assessment, DHS, FBI, and NCTC use the term DVE to refer to an individual based and operating primarily
within the United States or its territories without direction or inspiration from a foreign terrorist group or other foreign power who
seeks to further political or secial goals, wholly or in part, through unlawful acts of force or viclence. The mere advocacy of political
or social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics do not constitute
dormestic violent extremism and is constitutionally pratected. DHS, FBI, and NCTC apply this term as appropriate within the scope of
their respective authorities.
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(L) DVEs carried out at least four lethal attacks in 2027—the same number as in 2020—killing
13 people. Additional potential DVE incidents that have occurred in 2022 remain under

FB| investigation. The number of pending FBI domestic terrorism investigations grew from
approximately 1,000 in the spring of 2020 to approximately 2,700 in late 2021, in part because
of investigations related to the siege of the US Capitol on 6 January 2021. Since the beginning
of 2010, DVEs adhering to various violent extremist ideclogies have conducted at least 47 lethal
attacks that have killed 152 people in the United States. These figures do not include lethal
attacks classified as violent hate crimes rather than DVE attacks.

(U) Developments related to midterm elections, immigration, perceptions of government overreach or

social injustice, and other flashpoint events will probably motivate some DVEs across ideclegies to plot or
attemnpt violence in the coming manths, In the context of these events, scme DVEs might promote or exploit
the public prevalence of violent extremist narratives to encourage violence. DVE attackers and plotters are
typically lone actors—individuals acting without the direct support of others—who plot or conduct attacks
on soft targets using easily accessible weapons. The persistent difficulty of detecting threats from such
actors underscores the value of the public's assistance in identifying people who might be mobilizing to
viclence and in reporting concerning behavior to authorities before violence occurs.

* (U} Heightened tensions surrounding the 2022 midterm election cycle will probably cause some DVEs
to target political candidates, party offices, judges, election events, or poll workers because of their
actual or perceived political affiliations, as several did in 2021. On 26 January 2021, FBl arrested a
California-based MVE for allegedly threatening family members of a member of the US Congress and
a journalist. The MVE was sentenced to three years in prison in December 2021,

(U) Immigration-related developments, amplified by DVEs in violent extremist messaging, might
spur DVEs to conduct planned or opportunistic violence, Historically, RMVEs—such as the
Pittsburgh synagogue attacker in 2018 and the El Paso Walmart attacker in 2019—have conducted
attacks motivated in part by immigration-related grievances, and MVEs have targeted perceived
immigration-related threats to national security, including initiating armed border patrols with the
intent of curbing illegal immigration, posing a potential risk to law enforcement and immigrants.
AVEs have targeted US Immigration and Customs Enforcement (ICE) facilities in opposition to US
Government immigration policies.

(U) Even if perceptions of government overreach related to COVID-19 mitigation measures subside,
some DVEs will probably continue adhering to evelving anti-government and conspiracy narratives
that they adopted during the pandemic and might use to justify violence. Some DVE adherents to
QAnon conspiracy thecries continue to viclently target a shifting array of individuals and entities that
they accuse of perpetrating or enabling child abuse. Such conspiracy theories have led to threats

or acts of violence, including against businesses, US Government buildings, public officials, and the
transportation sector that significantly impacted their operations.

(U} Mew legislation or US Supreme Court rulings that exacerbate DVEs' grievances or deepen their
animosity toward perceived ideological opponents, including on high-salience issues such as abortion
and gun rights, might result in increased threats of violence from a range of DVEs. Law enforcement
involvement in the deaths of DVEs or like-minded people might also lead to calls for violence.
Additionally, in 2020, some DVEs exploited lawful gatherings after law enforcement-involved deaths
of unarmed African-Americans to engage in viclence against ideclogical opponents and other targets.
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(U) We assess that of all the DVE movements, RMVEs driven by a belief in the superiority

of the white race continue to possess the most persistent and concerning transnational
connections because adherents to this ideclogy are present throughout the West, frequently
communicate with each other, and, at times, have inspired attacks. US-based RMVEs primarily
forge connections with foreign counterparts online to network with like-minded individuals and
deepen their commitment to RMVE causes. Many transnational, online RMVE networks have
emerged since the mid-2010s, fostering a decentralized movement that often promotes violent
extremism and encourages supporters to undertake violent action that is framed around the
concept of leaderless resistance.

APPENDIX
(U) WIDE VARIETY OF DVE ACTORS THREATEN THE UNITED STATES

(U) We assess that the United States faces threats from a wide range of DVEs who seek to engage in
ideclogically motivated violence. This appendix gives an overview of the five DVE threat categories that
the US Government uses: RMVE; anti-government or anti-authority violent extremism, which includes MVE,
AVE, and sovereign citizen viclent extremism (SCVE); “all other domestic terrorism threats” that do not fit
into the other DVE threat categories, including violent extremists driven by political, personal, or conspiracy
theory=related grievances, as well as involuntary celibate violent extremists (IVEs); abortion-related violent
extremism; and animal rights or environmental violent extremism.

(U) Racially or Ethnically Motivated Violent Extremism
(U) RMVEs Driven by Belief in the Superiority of the White Race Present Enduring Lethal Threat

(U} We assess that RMVEs who are driven by a belief in the supericrity of the white race continue to pose
the primary threat among DVEs of committing lethal viclence against civilians, based on their ideology

and attack history. These RMVEs advocate and commit violence in support of a transnational movement
whose adherents believe that white people of European descent are superior to and threatened by minority
populations, as well as by other whites whom they perceive as supporting these populations. Some of these
RMVEs promote accelerationist thinking, which advocates committing violence to precipitate a large-scale
conflict, often framed as a "race war," in the United States and other Western democracies that these RMVEs
believe will result in a white ethnostate.

+ (U) The most recent such RMVE attack before the Buffalo shooting took place on 26 lune 2021, when
a now=deceased RMVE who allegedly used his belief in the superiority of the white race to justify
violence conducted a shooting in Winthrop, Massachusetts, resulting in two deaths.

(U3 Since 2010, US-based RMVEs driven by a belief in the superiority of the white race have committed
17 lethal attacks that have killed a total of 77 people—slightly more than half of all fatalities from DVE
attacks during that period. These RMVE attacks include the mass shootings in Buffalo, New York, in
2022; £l Paso, Texas, in 2019; Pittsburgh, Pennsylvania, in 2018; and Charleston, South Carolina, in 2015.
Typical targets of these RMVEs include houses of worship, areas conducive to large gatherings, and
people whom the attackers see as representative of those against whom they hold grievances.
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(U) RMVEs Motivated by Real or Perceived Racism and Injustice in American Society, the Desire for a
Separate Black Homeland, and/or Violent Interpretations of Religious Teachings Will Probably Engage in
Sporadic Violence

(U} RMVEs who are motivated by perceptions of racial injustice in American society, the desire for a
separate Black homeland, and/or violent interpretations of religious teachings will probably continue to
commit intermittent acts of violence. This subset of RMVEs has historically targeted those they perceive
as representing oppression, incduding government officials, law enforcement, and white people, as well as
individuals and locations associated with Judaism. These RMVEs conducted 11 lethal attacks from 2010 to
2021, resulting in 25 fatalities.

+ (U} On 23 June 2021, an RMVE allegedly used his interpretations of Black Hebrew lsraelite religious
teachings to justify viclence and shot 1o death a law enforcement officer in Daytona Beach, Florida.
The suspect has been charged with capital murder and is awaiting trial.

(U) In December 2019, an RMVE allegedly motivated by antisemitism and his interpretations of Black
Hebrew lsraelite religious teachings attacked the home of a Hasidic rabbi in New York during a
Hanukkah celebration, wounding five people, one of whom later died. In the same month, two RMVEs
with similar motivations fatally shot a local law enforcement officer at a cemetery in New Jersey and
attacked a nearby kosher supermarket, killing three people and injuring several others. Both RMVEs
were fatally wounded during an encounter with responding law enforcement officers.

(U) RMVEs conducted attacks on law enforcement during the weeks after the officer-involved
shooting deaths of two African Americans in Louisiana and Minnesota in July 2016. On 7 July 2016, a
now-deceased RMVE motivated by incidents of actual or perceived police brutality ambushed and
shot 11 law enforcement officers, killing five, in Dallas, Texas. On 17 July 2016, a now-deceased RMVE
with similar motivations ambushed and shot six law enforcement officers, killing three, in Baton
Rouge, Louisiana.

(U) Anti=Government or Anti=Authority Violent Extremism
(U} MVEs Pose Heightened Lethal Threat to Law Enforcement and Symbols of Government

(U} The lethal threat level from MVEs to law enforcement and government personnel will almost certainly
remain elevated in the coming months because some of these actors are willing to use violence to redress
perceived government overreach and other sociopolitical issues. Some MVEs will almost certainly continue
to harbor grievances over their perceptions of fraud during the 2020 election and government measures
related to the COVID-19 pandemic. Some MVEs might also mobilize to violence in response to the
enactment of any legislation that they perceive as restricting access to firearms, expanding immigration, or
managing public land that MVEs might view as unacceptable infringements on civil liberties or harmful 1o
the security of the United States.

+ (UyIn April 2021, FBI arrested an MVE in Texas who intended to bomb a commercial cloud service
provider's servers under the belief that the data center provided services to federal agencies,
including CIA and FBL The MVE pleaded guilty to a malicious attempt to destroy a building with an
explosive and was sentenced to 10 years in federal prison in October 2021.

« (U In January 2021, FBI disrupted a plot by two suspected MVEs who were allegedly planning to bomb
the state headquarters of a political party in Sacramento, California. Federal investigators discovered
multiple pipe bombs and dozens of firearms at the home of one of the MVEs, The subjects pleaded
guilty to multiple offenses and are awaiting sentencing.
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* (U) Dozens of probable MVEs were arrested for their involvement in the violent, unlawful entry of the
Us Capitol building on & January 2021

(U) Most AVEs Will Probably Engage in Nonlethal Criminal Activity, Impact Law Enforcement Operations

(1) We assess that AVEs will continue to plot and potentially conduct sporadic attacks on critical
infrastructure and federal, state, and local facilities, as well as violent physical assaults against their perceived
ideolagical opponents. Perceptions of inequality or social injustices related to flashpoint events might
further embalden AVEs to commit acts of violence. Target selection by AVEs—whether premeditated or
opportunistic—will probably remain focused on people or institutions seen as representing authority,
capitalism, and oppression, including perceived racism or fascism. Although AVEs have sometimes acted
collectively, we assess AVEs are not organized at the countrywide level.

+ (U) In January 2021, FBI arrested a Florida-based AVE after he issued a “call to arms” for like-minded
individuals to join him with firearms to violently confront others who might gather at a lawful protest
at the Florida Capitol earlier that month. In October 2027, the AVE was sentenced to 44 months in
federal prison for communicating a threat to kidnap or injure others.

(U) In August 2020, an individual who expressed views on social media consistent with AVE ideology
fatally shot a man during an event with individuals of opposing ideclogies in Portland, Oregon. This
incident was the first known lethal attack in the United States by an AVE in more than 20 years. The

AVE was subsequently killed after drawing a firearm when law enforcement attempted to arrest him.

(U) In July 2019, a probable AVE set fire to a vehicle and threw incendiary devices at a building near a
detention facility linked to ICE operations in Tacoma, Washington. He then engaged responding law
enforcement officers with an AR-style rifle and was killed during the encounter,

(U) SCVEs Pose Sporadic Threat of Violence Against Law Enforcement and Government Personnel

() We assess that sovereign citizen violent extremists (SCVES) will continue to pose a sporadic threat of
violence against law enforcement and government personnel on the basis of SCVEs' perceived rights and
pelief in their immunity from government autherity and laws. In furtherance of these beliefs, SCVEs have
committed a wide variety of property and financial crimes that have often brought them inta conflict with
law enforcement, sometimes resulting in violence. Law enforcement officers will probably remain SCVEs'
most frequent targets, with violence most likely to occur during law enforcement encounters, including
traffic stops.

+ () On 3 July 2027, 11 individuals, believed to be members of an armed organization that espouses
sovereign citizen ideclogy, engaged in an hours-long armed standoff with Massachusetts State Police
near Wakefield that was streamed live by the group's spokesperson on a social media platform. The
incident occurred after an attempted traffic stop on a vehicle driven by group members and had
the potential to escalate to violence. After the standoff, the individuals were charged with multiple
firearms-related violations. Group members' statements before, during, and after the standoff have
been consistent with sovereign citizen extremist ideclogy.

(U) In February 2018, a probable SCVE opened fire on local law enforcement officers who were trying
lo serve a warrant at the violent extremist's residence in Locust Grave, Georgia, for failure to appear
in court. After the SCVE killed ane police officer and wounded twa sheriff's deputies, law enforcement
officers shot and killed him.
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(U) All Other Domestic Terrorism Threats

(U) Other DVEs Pose Threat of Violence Because of Political Grievances, Conspiracy Theories

(U} We assess that DVEs who mobilize to commit violence in response to partisan grievances and who do
not fall under other DVE threat categories will pose a heightened threat to individuals in the 2022 midterm
election cycle because of their actual or perceived political affiliation. These DVEs might target candidates,
government officials, other civilians, and institutions with violence to try to redress their perceived
grievances or advance their agendas. Conspiracy theories related to the 2020 general election will probably
continue to contribute to the radicalization of some DVEs with partisan grievances and potentially be
reinforced by their view that the Capitol breach on 6 January 2027 was a success.

+ (U) In December 2021, a DVE motivated by partisan grievances who is awaiting trial was arrested en
route to Washington, DC, after telling law enforcement officers that he would "do whatever it takes”
to kill government leaders on his “hit list.” The DVE was found to have a rifle, ammunition, loaded
magazines, body armor, and medical kits.

(Uy In September 2021, authorities arrested a DVE motivated by partisan grievances for throwing a
Molotowv cocktail at the offices of a political party in Austin, Texas. The subject pleaded guilty to one
count of arson and was sentenced to six years in prison.

(U} In June 2077, a now-deceased DVE injured several members of Congress, staffers, and responding
officers after opening fire at a charity baseball event in Alexandria, Virginia.

(U} Conspiracy theories related to the COVID-19 pandemic almost certainly contribute to the mobilization to
violence of some DVEs who do not fall into the other threat categories. We assess that these DVEs pose an
ongoing threat to government officials and critical infrastructure.

+ (U) In March 2020, a DVE deliberately derailed a train that he was operating near the USNS Mercy
nospital ship at the Port of Los Angeles to draw media attention to the ship's presence. The DVE told
law enforcement that he believed that the ship had an “alternate purpose” related to COVID-19 or an
unspecified US Government takeover and that he wanted to “wake people up.” In April 2022, he was
sentenced to three years in prison after pleading guilty to committing a terrorist attack and other
violence against railroad carriers and mass transportation systems.

(U) We assess that adherence to elements of the continuously evolving QAnon conspiracy theory—some

of which are bolstered by the resonance of election fraud narratives—will contribute to the radicalization
and mohilization to violence of a small number of DVEs, posing a threat to individuals and institutions that
supporters of the conspiracy theory have prominently denounced. The participation of some self-identifying
QAnon adherents in the breach of the US Capitol on 6 January 20217—who were arrested and charged with
viclent entry and disorderly conduct in a restricted building and obstruction of an official proceeding —
underscares how some QAnen adherents can accept the legitimacy of vielent action.

+ (U)On 7 January 2021, a North Carolina=based, self-identified QAnon adherent was arrested by FBl in
Washington, DC, and charged with interstate cormmunication of threats after he brought firearms and
ammunition into the city and threatened the Speaker of the House and DC Mayor. The DVE pleaded
guilty and was sentenced to two years in federal prison.

+ (U) On 8 January 2021, a probable DVE and self-identified QAnon adherent was arrested on charges

of destroying government property after allegedly firing several rounds at a federal courthouse in
Oregon. In November 2021, the DVE was sentenced to probation.
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() Some DWEs form uniguely personalized grievances that might also draw from established DVE
mavements and, an a limited basis, from other violent extremist ideclogies, prabably aided by the
proliferation and accessibility of a wide range of DVE and other extremist content online, a trend we expect
to continue in coming years,

= (U) On 21 June 2021, a now-deceased DVE conducted a shooting attack in Arvada, Colorado,
killing two people. The preliminary investigation revealed that the alleged attacker’s personalized
ideology included a hatred of police stemming from perceptions of corruption among law
enforcement agencies.

= (U)©On 16 March 2021, a DVE with a personalized ideology related to his claimed sex and pornography
addictions allegedly conducted shootings at spas near Atlanta, Georgia, killing eight people. The
attacker was sentenced to life in prison for four murders to which he pleaded guilty and is awaiting
trial on four counts of murder to which he pleaded not guilty.

(U} We assess that involuntary celibate violent extremists (IVEs) pose a persistent threat of violence against
women, heterosexual couples, and others perceived as successful in sexual or romantic pursuits. IVEs
mativated by grievances related to their belief that society unjustly denies them sexual or romantic attention
have conducted three lethal attacks in the United States since 2014, mostly using firearms, that have resulted
in 17 fatalities. The incel moverment, which includes IVEs, has online participants in many Westarn countries,
and at least four Canadian IVEs have conducted lone-actor attacks since 2016,

= (U In July 2027, FBI arrested an IVE based on his alleged actions in planning an attack on women at a
university in Chio. The IVE allegedly wrote a manifesto describing his hatred of women and his desire
to “slaughter” them. He was charged with illegal firearms possession and attempting to commit a hate
crime and is awaiting trial.

= (U) In May 2020, a self-identified involuntary celibate shot and injured three people at an outdoor mall
in Glendale, Arizona, before authorities arrested him. In March 2022, the IVE pleaded guilty to two
counts of attempted first degree murder and two counts of assault with a deadly weapon.

(U) Abortion-Related Violent Extremism
(U) Abortion-Related Violent Extremists Might React to Ongoing Events

(L) We assess that abortion-related violent extremist activity will probably increase in line with
abortion-related legislative and legal debates, such as those surrounding the recent unauthorized
disclosure of a draft opinion in the anticipated US Supreme Court ruling in the case of Dobbs v. Jackson
Women's Health Organization. Historically, abortion-related violent extremists motivated by pro-life beliefs
have committed acts of violence, including at least 10 murders and dozens of bombings and arsons, all
targeting abortion providers and facilities. Abortion-related violent extremists motivated by pro-choice
beliefs—although historically less violent than pro-life abertion-related viclent extremists—uwill probably
pose a threat to individuals or critical infrastructure and will most often likely target organizations or people
expressing pro-life views.
* () On 31 December 2021, a fire destroyed an unoccupied reproductive health clinic in
Knoxville, Tennessee. Local investigators determined that the event was an arson attack by
unknown perpetrators.
= () In September 2021, an individual from Oklahoma was arrested for making online threats targeting
Texas lawmakers associated with state-level abortion restrictions. The individual pleaded guilty and is
awaiting sentencing.
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* (U) On 3 January 2020, a DVE with a histary of expressing pro-life beliefs online threw an incendiary
device at the front window of a reproductive healthcare facility in Newark, Delaware, starting a fire
that damaged the front porch and window. The subject pleaded guilty in February 2021 and was
sentenced to 26 months in federal prison in March 2022.

(U) Animal Rights and Environmental Violent Extremism
(U} Animal Rights and Environmental Violent Extremists Primarily Target Critical Infrastructure

() We assess that violent extremists supporting animal rights and environmental causes will continue to
disrupt the operation of critical infrastructure to try to exact an economic toll on the industries they target.
Most environmental violent extremist activity in recent years has opposed oil and natural gas infrastructure
projects, particularly those near perceived ecologically sensitive habitats or waterways, while animal rights
viclent extremists primarily cppose large-scale farming or animal agriculture.

+ () In Novemnber 2020, two environmental violent extremists in Whatcom County, Washington, were
arrested and charged with impeding the operation of a railroad signal system by using a “shunt”
across the railroad tracks, which disrupts the electrical current on the tracks and can disable safety
features, potentially causing derailments or other accidents. A daim of responsibility followed a similar
incident in early 2020, stating that extremists had carried out the shunting with the goal of preventing
the construction of an oil pipeline across British Columbia. Both defendants were found guilty and
sentenced 1o one year and to six months in prison, respectively.
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