UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION
MUHAMMAD A. SALAH; AMERICAN
FRIENDS SERVICE COMMITTEE; and
AMERICAN-ARAB ANTI-DISCRIMINATION
COMMITTEE,

)
)
)
)
)
Plaintiffs,
)
)
v.
)
)
UNITED STATES DEPARTMENT OF THE
)
TREASURY; TIMOTHY GEITHNER, in his
)
official capacity as Secretary of the Treasury; and )
ADAM J. SZUBIN , in his official capacity
)
as Director, United States Department of the
)
Treasury, Office of Foreign Asset Control,
)
)
Defendants.
)

No.

COMPLAINT
Plaintiffs, by counsel, complain of defendants as follows:
INTRODUCTION
1.

For more than seventeen years, Muhammad Salah (“Salah”), a U.S. citizen

residing in Bridgeview, Illinois, has lived under an unprecedented “embargo” imposed on him by
the U.S. Department of Treasury in August 1995, when it designated him a “Specially
Designated Terrorist.” Upon information and belief, Salah is the only U.S. citizen residing in the
United States subject to such a designation. Pursuant to the designation, all of Salah’s assets
were blocked indefinitely, without a warrant, probable cause of criminal activity, or a hearing.
Salah was provided no notice of the charges, no evidence upon which the designation was based,
and no opportunity to respond to the charges and evidence.
2.

Absent advance approval from the Treasury Department’s Office of Foreign

Assets Control (OFAC), Salah is prohibited from purchasing virtually anything, including food,
clothing, and lodging, and it is a crime for any United States citizen, permanent resident, entity
organized under U.S. law, or any other person in the United States or its territories to engage in
virtually any transaction with Salah, including providing him with food, shelter, clothing, or
many medical services―even if they are provided free of charge. Salah may not work for a
living, spend money, or give or accept any donations absent advance approval by OFAC. The
restrictions are so onerous that they are practically impossible to comply with.
3.

OFAC has at various times granted Salah licenses that in theory authorize him to

do limited things, such as get a job, open a bank account, and pay for and receive “goods and
services essential to [his] basic maintenance.” But they have come with onerous obligations, and
OFAC has unfettered discretion to grant or deny such licenses, subject to whatever conditions it
chooses. Salah survives, in other words, only at the sufferance of OFAC. Moreover, because
OFAC has authorized only basic maintenance, he is prohibited from engaging in transactions
necessary to do anything that might not be deemed “basic maintenance,” and thus is left to guess
at whether spending money for any of the following activities are permissible: attending a
lecture, concert, or movie with his wife; taking his children to a sporting event; buying his
children birthday presents; contributing to a political campaign; purchasing a book or newspaper;
or satisfying his religious charitable obligations by donating to his local mosque or other
charitable entities. As a result of his designation and the onerous reporting requirements OFAC
has attached to licensing a bank account, Salah has been unable, with one short-lived exception,
to identify a bank that will accept an account on his behalf. It has also been all but impossible
for him to find employment. Salah has lived under these unprecedented conditions for more than
seventeen years, with no end in sight. No other U.S. citizen must seek such specific advance
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approval from the government for his every transaction.
4.

Defendants imposed these restrictions without a criminal or civil trial,

administrative hearing, or even notice and an opportunity to respond. They did so under the
authority of Executive Order 12947, which in turn was promulgated pursuant to the International
Emergency Economic Powers Act (IEEPA), 50 U.S.C. § 1701 et seq.

Defendants provided

Salah no notice of the factual basis for their action, and no opportunity to respond. He was not
even provided with the administrative record upon which the designation was presumably based.
There is no endpoint to the designation and its restrictions. Nor is there any requirement that
defendants review the designation at any point. Defendants have never sought or received any
judicial approval of their actions. They did not seek a judicial warrant in advance of imposing
these restrictions, which amounted to an indefinite seizure of the entirety of his assets. And they
did not go to a court after the seizure to demonstrate their basis for doing so, as they would have
to do in a civil forfeiture action.

While regulations permit designated persons to request

reconsideration, the regulations impose no standards for that process nor any deadline for OFAC
to rule on such requests. OFAC need not even issue a statement of reasons for its designations.
5.

The restrictions on designated persons also prohibit U.S. citizens and entities and

persons in the United States or its territories from providing any support, specifically including
“services,” to designated persons. Defendants have taken the position that the restrictions bar
any “coordinated advocacy” by U.S. entities or persons with and on behalf of a designated entity.
The American Friends Service Committee (AFSC), and the American-Arab Anti-Discrimination
Committee (ADC) and its members, object to the treatment of Salah and seek to express their
objections publically, by holding press conferences, advocating on Salah’s behalf in the public
arena, participating in demonstrations, and the like. They want to coordinate their efforts with
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Salah so as not to undermine his legitimate interests in challenging his treatment. However, they
are deterred from doing so by the prohibitions on providing support or services to, engaging in
transactions with, or coordinating advocacy with, Salah.
6.

Salah seeks a declaration that these actions violate the Constitution and federal

statutes, and an injunction against their enforcement and ordering his removal from the list of
“Specially Designated Terrorists.” AFSC and ADC seek a declaration that the restrictions on
their speech violate their First Amendment rights, and the First Amendment rights of ADC’s
members, and an injunction against their enforcement as applied to their intended activities.
JURISDICTION
7.

This Court has jurisdiction under and 28 U.S.C. §§ 1331 and 1346(a)(2), and 5

U.S.C. §§ 702-704 and 706.
VENUE
8.

Venue is proper in this Court pursuant to 28 U.S.C. § 1391(e)(3) because plaintiff

Salah resides in this District and the defendants are the United States Department of the
Treasury, an agency of the United States; Timothy Geithner, the Secretary of the Treasury, in his
official capacity, and Adam Szubin, the Director of the Office of Foreign Assets Control, in his
official capacity.
PARTIES
9.

Plaintiff Muhammad Salah is a citizen and resident of the United States and the

State of Illinois.
10.

Plaintiff American Friends Service Committee is a national Quaker organization

that includes people of various faiths who are committed to social justice, peace, and
humanitarian service. Its headquarters are in Philadelphia, PA, and it has a branch office in

-4-

Chicago, Illinois. It sues on its own behalf.
11.

Plaintiff American-Arab Anti-Discrimination Committee is a civil rights

organization committed to defending the rights of people of Arab descent and promoting their
rich cultural heritage. It sues on behalf of itself and its members, who include residents of
Chicago, Illinois.
12.

Defendant United States Department of the Treasury is an agency of the United

13.

Defendant Timothy Geithner is the Secretary of the Treasury, and is authorized by

States.

Exec. Order 12947 to designate persons and entities as “Specially Designated Terrorists.” He is
sued solely in his official capacity.
14.

Defendant Adam J. Szubin is the Director of OFAC, and is responsible for

enforcing the restrictions upon Salah challenged here. He is sued solely in his official capacity.
ALLEGATIONS RELEVANT TO ALL COUNTS
15.

On January 23, 1995, William Jefferson Clinton, then the President of the United

States, issued Executive Order 12947, “Prohibiting Transactions with Terrorists Who Threaten to
Disrupt the Middle East Peace Process.” 60 Fed. Reg. 5079. That Order declared a national
emergency to deal with violent acts by foreign terrorists that disrupt the Middle East peace
process. The Order imposed economic sanctions upon three categories of persons and
organizations: (1) foreign organizations designated in an annex to the Order as “Terrorist
Organizations Which Threaten to Disrupt the Middle East Peace Process;” (2) foreign persons
designated by the Secretary of State as being involved in violent acts disrupting the Middle East
peace process; and (3) persons that the Secretary of the Treasury designated as being “owned or
controlled by” or “act[ing] for or on behalf of” any person or organization in category 1 or 2.
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16.

On or about July 24, 1995, defendants designated Muhammad Salah a “Specially

Designated Terrorist” pursuant to Executive Order 12947 §1(a)(iii). 60 Fed. Reg. 41152. The
designation notice – which was never sent to Salah – simply announced that Salah had been
designated, and provided no factual or legal basis for defendants’ decision. Defendants did so
without seeking a warrant or any other judicial authorization, and without establishing probable
cause. Defendants provided Salah no prior notice regarding its action. The first anyone in his
family learned of defendants’ actions was when Salah’s wife was unable to withdraw funds from
their bank account and the local bank, not the defendants, informed her of the freeze on assets.
Even after they designated him, defendants afforded Salah no notice of the bases for its action,
no hearing, no opportunity to respond, and no statement of reasons. Contrary to long-established
constitutional requirements, defendants have never even provided him with the administrative
record upon which its decision was based.
17.

Defendants’ designation of Salah as a Specially Designated Terrorist imposes

extremely severe restrictions on Salah. Pursuant to Executive Order 12947 and Salah’s
designation, all property and interests in property of Salah are “blocked.” They cannot be
“transferred, paid, exported, withdrawn or otherwise dealt in” unless the government issues a
special license permitting a particular use of them. 31 C.F.R. § 595.201(a). Defendants’
designation of Salah as a Specially Designated Terrorist (hereinafter collectively referred to as
“the orders”) also has the legal effect of forbidding Salah to engage in any economic transaction
with any person in the United States or its territories, and forbidding any person in the United
States to make “any contribution of funds, goods, or services” to Salah. 31 C.F.R. § 595,204.
The designation deprived Salah of all his assets, and forbade him, absent specific approval from
OFAC, from buying, selling, or even accepting as a gift anything (including food, clothing,
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lodging, transportation, medicine, and legal services) from any person in the United States or its
territories. The restrictions have no exceptions for life-sustaining expenses. They have no
endpoint, and have already lasted seventeen years.
18.

On information and belief, Salah is the only United States resident citizen

designated as a Specially Designated Terrorist pursuant to the provisions of Executive Order
12947. All other designated individuals on the list reside outside the United States, and virtually
all are foreign nationals.
19.

Because defendants have never provided notice of the basis for their actions or a

statement of reasons, Salah does not know why he was designated.
20.

At the time Salah was initially designated in 1995, he was incarcerated in a

military prison in Israel. Salah was arrested in 1993 by Israeli soldiers in Israel and charged
before an Israeli military court with assisting Harakat Al-Muqawama Al-Islamia (“Islamic
Resistance Movement”), or Hamas. At the time, U.S. law did not prohibit the provision of
support to Hamas. (U.S. law did not prohibit support to Hamas until 1995, when President
Clinton issued E.O. 12947.) The Israeli authorities told Salah that the evidence that would be
presented against him was “secret,” and that he would not be made aware of it or given a chance
to rebut it, and that if convicted, he would be sentenced to 12 years in prison. After two months
of interrogation and more than two years in an Israeli military prison, far removed from his wife
and children, Salah pleaded guilty, and received a 5-year sentence (counted from the time of his
arrest), with an additional 3-year suspended sentence. He was released in November 1997 and
returned to his home in Bridgeview, Illinois, where he has resided ever since.
21.

In February 1998, Salah, through counsel, requested a license allowing him to be

employed, to enroll in graduate education, to have a bank account, and to spend money to
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support his wife and family and his own living expenses, as well as to travel to visit friends and
family. On April 2, 1998, OFAC granted Salah a license, which it denominated License No.
SDT-005. (Exhibit A).
22.

The license did not grant all that Salah requested but permitted him to: (1) obtain

employment; (2) pay for “graduate education;” (3) pay for “normal living and employment
related expenses of himself and his immediate family;” and (4) “engage in all transactions
necessary and incidental to the foregoing activities.” It did not further define those terms.
OFAC denied his request to spend money necessary to travel to visit his friends and family. The
license authorized other persons to enter into transactions with Salah to fulfill the above
prescribed purposes, and to make contributions to him for educational purposes only. The
license required that any employment income must be deposited in a licensed bank account, and
Salah was authorized to withdraw funds from that account only for the specific limited purposes
set forth above. The license required Salah and any bank willing to open such an account for
him to file with OFAC documents confirming the opening of the account no later than July 31,
1998. The license provided that all other transactions were prohibited, and required regular
reporting by both Salah and the bank.
23.

From 1998-2000, Salah and his counsel approached nearly every major bank in

downtown Chicago in an effort to open a licensed account. Each bank refused because of the
onerous licensing and reporting requirements OFAC imposed. Salah made many attempts to
find employment, but the fact that he had to inform prospective employers that he was a
"Specially Designated Terrorist" made finding a job difficult. Eventually, in August 2000, he
was able to find employment, but without having been able to open a bank account, could not
cash his checks. He repeatedly requested OFAC to allow him to self-report, given his difficulty
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in finding a bank that would open an account, but OFAC never granted the request.
24.

In April 2001, Salah was finally able to get Bridgeview Bank to agree to open an

account for him, and only then could he cash the eight months of paychecks he had been
receiving from his job. By that time, SDT-005’s reporting deadline of July 31, 1998, had long
passed, but OFAC confirmed orally to counsel for Salah that the license continued to authorize
Salah to undertake the activities described therein. (Exhibit B) (letter confirming this oral
representation). Pursuant to License No. SDT-005, Salah and the bank filed bi-monthly reports
detailing all deposits to and expenditures from the account to OFAC.
25.

In May 2004, Bridgeview Bank closed Salah’s account, stating: “It has been

determined that it is not cost effective to maintain an account relationship with you. The
maintenance and regulatory requirements associated with [your] account . . . far exceeds any
benefit to Bridgeview Bank Group.” (Exhibit C). He has been unable to open a bank account
since that time.
26.

In August 1998 counsel for Salah requested and received a license, denominated

SDT-009, from OFAC allowing “U.S. persons to provide medical services to Muhammad A.
Salah.” (Exhibit D). He has recently been diagnosed with cancer, and is receiving treatment.
27.

In May 2007, Salah’s automobile insurance provider, MetLife, cancelled his

insurance on the ground that he was a “Specially Designated Terrorist.”
28.

In August 2005, Salah was indicted under the Racketeering Influenced and

Corrupt Organizations Act (RICO), 18 U.S.C. §§ 1961–1968, based on his alleged involvement
with Hamas. He was also charged with obstruction of justice in connection with interrogatory
responses he provided in private civil litigation. The jury acquitted Salah of the RICO charges
related to alleged involvement with Hamas. Upon information and belief, defendants never
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considered the effect of Salah’s acquittal on whether he should continue to be designated as a
Specially Designated Terrorist. Salah was convicted of one count of obstruction of justice for
allegedly providing false statements on interrogatory responses in civil litigation. (The jury did
not identify which interrogatory response it deemed false). In July 2007, Salah was sentenced to
21 months in prison, and was released in April 2009.
29.

Because the previous license was more than a decade old, contained an expired

due date of July 1998, and might be viewed by any prospective employer or bank with
skepticism, counsel for Salah in July 2009 requested from OFAC confirmation that SDT-005
remained in effect, or a new license.
30.

On September 22, 2009, OFAC revoked Salah’s previous license, SDT-005, and

issued a new license, SDT-110. (Exhibit E). Inexplicably, this license was effective for only
two months, through November 2009. It authorized Salah to engage only in transactions
reasonably necessary to: (1) “purchase, make payments for, and receive goods and services
essential to the basic maintenance of the Licensee, including rent, food, clothing, medical care,
transportation, insurance and utilities;” (2) make payments for legal services; (3) seek
employment; and (4) open a bank account. However, it provided that even as to these limited
authorized expenses, payment could not “originate from a source in the United States,” and
therefore Salah’s family, friends, and any other supporters in the United States were barred from
helping him subsist. The license provided that a transaction for any purpose other than those
specifically authorized was prohibited.
31.

Thus, Salah was and is prohibited from engaging in a wide range of economic

transactions, including, for example, any transaction incident to: purchasing a book or
newspaper; attending a lecture, concert, or sporting event; donating to or volunteering his
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services to a political candidate; buying his wife flowers or other gifts; or any activity other than
“basic maintenance.” The license further required him to keep records demonstrating that each
and every transaction fell within the “basic maintenance” contours authorized. This would
require him to maintain records of every item of food or clothing that he purchased, every bus or
other public transportation trip he took, every gallon of gas that he purchased, etc. These
requirements are so sweeping that they are for all practical purposes impossible to comply with.
32.

Salah’s Muslim faith requires that he make regular donations to charity, called

“zakat.” Since his designation, however, IEEPA, the Executive Order and OFAC regulations
have barred him from doing so, thereby imposing a substantial burden on the exercise of his
religion. He has refrained from making zakat donations because of the restrictions imposed on
him by defendants’ designation. Observant Muslims are also required to do a pilgrimage to
Mecca (“haj”), the birthplace of the Prophet Muhammad, at least once, and are urged to do so
more often over the course of their lives. Salah has never gone on haj with his wife and children,
and would like to observe his religious tenets in this manner, but cannot do so because of the
restrictions imposed on him by the defendants’ designation.
33.

OFAC regulations provide a general license for certain uncompensated legal

services and emergency medical services to a designated person. 31 C.F.R. §§595.506, 595.507.
Any payment for such services, however, must be specifically authorized by OFAC. Id. In
addition, the prohibitions on transactions do not apply to personal communications having no
value, import and export of certain informational materials, and certain expenses associated with
travel in another country. 31 C.F.R. §§595.206. Thus, Salah could spend money without an
OFAC license in Canada, Israel, or the West Bank and Gaza, but may not do so in his hometown
of Bridgeview. However, there are no general licenses for basic living expenses.
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34.

Nothing in the statutes, executive order, or regulations requires defendants to

review or reconsider Salah’s status on any regular basis, or to justify his treatment to a court.
Upon information and belief, defendants have never reviewed Salah’s designation since its initial
imposition in 1995. Even if Salah were to seek reconsideration, the regulations do not require
defendants to rule on such requests in any reasonable period of time, or to offer any reasons for
their actions.
35.

AFSC and ADC are concerned about the fairness and legality of defendants’

treatment of Salah. These organizations, and ADC’s members, seek to advocate in coordination
with Salah on his behalf in order to register their objections to his treatment, and express their
views on this issue of public concern. They do not want to undermine Salah’s interests, so
would like to coordinate their advocacy with him to ensure that it is expressing their mutual
concerns. Defendants have taken the position in other litigation, however, that “coordinated
advocacy” engaged in for the benefit or on behalf of a designated person or entity is barred by
the prohibitions on the provision of “service” and “support” to designated persons or entities.
See Al Haramain Islamic Found. v. U.S. Dep’t of Treasury, 660 F.3d 1019 (9th Cir. 2011),
amended and superseded by 686 F.3d 965 (9th Cir. 2012). AFSC, ADC, and ADC’s members
are afraid that if they engage in such coordinated advocacy, they may be subject to enforcement
action by defendants, including but not limited to designation and civil and criminal penalties.
COUNT I
SUBSTANTIVE DUE PROCESS
36.

Plaintiff incorporates herein by reference paragraphs 1-35, supra, as if fully set

forth herein.
37.

Defendants’ actions impose severe, arbitrary and indefinite restraints on Salah’s

ability to engage in virtually any transactions without approval from OFAC in its unfettered
-12-

discretion, including transactions necessary to sustain himself and his family, and to engage in a
wide range of constitutionally protected activities. The restrictions are imposed indefinitely,
without any regular reconsideration or approval by a court. And they appear to have been
imposed for his alleged connections to Hamas, before connections to Hamas were prohibited by
U.S. law, and therefore without any notice that his activity was proscribed. For these reasons,
defendants’ actions violate Salah’s substantive due process rights guaranteed by the Fifth
Amendment.
COUNT II
PROCEDURAL DUE PROCESS
38.

Plaintiffs incorporate herein by reference paragraphs 1-37, supra, as if fully set

forth herein.
39.

Defendants’ actions described above have deprived and continue to deprive Salah

of liberty and property interests without notice or a meaningful opportunity to respond, and
thereby deprived him of procedural due process, in violation of the Fifth Amendment.
COUNT III
IMPOSITION OF CRIMINAL PUNISHMENT WITHOUT TRIAL
40.

Plaintiffs incorporate herein by reference paragraphs 1-39, supra, as if fully set

forth herein.
41.

Defendants’ designation has imposed an indefinite punitive restraint, already

lasting more than seventeen years with no end in sight, on Salah engaging in any economic
transaction without specific OFAC approval. The indefinite imposition of such a severe sanction
in these circumstances amounts to criminal punishment without affording him his Fifth and Sixth
Amendment rights to notice of the charges against him, the right to confront any witnesses
against him, compulsory process for obtaining witnesses in his favor, trial by jury, and the right
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to assistance of counsel.
COUNT IV
FIRST AMENDMENT - SALAH
42.

Plaintiffs incorporate herein by reference paragraphs 1-41, supra, as if fully set

forth herein.
43.

Defendants’ actions, by blocking Salah’s use of his property, forbid him from

spending any money on speech or associational activities absent prior approval from OFAC,
effectively imposing a prior restraint in violation of Salah’s First Amendment rights to freedom
of speech, freedom of association, and free exercise of religion.
COUNT V
FIRST AMENDMENT – AFSC AND ADC
44.

Plaintiffs incorporate herein by reference paragraphs 1-43, supra, as if fully set

forth herein.
45.

Defendants’ actions, by prohibiting AFSC, and ADC from coordinating with

Salah in advocacy on matters of mutual and public concern, including the constitutional issues
surrounding defendants’ treatment of Salah, violate their First Amendment rights to freedom of
speech and association.
COUNT VI
RELIGIOUS FREEDOM RESTORATION ACT
46.

Plaintiff incorporates herein by reference paragraphs 1-45, supra, as if fully set

forth herein.
47.

Defendants’ actions, by prohibiting Salah from entering into any transactions in

pursuit of the exercise of his religion, including meeting his obligations to make charitable
donations, or “zakat,” violates the Religious Freedom Restoration Act, 42 U.S.C. § 2000bb et
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seq.
COUNT VII
ADMINISTRATIVE PROCEDURES ACT
48.

Plaintiff incorporates herein by reference paragraphs 1-47, supra, as if fully set

forth herein.
49.

Defendants’ designation is arbitrary and capricious, because it denied Salah any

notice or opportunity to respond to the legal or factual bases for the decision, and therefore is
based on an incomplete record that fails even to consider Salah’s evidence, and because the
record does not establish that Salah falls within the category of persons subject to designation.
PRAYER FOR RELIEF
WHEREFORE, plaintiffs seeks
A.

A declaration that defendants’ designation has violated plaintiff Salah’s statutory

and constitutional rights;
B.

An injunction requiring defendants to lift the designation and to remove the

restrictions upon him and his property associated therewith;
C.

A declaration that the restrictions on AFSC and ADC’s ability to engage in

advocacy in coordination with Salah in support of a challenge to his treatment violates their First
Amendment rights to speech and association, and an injunction barring enforcement of IEEPA or
its implementing regulations with respect to plaintiffs’ coordinated advocacy.
D.

An award of attorneys’ fees and costs pursuant to the Equal Access to Justice Act

(28 U.S.C. § 2412);
E.

Such other and further relief as this Court determines to be just and equitable.

Dated: September 5, 2012
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Respectfully submitted,
/s/ Matthew J. Piers
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Matthew J. Piers
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