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'UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
et al..,

‘Plaintiffs, ' 04 Civ. 4151 (AKH)
v.
DEPARTMENT OF DEFENSE, et al.,

Defendants.

DECLARATION OF LEON E. PANETTA,
DIRECTOR, CENTRAL INTELLIGENCE AGENCY

I, LEON E. PANETTA, hereby declare and state:

I. INTRODUCTION

1. I am ﬁhe Director of the Central intelligence Agency
(CIA). In my capacity as Director, I lead the CIA and manage |
the Intelligence Community’s human intelligence and open sou?ce
collectiog programs on behalf of the Director of Nation%l
Ihteliigencé (DNI}. I have held this position since 13 February

 2009. I have held a number of positions in the executive and
legislative branches, including sexrving as President Clinton’'s
Chief of étaff from 1984 to 1997,vDirector of the Offive of
Management and Budget (OMB) from 1993 to 1994, and congressional
representative to California’s 16th (now 17th) Coﬁgressional

Digtrict from 1977 to 1993,
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2. I make the following statements based upon my personal
knowledge -and information made available to me in my official
capacity. The judgments expressed in this declaration are my

OwWIl.

3. Through the exercise of my official duties, I have been
adviged of this litigation and I am familiar with the CIA
documents and information currently at iééue in this case. I
understand that the Plaintiffs filed this suit on June 2, 2004,
under the Freedom of Information Aét (FOIA) seeking, among other
things, CIA records relating to the treatment of detainees in
ﬁ.s. custody. I also understana that on May 7, 2009, the Court
ordered tﬁe Government to compile a list of documents related to
the contents of 92 destroyéd videotapes of detainee
interrogations that occurred between April and December 2002;
and that pursuant to the Court’s Order, the CIA has identified
580 documents. I further understand that, pursuaat to ;he
Court's Order, a sample of 65 documents was selected for review
for potential release.

4. The purpose of this declaration and accompanying Vaughn
index (attached and hereby incorporated)‘is.to describe, to the
greatest extent possible on the public record my determination,
that phe'ﬁs-documents currently at issue must be withheld in
their entirety from public disclosure. I am also submitting a

classified in camera, ex parte declaration to provide additional

2
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details that cannot be discussed on the public recoxrd. Part IIX
of this declaration describes the CIA documents and information
at issue; and Part III describes the FOIA exemptions upon which

the CIA relies.

IX. CIA DOCUMENTS AND INFORMATION AT ISSUE

S. fhe majority of the documents currently at issue are

TOP SECRET communications to CIA Hea&qqartefs from a covert
overseas CIA facility where interrégations were being conducted.
These TOP'SECkET communications consgist primarily of sensitive
intelligence and operational information concerming
interrogations'of Abu Zubaydah. Drafted.during the timeframe
the interrogations were being conducted, these communications
are the most contemporanesous documents the CIA possesses
concerning these interrogations. In addition to these TOP
SECRET communications, there are also a small number of
-miscellaneous documents, which include notes of CIA employeeé
who reviewed the 92 videotapes before théf were desgroyed,
logbooks containing details of the interrogations, and a
phctograpﬁ. These miscellaneous documents, like the operational
communications, contain TOP SECRET operational information
concerning the interrogations, and were drafted either
contemporaneously with the interrogations or with a viewing of

the now-destroyed videotapes.
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6. I want to emphasize to the Court that the operational
documents currently at issue contain detailed intelligence
information, to include: intelligence provided by captured
terroxiété; intelligence requirements that CIA prioxitized at
specific points in time; what the intelligence commﬁnity did not
know about our enemies in certain time frames, i.e.,
intelligerice gaps; information concerning intelligence methods,
that would permit terrorists to evade questioning; information
that could identify CIA offieers and others engaged in
clandestine counterterrorism opefations; and information that
would disclose the locations of covert CIA facilities overseas
and the identities of foreign countries éhat have assisted the
CIA in co}lécting informatién on terrorist organizations.

7. Much of the information in the documents is
intelligence that was being provided to the field and
intelligence that was being gathered from the interrogations.
Tﬁis sensitive intelligence provides important insight into what
the CIA knew--and what the CIA did not know, ;.e. intelligence
gaps--at specific points in time on specific matters of
intelligerice interest. I have determined tha; the disclosure of
intelligence about ai~Qai'da reagsonably could be expectéd_to
result iﬁ exceptionally grave damage to the national security by
informing .our aﬁemies of what we knew about them, and when, and

in some instances, how we obtained the intelligence we
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possessed. This intelligence information is therefore properly
exempt from disclosure under FOIA Exemptions b(1l) and b(3).

8. Information concerning the names and titles of CIA
personnel, and information concerniﬁg CIA organization,
functions, and filing information, has also been withheld from
the documents at issue baéed on FOIA Exemptions b{(1i} and b(3}.
Names and identifying information of CIA personnel, andACIA
contractofs and employees of other federal agencies involved in
clandestine counterterrorism opératicns, also has been withheld
on the basis of FOIA Exemption b{6), as the disclosure of such
information would constitute a clearly unwarranted invasion of
personal privacy.' BAs I discuss below, disclosing the identities
of CIA employees and others involved in clandestine
counterterrorism operations could place those individuals, as
well as.their}families and friends, at grave risk from
extremists seeking retribution.

9, The documents at issue also disclose the locatiocns of
covert CIA facilities and the-identities of countries
cooperating with the CIA in counterterrorism operations, As T
discuss in my classified declaration, such information is
properly élassified and exempt form disclosure under FOIA

Exemptions b{1) and b(3}.

Y'As described in the attached Vaughn index, 62 of the 65 documents at issue
contain names or identifying information of Agency employees or personnel
involved in clandestine counterterrorism operations.
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T10. As the Court knows, on April 16, 2009, the President
| of the United States declassified and released in iarge part
Department of Justice, Office of Legal Counsel (OLC) memoranda
analyzing the legality of specific Enhanced Interrogation
Techniques (EITs). As the Court also knows, some of the
operational documents currently'at issue contain descriptions of
EITs being applied during specific overseas interrogations.
These descriptions, however, are of EITs as applied in actual
operationé, and are of a qualitatively different nature than the
EIT descriptions in the abstract contained in the OLC mémoranda.
As discussed be;ow and in my classified declaration, I have
determined that information contained within the operaﬁional
documents at issue concerning application of the EITs must
continue to be classified TOP SECRET, and withheld from
disclosure in its entixety under FOIA Exemptions b(1} and b(3).
.. 11. The recgntly declassified OLC memoranda are legal
analyses by Department of Justice (DOJ) attorneys. Although
they discuss the legality of specific proposgd intelligence
gctivities,_they do not reveal the type of informatian in the
operational documents at issue: details of actual intelligence
activities, sources, and methods. Even if the EITs are_nevér
used agaiﬁ, the CIA will continue to be‘involved in guestioning
terrorists under legally appréved guidelines. The information

in these documents would provide future terrorists with a
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guidebook on how to evade such questioniﬁg. ; elaborate further
on this point'in_my classified declaration.

12. Additionally, disclosure of explicit details of
specific interrogations where EITs were applied would provide
'él—Qa'ida with'propagan&a it could uée td recruit and raise
funds. BAl-Qa'ida has a very effective propaganda operation.
When the abuse of Iragi detainees at the Abu Ghraib prison was
disclosed, al—Qa;ida made very eff;ctive use of that information
in extremist websites that recruit jikadists and seolicit
financial suppeort. Information concérning the details of the
EITs bging applied would provide ready~made‘ammunition for al-
Qa’'ida propaganda. The resultant damage to the national
securify Qould likely be exceptionally grave, and the
withholding of this information is therefbre proper under FOIA
Exemption b{1).

13, A small amount of information has been withheld based
on FOIA Exemption b{5}, as it ie deliberative, attorney-client
communications, or attorney work-product.? Eight-of the
documents -at issue contain deliberative process information, to
include evaluaticns,vopinions, and recommendations from CIA
employees to their management concerning a future policy or

course of action; one of those documents also contains an Agency

2 as described in the attached Vaughn index, documents 28, 54, 56, 57, and
59-62 contain deliberative process privileged information; and documents 39
and 60 contain attorney-client commumiications and attorney work-product.
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employee’s notes from a discussion éith a CIA attorney who
reviewed the videotapes to evaluate legal and policy compliance;
and another of those documents ‘also contains that attcrnéy's
analysis énd conclusiéns to CIA management concerning his legal
and policy review.

14. T have determined that no meaningfully segregable
information can be released from the operational documents at
igsue. In some instances, relatively innocuous words or
sentences, some of which may even have been released in other
contexts, .are so inextricably intertwined with the clagsified
information that their release would produce only meaningleés,
incomplete, fragmented, unintelligible words or sentences.
Additiona% justification for denying these documents in full isg
provideé in my classified declarxation. I ém not suggesting a
blanket CIA policy whereby no communications from the field, or
documents containing operational information, could ever be
released in part. The CIA has at times, in its history,
released in par; such doéuments and I exﬁect that we will again,
even in this case. The documents at issue, however, were
purposefully selected for review based on the sensitive
operational information they contain. Where non-operational
documents are at issue, as ig the case with a portion of the
documents .within the sc¢ope of the recent remand order, the CIA

will consider such documents for release.
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15. . Lastly, I also want to emphasizé to the Court that wmy

determinations expressed above, and in my classified

~declaration, are .in no way driven by a desire to prevent
embarrassment for the U.8. Government or the CIA, or to suppress
evidence of any unlawful conduct. My scle purpose is to prevent
the exceptionally grave damage to the national éecurity
reagonably likely to occur‘frém public disclosure of any portion
of these &ccuments, and to protect intelligence sources and

methods.

IXI. FOIA EXEMPTIONS

A. FOIA Exemption b{l}

16. FOIA Exemption b(l) provides that the FOIA does not
apply to matters that are:
(A} specifically authorized under criteria established
by an Executive order to be kept secret in the interest of

national defense or foreign policy and

(B) are in fact properly classified pursuant to such
Executlve order.

B U.8.C. § 552(b) (1}).
17. The authority to classify information is derived from
a succession of Execubive orders, the most recent of which is

Executive Order 12958.° I have reviewed the documents at issue

3 Executive Order 12958 was amended by Executive Order 13292, See Exec. Order
Ko. 13292 {(Mar. 28, 2003)}. All citations to Exec. Order No. 12858 are to the
Order as amended by Exeq. Order No. 13292, See Exec. Order No. 12,958, 3
C.F.R. 333 (19%5), reprinted as amended in 50 U.S.C.A. § 435 note at 183
{West. Supp. 2008).
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under the criteria established by Executive Order 12958 and héve
determined that the information withheld on the basis of FOIA
Exemption b(l) is in fact properly classified pursuant‘to the
Order.

18. Section 6.1{(h} of tﬁe Executive Order defines
wclassified national security information” or wolassified
information” as “infopmation that has been determined pursuant
to this order or any predecessor order to require protection
against unauthorized disclosure and ig marked to indicate its
classified status when in documentary form.” Sectién 6.1{y} of
the Order defines “national security” as the “national defense
or foreigﬁ relations of the United States.”

19. Section 1.1(a).of the Executive Order provides that
information may be originally classified under the terms of this
order oniy if all of the followigg conditions are met:

{1} an original classification authority is
classifying the informatipn;

{2) the information is owned by, produced by or for,
or is under the control of the United States Government;

{3) the information falls within one or more of the
categories of information listed in section 1.4 of this
order; and :

~ (4) the original classification authority determines
that ‘the unauthorized disclosure of the information
reagonably could be expected to result in damage to the
national security, which includes defense against
transnational terrorism, and the original classification
authority is able to identify or describe the damage.

10
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.

Exec. Order 12958, § 1.1(a).

20. Original clasgification authority - Section_1.3{a) of.
the Executive Order provides that the authority to classify
iﬁformation originally-méy be exercised only by the President
'and; in the performance of executive duties, the Vice President;
agency heads and officials designated by the President in the
Federal Register; and United States Government officials
delegated this authority pursuant to section 1:3{(c) of the
Order. Section 1.3(c) (2) provideé that TOP SECRET original
classification authority may be delegated only by the President;
in the performance of executive duties, the Vice President; or
an agency head or official designated pursuant to section
1.3(&}{2)-of tﬁe Executive Order.

21, In accordanée with section 1.3€a) (2}, the Pxesidant.
designated the Director of the CIA as an cfficial who may
classify info:matioﬁloriginally as TOP SECRET.®* Section 1.3(b)
of the Executive Order provides that original TOP SECRET
eclasgification authority includes the authority to cléssify
information originally &g SECRET and CONFIDENTIAL. With respect

to the withheld information for which FOIA Exemption b(l) is

¢ order of President, Designation under Executive Order 12958, 70 Fed. Reg.
21,609 [(Apr: 21, 2005), reprinted in U.8.C.A. § 435 note at 205 {(West Supp.
2008). This order succeeded the prior Order of President, Officials
besignated to Classify National Security Informatlon, 60 Fed. Redg. 53,845
{Oct. 13, 1995}, reprinted in U.S5.C.A. § 435 note at 4886 (West 2006), in
which the President similarly designated the Director of the CIA as an
official who may clagsify information originally as TOP SECRET.

11



Case 1:07-cv-05435-LAP ~ Document 152-41  Filed 09/22/2009 Page 12 of 24

asgserted, I have reviewed the documents at issue and have
determined that they cogtain information that is currently and
properly classified SECRET and TOP SECRET.

22. U.8. Government information - Informatlon may be
originally classified only if the information is owned by,
produced by or for, -or is under the control of the United States
Government. With respect to the withheld information for which
FOIA Exemption b(l} is asserted, 1 have reviewed the documents
at issue and have determined that they are owned by the U.S.
Government, produced by the U.S8. Government, and under the
control of the U.8. Government.

23. Categories of clasgified infb;mation-« Iinformation may
be classified only if it concerns one of the categories of
information set forth in section 1.4 of the Executive Order.
with respeét to the withheld information for.which FOIA
Examption b{1) is aséerted, I have rﬂviewed the documents at
issue and.have determined that tﬁey contain information that
concerns one or more of the following classification categories
in the Executive Order: -

‘(a)}) Information concerning intelligence activities
(including special activities), or intelligence sources or
methods [§ 1.4(e)l; and

(b} Information concerning foreign relations or

foreign activities of the United States, lncludlng
confidential sources [§ 1.4(d}].

12
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24. .Damage to the national security - Section 1.2(a} of
the Executive Order provides ;hat information shall be
classified at one of three levels if the unauthorized disg}osnre
of the inﬁormation reasonably could be expected to cause damage
to the.national security, which includes defense against

‘ transnational terrorism, and the original classification
authority is able to identify or describe the damage.
Informatién shall be ciassified TOP SECRET if its unauthorized
disclasﬁre reasonably could be expectedfto result in
_exceptionally grave damage to the national security; SECRET if
its unauthorized disclosure reasonably could be expected to
result in serious damage to the pational security; and
CONFIDENTIAL if its unautho?ized disclogsure reasonably could be
expected to result in damage to the national security.

25. With respect to the withheld information for which
FOIA Exemption b{1l) is asserted, I have reviewed the documents
at issue and have determined that the unauthorized disclosure of
the withheld information reasonably could be expected to result
in serious or exceptionally grave damage to the national
gecurity, including dawage to the United States' defense against
transnatiénal terrorism and to the foreign relations of the.
United States, and thus the information is classified SECRET or
TOP SECRET, respectively. The damage to national Secﬁrity that

reasonably could be expected to result from the unauthorized

13
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disclosure of this classified information is described in the
relevant paragraphs above, and wy clagsified declaration.

26. Proper purpose - 1 have reviewed the documents at
issue and have determined that the w;thheld information has been
clagsified for a proper purpose and that nod information has been
classified in order to conceal violations of law, inefficiency,
or administrative error; prevent embarrassment to a person,
orgaﬁization ot agency; restrain competition; or prevent or
delay ghe release of information that does not require
protection in the interests of national securitf;

27. Marking - I have reviewed the documents at iggue and
have detefminad that the classified versions of these documents
are properly marked in accordance with section 1.6 of the
Executi&e Order.® Each document bears on its face a
classification level; the identity, by name or personal
identifier and position{ of the original classification
authority; the agency and office of ‘origin, if not otherwise
evident; declassification instructions; and a concise reason for
classification that, at a minimum, cites the applicable

classification categories of section 1.4.

5 Many of the operational communications were originally marked as SECRET in
our communications database even though they should have been warked as TOP
SECRET, and some of the mizcellaneocus documents were not properly marked.
While we are not altering original electronic copies, this error is being
corrected for copies printed for review in this case.

14
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28. Proper classification - I have reviewed the documents
at issue and ha%e determined that the information withheld
pursuant to Exemption (b) (1) has been classifigd in"apcgrdance
with the substantive and procedural requirements of Executive
Order 12958 and that, therefore, the withheld information is
currently and properly classified.

29. Special accesgs program - Section 6.1(kk) of the
Executive Order defines a “gpecial access program” as “a program
egtablished for a gpecific class of classified information that
imposes safeguarding and access‘requirements that exceed those
normally regquired for information at the same classification
level.” Section 4.3 of the Order specifies the U.S. Government
efficials who may create a special access program. This section
further provides that for special access programs pertaining to
intelligence activities {including special activities, but not
including<military operations, strategic, and tactical
programs), or intelligence sources or methods, this function
shall be exercised by.tha Director of the CIA. This section
specifies that special access programs shall be establisﬁed only
when the program is required by statute or upon a specific
finding that the vulnerability'éf, or threat to, specific
information is exceptional; and the normal criteria for

determining eligibility for access applicable to information

is
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classified at'the'same level are not deemed sufficient to
protect the infor%aticn from unauthorized disclosure.

30. 'Officials of the Naticnal Security Council- (NSC)
determinaé that in light of the extraordinary circumstances
affecting the vital interests of the United States and the
sengitivity of the activities contemplatéd in the CIA terrorist
detention and interrogation program, it was essenti&l to limit
access to the information in the program. NSC officials
egtablished a special access érogramﬁ governing access to
informaticn relating to the CIA terrorist detention and
interrogation program. As the exXecutive agent for implementing
the terrorist detention and interrogation program, the CIA is
responsib}e for limiting access to such information in
accordance with the NSC's direction. While CIA is no longer
using EITs or operating detention facilities, certain
information related to the program remaias claésified TOP
SECRET. i explain this information in greater detail in my
classified declaration.

B. FOIA Bxemption b (3}

31. FOIA Exemption b(3) provides that the FOIA does not
apply to matters that are:
specifically exempted from disclosure by statute {other

than section 552b of thisg title), provided that such
gatatute

¢ The name of the special access program is itself classified SECRET.

16
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{A) reguires that the matters be wiﬁhﬁeld‘from
the public in such a manner as to leave no discretion
on the issue, or

(B’ eStébiiéhes.pafﬁiéular critéria fbr-
withholding or refers to particular types of matters
to be withheld . .

5 U.8.C. § 552(b) (3}). I have reviewed the documents at issue
and have determined that there are two relevant witﬁhoidiﬁé
statutes. - ‘

32. National Security Act of 1947 - Section 102A(i) (1) of
the National Security Act of 1947, as amended, 56 ¥.8.C.

§ 403-1{(i) (1), provides tﬁat the DNI shall protect intelligence
sources and methods from unauthorized diéclosure. I have
reviewed the documents at igsue and have determined that they
contain information, including information that remaing
classifie&, that if disclozed would reveal intellidence sources
and methods. The CIA, therefore, relies on the National
Security Act of 1947 to witbhold any information thét would
reveal intelligence sources and ﬁethods.

33. In contrast to Executive Order 12958, the National
Security Act’s statutory requirement to protect intélligence
sources and methods does not regquire the CIA to identify or
describe the damage £o national security that reasonably could

be expscted to result from their unauthorized disclosure. In

any event, the information relating to intelligence sources and

17
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methods in the documents at issue that is covered by the
National Security Act is the same as the information relating to
intelligence activities, sources, and methods that is covered by
the Executive Order for classified information. Therefore, the
damage to .the pational security, including damage to the United
States' defense against transnational terrorism and to the
foreign relations of the United étates, that reasonably could be
expected to result from the unauthorized disclosure ofAsuch
information relating to intelligence séuices and methods is co-
extensive with the damage that reasonably could be expected to
regsult from the unauthorized disclosure of classified
informati&n, which is described above, and in my classified
declaration.

34. Central Intelligence Agency Act of 1949 — Section 6 of
the Central Intelligence Agency Act of 1949, as amended,
50 U.8.C. § 4039; provides that in the interesﬁs of the security
of the foreign intelligence activities of the United States and
in order to further implement saction.éog-l(i) of Title 50,
which provides that the DNI shall be responsible for the
pfotection of intelligence sources and methods from unauthorized
disalosurg, the CIA shall be exempted from the provisions of any
.1aw which requires the publication or disclosure of the
organization, functione, names, official titles, salaries, or

numbers of personnel employed by the CIA. In accordance with

18
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gsection 403-4a(d) of the National Security Act.of 1947, as
amended, 50 U.S.C. § 403-4ald), foremost among the functions of
ihe_CIA is the collection of intelligence through human socurces
and by other apbropriate means .

35. I have reviewed the documents at issue and have
determined that théy contain information, including info?mation
that remains classified, that if disclosed would reveai the
organization and functions of the CiA, ineluding the conduct of
clandestine intelligence activities to collect intelligence from
human sources using interrogation methods. In the interests of
the secﬁxity of the foreign intelligence activities of the
United States and in order to fuither implement the DNI's.
statutory responsibiliﬁy to protect ;ntelligence sources and
methods f£rom unauthorized disclosure, the CIA relies on the

| Central Intelligence Agency Act of 1949 to withhold any
informatidn that would reveal the organization, functions,
names, and official titles of personnel employed by the CIA,
including the collection of foreign intelligence through
intelligenice sources and methods--such as the conduct of
clgndestine intelligence activities to collect intelligence from
human sources using interrogation methods.

36. ,Aggin, in contrast to Executive Order 12958,'the CIA
Act’sg statutory requirement to further protect intelligence

sources and methods by protecting the organization, functions,

19
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'uames,”énd official titles of person# employed by the CIA, does
not require the CIA to identify or describe the damage to
national security that reasonably could be expected tc result
from their unauthorized disclosufe. In any event, the
~information relatipg to the organization and functions of the
CIA and intelligence scurces amd methods contained in the

A documents at issue that is covered by the CIA Act's statutory
requirement is the sameé as the information relating to
intelligence activities, sources, and methods that is covered by
the Executive Order for classified information. ‘Thereforé, the
damage to national secuﬁity, including damage to the United
Staﬁes' defense against transnational terrorism and to the
foreign relations of the United States,'that reasonably could be
expected to result from the'un;uthorized disclosure cf the
organizatioﬁ and functions of the CIA and intelligence sources
‘and methods is co-extensive with the damage that xeasénably
could be expected to resﬁlt from the unauthorized disclosure of
clasgified information, which is described above and in my

classified declaration.

C. FOIA Exemption b(5)

'37- FOIA Exemption b{5} provides that the FOIA does not
apply to matters that are inter-agency or intra-agency .
memprandums or letters which would not be available by law to a

private party other than an agency in litigation with the

20
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Agency. I have reviewed the documents at issue and determined
that eight are intra-agency memorand% that contain information
klthat“isrprotected from disclosure under the daliberative_process

privilege (pre~decisional deliberations; p:elimihary
evaluations, opinions, and recommendations from CIA employees to
their management concerning a future policy or course of
action}; and two of those contain information that is protected
from diséiosnre as attorney work-product and attorney-client
confidential communications (notes from a CIA employee’s
digcussion with a CIA attorney about the attorney’'s review, at
managemenﬁ request, of the videotapes to evaluate legal an&
policy compliance; and tﬁe CIA attorney’'s legal analysis and
conclusions to CIA management concerning his legal and peolicy
review). -Disclosure of deliberative process information would
discourage open, frank discussions on matters of policy between
subordinates and superiors. Disclosure of attorney-client
communica;idns and attorney work-product would discourage CIA
managers from seeking the advice éf C1A lawyers, and could
inhibit CIZ& lawyers from issuing copinions to CIA managers
concerning cowplex énd unsettled areas of law.

D. FOIA Exemption b(6)

38. FOIA Exemption b(6} provides that the FOIA does not
apply to personnel and medical files and similar files the

disclosure of which would constitute a clearly unwarranted

21
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invasion of personal privacy. I have reviewed the documents at
isgue and determined that sixty—tw§ éontain personal
information, and that the disclosure of that information would

" constitute a clearl? unwarfanted invasion of perscnal privacy.
Disclosing information that could identify CIA employees and
other personnél engaged in clandestine counterterrofism
operations could place those individﬁals, and their families and
friends, at grave risk from extremists seeking retribution.
There is no legitimate countervailing public bgnefit that could
come close to outweighing this paramount concern to protect U.S.

Government employees and their associates.

Iv. CORCLUSION

39. The CIA has withheld frxom the 65 sampied documents
informatign that concerns .intelligence activities, sources, and
methods, and foreign relatiéns and foreign activities of the
United States, primarily on the bases of FOIA Exemptiomns b(1),
and b{3) in conjuncﬁion with the National Security Act of 1947
and the céntral Intelligence Agency Act of 194%. Relatively
small amounts of information have also been withheld pursuant to
FOIA Exemptions b(8) and b(é), as they pertain to the
delibefative process, attorney workwprbduct, and attorney-client
cémmuniaations; and information the disclosure of which would be

a clearly unwarranted invasion of personal privacy. With
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respect to my decision that the documents at issue must remain
classified TOP SECRET in their entirety, and that no reasonably
‘“sagggggblélinforma§ion can be réleasgd,nl_have duly considered
that small amounts of similar information have been released in
other contexts. Because the operat;onal documents at issue are
of a qualitatively different ﬁature’than the déclasaified OLC
memoranda and, aé discussed in grea;er.detail in my ciaséified _
declaration, because of the exceptionally grave damage to
clandestine human intelligence collection and foreign liaison
relationghips reasonably likely to occur from releasing any
poxticﬁ of them, they must continue to be classified in their

entirety.

40. The CIA's primary mission is to gather the human
intelligence necessary to prevent terrorist attacks pargeting
7.8. persons, property, and interests. It is importanﬁ to note
that the disruption of terrorist plots is rarely the dramatic
last minute heroism displayed in popular culture, television,
rand movies. Instead, careful intelligence collection and
%naiysis is designed to identify plotters and their objectives
and neutralize them before their plans can materialize. Often
this involves identifying and focusing intelligence collection
efforts on specific individuals who are involved in nefarious
activities. This targeting would be greatly diminished without

clandestine human sources, robust liaison relztionships, and the
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AN

cooperation of foreign countries, all of which require the
Agency and our Government to maintain the trust and secrecy

necessary for these relaticnships to exist.

* * * *

I hereby declare under penalty of perjury that the

foregoing is true and correct.

0;!‘
Executed this day of June, 2009.

#5n E. Panetta
Director
Central Intelligence Agency
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

E/S 00995

MEMORANDUM FOR: Director, Central Intellipence Agency

SUBJECT: Protection of sources and methods in Amnesty Int’l v. CIA

I have been advised that in connection u;'ith the above-mentioned Freedom of Information
Act (FOIA) litigation certain information must be protected from public disclosure.

I have been informed of the nature of the records at issue in this case and have reviewed a
sample of them. Iam aware that the Central Intelligence Agency wili explain to the Court the
need to withhold certain information. The records I reviewed, as well as information that would
necessarily be revealed by a response to categories 3-6, 9-10, and 15-17 of the December 28,
2007 FOIA request, directly implicate sensitive intellipence sources and methods that must be
protected from unanthorized disclosure in the interest of the national security of the United
States. See 50 U.S.C. § 403-1(i).

You are authorized to take all necessary and appropriate measures to ensure that these
sources and methods are protected during the course of this litigation.

\(.)CJ@CCM"\/“ q/{f’/aq

Dennis Blair Date






