IN THE UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

THOMAS WILNER, etal.,

Plaintiffs,
V. Civ. A. No. 07-CV-03883-DLC

NATIONAL SECURITY AGENCY and
U.S. DEPARTMENT OF JUSTICE,

Defendants.

f e A T W W Vi S e T S

DECLARATION OF DAVID M. HARDY

I, David M. Hardy, declare as follows:

(1) 1am currently the Section Chief of the Record/Information Dissemination Section
(“RIDS”), Records Management Division (“RMD?”), at the Federal Bureau of Investigation
Headquarters (“FBIHQ"”) in Washington, D.C. 1have held this position since August 1, 2002.
Prior to joining the FBI, from May 1, 2001 to July 21, 2002, 1 was the Assistant Judge Advocate
General of the Navy for Civil Law. In that capacity, | had direct oversight of Freedom of
Information Act (“FOIA™) policy, procedures, appeals, and litigation for the Navy. From
October 1, 1980 to April 30, 2001, I served as a Navy Judge Advocate at various commands and
routinely worked with FOIA matters. I am also an attorney who has been licensed to practice law
in the state of Texas since 1980.

(2)  Inmy official capacity as Section Chief of RIDS, I supervise approximately 199
employees who staff a total of ten (10) units and a field operational service center unit whose

collective mission is to effectively plan, develop, direct, and manage responses to requests for




access to FBI records and information pursuant to the FOIA; Privacy Act; Executive Order
12958, as amended; Presidential, Attorney General, and FBI policies and procedures; judicial
decisions; and Presidential and Congressional directives. My responsibilities also include the
review of FBI information for classification purposes as mandated by Executive Order 12958, as
amended,’ and the prepamtion of affidavits/declarations in support of Exemption 1 claims
asserted under the FOIA? 1 have been designated by the Attorney General of the United States as
an original classification authority and a declassification authority pursuant to Executive Order
12958, as amended, §§ 1.3 and 3.1. The statements contained in this declaration are based upon
my personal knowledge, upon information provided to me in my official capacity, and upon
conclusions and determinations reached and made in accordance therewith.

3) Due to the nature of my official duties, T am familiar with the procedures followed
by the FBI in responding to requests for information from its files pursuant to the provisions of
the FOIA, 5 U.S.C. § 552, and the Privacy Act of 1974, S U.S.C. § 552a. Specifically, I am
aware of the treatment which has been afforded the requests for records made to FBIHQ by
William Goodman, Esq., Legal Director of the Center for Constitutional Rights (“CCR™), on
behalf of the plaintiffs in this case. These requests sought, among other things, access to “all
records obtained through or relating to ongoing or completed warrantless electronic surveillance
or physical searches of persons located within the United States, including logs and indexes,
regarding or conceming any Requesting Party and/or records of warrantless electronic

surveillance or physical searches of persons located within the United States that reference, list,

' 60 Fed. Reg. 19825 (1995) and 69 Fed. Reg. 15315 (2003).
2 5U.8.C. § 552 (b)(1).




or name any Requesting Party" from September 11, 2001 to the date of these FOIPA requests.”
(See Exhibit A, Plaintiffs' FOIA/Privacy Act request letter dated January 18, 2006.)

“4) Specifically, these requests seek access to any FBIHQ records concerning the
National Security Agency's (“NSA™) Terrorist Surveillance Program (“TSP”), a controlled access
signals intelligence program authorized by the President in response to the terrorist attacks of
September 11, 2001, which pertain to plaintiffs, who have asserted that “upon information and
belief, their electronic and/or telephonic communications have been monitored by defendant
agencies and that records of those communications have been compiled and retained by the
defendant agencies because of their representation of detainees and their international
communications with clients, released detainees, family members of detainees, and/or
organizations, businesses and individuals affiliated with detainees outside of the United States.”
(See Plaintiffs Second Amended Complaint for Declaratory and Injunctive Relief dated
November 2, 2007, Paragraph 7.)

(5) The purpose of this declaration is to provide information concerning the no longer
operative but still highly-classified TSP; and to provide the Court and plaintiffs with the
administrative and litigation history of plaintiffs’ requests as they relate to the TSP. Although
the President publicly acknowledged the existence of the TSP on December 17, 2005, highly
sensitive information about the TSP remains classified and cannot be disclosed without causing
éxceptionally grave damage to the national security of the United States. In particular, I provide
further explanation for neither confirming nor denying the existence of any TSP-related FBI
records pertaining to any individuals, including plaintiffs, in support of Defendants’ Partial

Motion for Summary Judgment. In further support of the FBI's response to plaintiffs” FOIA
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requests, 1 have personally reviewed the Declaration of J. Michael McConnell, Director of
National Intelligence (“McConnell Declaration™), which I am advised is being filed
contemporaneously with this declaration. The McConnell Declaration is provided in support of
withholdings in all TSP-related FOIA matters, and 1 have therefore relied on Admiral
McConnell’s expert assessment of the harms to the national intelligence program that would
result from disclosure of information related to the TSP and confirmation or denial of the
existence of TSP records concerning any individuals and his invocation of his statutory authority
to protect sources and methods,

THE TERRORIST SURVEILLANCE PROGRAM ("'TSP")

(6)  Following the September 11, 2001 terrorist attacks on the United States, the
President authorized the TSP in order to detect and prevent future terrorist attacks by al Qaeda
and other affiliated terrorist organizations. Under the TSP, the NSA intercepts communications
as to which it has reasonable grounds to believe that: (1) one of the communicants is a member
or agent of al Qaeda or an affiliated terrorist organization; and (2) the communication being
collected is to or from a foreign country (i.e., a “one-end” foreign communication).

| (7)  Dueto its extraordinaty sensitivity, information related to the TSP is currently
classified as TOP SECRET under the standards set forth in E.O. 12958, as amended. In
particular, and as will be described in further detail infra, information related to the TSP concerns
“intelligence activities (including special activities), intelligence sources or methods, or
cryptology,” E.O. 12958, as amended, § 1.4(c); “scientific, technological, or economic matters
related to the national security, which includes defense against transnational terrorism,” id.,

§ 1.4(e); and “vulnerabilities or capabilities of systems, installations, infrastructures, projects,
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plans, or protection services relating to the national security, which include defense against
international terrorism,” id., § 1.4(g), the disclosure of which reasonably could be expected to
cause exceptionally grave damage to the national security of the United States. Id., § 1.2(a)(1).
Moreover, information relating to the TSP is also designated as Sensitive Compartmented
Information (“SCI™) and is subject to special access and handling requirements necessary to
maintain its strict confidentiality and prevent its unauthorized disclosure.

(8)  The President publicly acknowledged the existence of the TSP on December 17,
2005 during a radio address.> As the President has stated, however, details about the TSP remain
highly classified and subject to special access restrictions under the criteria set forth in E.O.
12958, as amended. Unauthorized disclosure of information regarding the TSP can be expected
to cause exceptionally grave damage to the national security of the United States. Thus, pursuant
to the criteria outlined in E.O. 12958, as amended, information related to the TSP is classified
and, depending on the information, is usually subject to the special access and handling
requirements reserved for "Sensitive Compartmented Information" ("SCI"), because it involves
or derives from particularly sensitive intelligence sources and methods,

(9)  Following the President's public acknowledgment of the TSP in December, 2005,
the Director of the FBI, during a February 2, 2006 hearing of the Senate Select Committee on

Intelligence, publicly acknowledged the FBI's involvement in the TSP. Specifically, FBI

3 On January 17, 2007, the Attorney General announced that any electronic surveillance

that was occurring under the TSP would now be conducted subject to the approval of the Foreign
Intelligence Surveillance Court. The President has not renewed his authorization of the TSP.
Congress subsequently clarified and amended the Foreign Intelligence Surveillance Act through
the Protect America Act, which itself lapsed on February 16, 2008, but I am advised that the
certifications made under that Act remain in force for one year following their execution.
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Director Robert Mueller stated that the FBI “get[s] a number of leads from the NSA from a
number of programs, including the program that's under discussion today . . .. And I can say that
leads from that program have been valuable in identifying would-be terrorists in the United
States, individuals who were providing material support to terrorists.” Transcript at 51.
ADMINISTRATIVE OF PLAINTIFES’ FOIA REQUESTS

(10) By letter dated January 18, 2006, addressed to FBIHQ, William Goodman, Esq.,
Legal Director of the Center for Constitutional Rights (“CCR”), made a number of requests on
behalf of plaintiffs Thomas Wilner, Jonathan Hafetz, Gitanjali Guiterrez, Michael J. Sternhell,
Jonathan Wells Dixon, Joshua Colangelo-Bryan, Tina M. Foster, Brian J. Neff, Alison Sclater,
Marc D. Falkoff, Joseph Margulies, Scott S. Barker, Anne J. Castle, James E. Dorsey, Asmah
Tareen, Richard A. Grigg, Thomas R. Johnson, George Brett Mickum IV, Stephen M. Truitt,
David H. Remes, H. Candace Gorman, Charles Carpenter, John A, Chandler, and Clive Stafford
Smith, who are lawyers who provide or have provided legal representation to individuals
detained at Guantanamo Bay Naval Station, Cuba (“detainees”).’ These requests made to FBIHQ
by Mr. Goodman on behalf of plaintiffs sought access to “all records obtained through or relating
to ongoing or completed warrantless electronic surveillance or physical searches of persons
located within the United States, including logs and indexes, regarding or concerning any
Requesting Party and/or records of warrantless electronic surveillance or physical searches of

persons located within the United States that reference, list, or name any Requesting Party” from

* In this request letter, CCR also made requests for FBIHQ records concerning the TSP on behalf
of several other individuals who also are lawyers who have provided legal representation to
detainees. However, since these other individuals are not plaintiffs in this litigation, no further
reference will be made to them and this declaration will only pertain to the requests of the 24
listed plaintiffs.
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September 11, 2001 to the date of these FOIPA requests.” In this letter, plaintiffs also requested
that these requests be given expedited processing and a waiver of all fees in connection with
these requests. (See Exhibit A.)

(11) By 16 separate letters, all dated February 14, 2006, and by one letter dated
February 16, 2006, addressed to William Goodman, Esq., Legal Director of the CCR, FBIHQ
acknowledged receipt of his requests on behalf of 17 of the plaintiffs.®

"{12) By letter dated April 6, 2006, addressed to William Goodman, Esq., Legal
Director of the CCR, FBIHQ advised that with regard to the portion of his request which seeks
access to FBIHQ records concerning the individual requesting parties within the context of TSP-
related records, the FBI can neither confirm nor deny the existence of any records related to any
particular individual under the TSP due to the highly classified nature of this program which is

crucial to the national security of the United States. CCR was also advised that the fact of the

> In this request letter, CCR also made a FOIA request for other categories of FBIHQ records
concerning the TSP, including records concerning policies, procedures, guidelines and practices
related to the TSP, which are not specifically related to any TSP record concerning the 24
plaintiffs. CCR's FOIA request for these other categories of FBIHQ records concerning the TSP
will be addressed in a separate declaration.

6 They were assigned them the following request numbers: Thomas Wilner (FOIPA Request
Number 1038282-000), Jonathan Hafetz (FOIPA Request Number 1038317-000), Gitanjali
Guiterrez (FOIPA Request Number 1038614-000), Michael J. Sternhell (FOIPA Request
Number 1038354-000), Joshua Colangelo-Bryan (FOIPA Request Number 1038380-000), Brian
J. Neff (FOIPA Request Number 1038273-000), Marc D. Falkoff (FOIPA Request Number
1038336-000), Joseph Margulies (FOIPA Request Number 1038343-000), Scott S. Barker
{FOIPA Request Number 1038318-000), Anne J. Castle (FOIPA Request Number 1038319-000),
James E. Dorsey (FOIPA Request Number 1038373-000), Asmah Tareen (FOIPA Request
Number 1038375-000), Thomas R. Johnson (FOIPA Request Number 1038606-000), George
Brett Mickum IV (FOIPA Request Number 1038356-000), Stephen M. Truitt (FOIPA Request
Number 1038344-000), H. Candace Gorman (FOIPA Request Number 1038391-000), and John
A. Chandler (FOIPA Request Number 1038394-000). (See Exhibit B.)
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existence or non-existence of responsive TSP-related records concerning any individual is a
currently and properly classified matter in accordance with E.O. 12958, as amended, and thus is
denied pursuant to Exemption 1 of the FOIA, 5 U.S.C. § 552 (b)(1). Finally, CCR was advised
of the procedure for appealing any denials in this response to the DOJ, Office of Information and
Privacy (“OIP™). (See Exhibit C.)

(13) By letter dated June 5, 2006, addressed to OIP, William Goodman, Esq., Legal
Director of the CCR, appealed the denials by the FBI in response to his requests for TSP-related
records concerning the individual requesting parties. Specifically, CCR asserted that the FBI
impropetly relied on FOIA Exemption 1 to neither confirm or deny the existence or non-
existence of responsive records concerning these individuals. In addition, CCR appealed the
failure of the FBI to respond in a timely manner concerning its request for expedited processing
of its FOIA request for other categories of FBIHQ records pertaining to the TSP. (See
Exhibit D.)

(14) By letter dated June 20, 2006, addressed to William Goodman, Esq., Legal
Director of the CCR, OIP advised that after careful consideration of his appeal, it was affirming
the FBI's action in response to his requests for TSP-related records concerning the individual
requesting parties. OIP further advised that the FBI properly refused to confirm or deny the
existence or non-existence of responsive records concerning these individuals pursuant to
Exemption 1 of the FOIA, 5 U.S.C. § 552 (b)(1). OIP advised that CCR could seek judicial

review of its action on its appeal in accordance with 5 U.S.C. § 552(a)(4)}(B). (See Exhibit E.)




JUSTIFICATION FOR NEITHER CONFIRMING NOR DENYING THE
EXISTENCE OF TSP-RELATED FBI RECORDS WHICH
PERTAIN TO ANY INDIVIDUAL, INCLUDING PLAINTIFFS

(15)  As previously stated in 4 3 and 6, supra, the TSP is a highly classified and
controlled access signals intelligence program authorized by the President in response to the
terrorist attacks of September 11, 2001, in which the NSA is authorized to intercept
communications to or from foreign countries in which at least one of the communicants is
reasonably believed to be a member or agent of al Qaeda or an affiliated terrorist organization.

(16) As previously stated in 9 9, supra, the FBI receives investigative leads concerning
some TSP targets and/or intercepts from the NSA. These investigative leads are then analyzed
and assigned for further investigation by the FBI within the context of criminal, intelligence
and/or counterterrorism investigations concerning both known and suspected terrorists and
terrorist organizations and/or their associates who may be providing material support to terrorists
and terrorist organizations. The FBI's participation in the TSP and the investigative leads
generated by the TSP have proven to be invaluable investigative tools in FBI criminal,
intelligence and/or counterterrorism investigations and has resulted in the identification of
several terrorists and/or terrorist organizations operating within the United States as well as
persons and/or organizations within the United States that were providing material support to
such terrorists and terrorist organizations.

(17) Dueto the highly classified nature of the TSP, NSA and any participating
Government agency, iﬁcluding the FBI, can neither confirm or deny the existence of TSP-related
records pertaining to any individuals, including plaintiffs. Neither the NSA or the FBI can

publicly confirm in any particular case whether or not any communications relating to any
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individuals were or were not collected by the TSP. Public confirmation that the telephonic
communications of any particular individual were or were not intercepted and collected by the
NSA under the TSP or the fact that the NSA was unsuccessful in collecting such telephonic
communicgtions on a case-by-case basis would allow known and suspected terrorists and
terrorist organizations to accumulate this information and draw conclusions about the technical
capabilities, sources and methods of the NSA and the FBI under the TSP. The adversaries of the
United States in the War on Terror would then have a road map to instruct them on which
communication modes, individuals and organizations remain safe and are successtully defeating
these technical capabilities, sources and methods.

(18)  As atheoretical example, suppose that the NSA and/or the FBI has received
separate FOIPA requests from six individuals for any TSP-related records concerning
themselves. If the NSA and the FBI were to publicly confirm in response to the first three
FOIPA requests that no TSP-related information about Mr. A, Mr. B and Ms. C exists in the
records systems of these agencies and/or that these individuals have never been the targets of any
intercepted telephonic communications under the TSP, but in response to the remaining three
FOIPA requests that these agencies can neither confirm or deny the existence of any TSP-related
information concerning Ms. X, Ms. Y and Mr. Z, it would thus be logical for these last three
individuals to infer that such TSP-related information about them really does exist and that they
are, in fact, targets of intercepted telephonic communications under the TSP. Over the course of
time, the accumulation of such responses and the logical inferences that can be drawn from them
would lead to the inferential disclosure of the targets, capabilities, sources and methods of the

NSA and the FBI under the TSP and inform the terrorist adversaries of the United States of the
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degree to which the NSA and the FBI is aware of its operatives and activities and the degree to
which the NSA and the FBI can successfully exploit intercept telephonic communications under
the TSP in the War on Terror.

(19)  Given the above, the only reasonable response by Government agencies to
requests for TSP-related information concerning any individuals, including plaintiffs, is to
consistently refuse to neither confirm or deny the existence of any such TSP-related records
concerning any individuals iﬁ every instance, regardless of whether or not such TSP records
exist. The consistent application of this response of non-confirmation and non-denial results in
the inability of any individuals to draw logical inferences as to whether or not they are a target of
intercepted telephonic communications under the TSP, thus preserving and protecting the
integrity and effectiveness of the TSP.

(20)  The FBI cannot respond to each individual request for records concerning the TSP
in isolation, but must acknowledge that the terrorist adversaries of the United States will examine
any released information and any inconsistent response to a FOIA request. The compilation of
TSP-related information concerning any individuals, if publicly disclosed, could reasonably be
expected to cause exceptionally grave damage to the national security of the United States.
Therefore, the fact of the existence or non-existence of TSP-related information concerning any
individuals, including plaintiffs, is a currently and properly classified matter in accordance with
E.O. 12958, as amended, and is properly denied pursuant to FOIA Exemption 1, 5 U.S.C. § 552
(bX(1).

(21) I understand that both NSA and the DNI have invoked independent statutory

provisions to protect from disclosure any information concerning the organization and functions
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of the NSA and intelligence sources and methods, respectively, pursuant to Exemption 3, 5
U.S.C. § 552(b)(3). Asa member of the United States intelligence community, the FBI is
entitled to protect such information. Information the disclosure of which would confirm or deny
whether a particular plaintiff were targeted by — or subject to — TSP surveillance would reveal
both the functions and capabilities of the NSA, but would also reveal the intelligence
communities’ sources and methods. In particular, such disclosure would reveal to our
adversaries that a particular individual may or may not be available to securely communicate
information, or more broadly, the methods used to conduct surveillance of targets. In turn,
confirmation of a target’s identity would interrupt the flow of intelligence as the target would
then take steps to evade detection and/or manipulate that intelligence information. Such
disclosure would impede both the effectiveness of the FBI’s operational and law enforcement
procedures as well as the intelligence-gathering procedures of the FBI’s fellow intelligence
agencies with which the FBI works in cooperation in the course of its counterterrorism activities.
CONCLUSION

(22)  The FBI has appropriately refused to neither confirm nor deny the existence or
non-existence of any TSP-related records concerning plaintiffs, which is a response that is
consistently applied to all requests from individuals for TSP-related records concerning
themselves. The consistent application of this response of non-confirmation and non-denial in
all such requests results in the inability of any individuals to draw any logical inferences as to
whether or not they are a target of intercepted telephonic communications under the TSP and
thus preserves and protects the integrity and effectiveness of the TSP. Additionally, the FBI has

properly applied FOIA Exemption 1, 5 U.S.C. § 552 (b)(1), to refuse to confirm or deny the
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existence or non-existence of any such TSP-related records concerning plaintiffs inasmuch as the
public disclosure could reasonably be expected to cause exceptionally grave damage to the
national security of the United States. Therefore, the fact of the existence or non-existence of
TSP-related information concerning any individuals, including plaintiffs, is a currently and
properly classified matter in accordance with E.O. 12958, as amended, and is properly denied
pursuant to FOIA Exemption 1, 5 U.S.C, § 552 (b)(1). The fact of the existence or non-existence
of TSP-related information concerning particular individuals, including plaintiffs, is also
protected from disclosure by virtue of the statutory protections invoked by the DNI and NSA,
access has been denied pﬁrsuant to FOIA Exemption 3, $ U.S.C. § 552 (b)(3).

Pursuant to 28 U.S.C. § 1746, I declate under penalty of perjury that the foregoing is true
and correct, and that Exhibits A through E attached hereto are true and correct copies.

Y
Executed this l 3 day of March, 2008.

10, LLFL?

DAVID M. HARDY

Section Chief

Record/Information Dissemination Section
Federal Bureau of Investigation
Washington, D.C.,
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January 18, 2006
VIA OVERNIGHT DELIVERY

Federal Bureau of Investigation

Record Information/Dissemination Section
Service Request Unit, Room 6359

935 Pennsylvania Avenue, NW
Washington, DC 20535

(fax) 202-324-3725

Re: Freedom of Information Act Request (Expedited Processing Reguesfed[

Dear FOIA/PA Officer:

This letter constitutes a Request for records pursuant to the Freedom of Information Act
(“FOLA™), 5 U.S.C. § 552, ef seq., and corresponding regulations. This Request is submitted on
behalf of the Center for Constitutional Rights, its staff and Board attorneys, and the volunteer,
cooperating, and co-counsel attorneys and their staff (collectively, “Requesting Parties” or
“Requesters”) listed in Appendix A attached hereto. A similar request has been submitted to the
following agencies, departments and units of the United States government: the National Security
Agency, the Defense Intelligence Agency, the Central Intelligence Agency, the United States Army,
the United States Navy, the Department of Homeland Security, and the Department of Justice.

1. Requesting Parties

The Center for Constitutional Rights (“CCR™) is a non-profit, public interest organization
that engages in litigation, public advocacy and educational programs on behalf of those who seek to
challenge governmental misconduct, racial injustice, social and economic injustice and violations of
international human rights law in U.S. courts, the courts of other countries and other intemational
bodies and courts. For the past four years, lawyers and advocates at CCR have represented citizens
and noncitizens identified as alleged terrorists and/or suspected of having affiliations with terrorists.
These persons have been detained in places as diverse as the Metropolitan Detention Center in
Brooklyn, New York; the Passaic County Jail in Patterson New Jersey; the detention center at the
U.S. Naval Station in Guantinamo Bay, Cuba; the Far Falestin Branch Detention Facility of Syrian
Military Intelligence in Damascus, Syna; the Sednaya Prison in Sednaya, Syria; Abu Ghraib Prison
in Baghdad, Iraq; and other U.S. facilities, where they were subject to physical and psychologicat
abuse or torture, or unlawful rendition.

This Request is made on behalf of the following CCR staff members, staff attorneys,
volunteer attomeys, consultants, and Board Members who have or may have communicated with
clients, families of clients, attoreys and human rights activisis in foreign countries: William
Goodman (a k.a., Bill Goodman), Barbara Olshansky, Gitanjali Gutierrez (a.k.a., Gita Gutierrez),
Tina Monshipour Foster (Tina Foster), Seema Ahmad, Maria LaHood, Jennifer Green (ak.a, Jenme
Green}, Shayana Kadidal (a.k.a., Shane Kadidal), Rachel Meeropol, Steven MacPherson Watt,
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Matthew Strugar (a.k.a., Matt Strugar) Marc Krupanski, Kelly McAnnany, Claire Tixeire, Michael
Ratner, Jules Lobel, David Cole, Rhonda Copelon, Peter Weiss, Abdeen Jabara, Marilyn Clement,
Charles Hay-Maestre (a.k.a., Charlie Hay-Maestre or Charley Hay-Maestre), and Jeff Hogue.

This Request is also made on behalf of 108 pro bono volunteer, cooperating and co-counsel
attorneys and their staff throughou! the United States who have worked with CCR on a variety of
cases, primarily involving petitions for writs of habeas corpus filed on behalf of persons detained at
the U.S. Naval Station in Guantianamo Bay, Cuba. These pro bono attomeys and their staff are listed
in Appendix A.

2. Definitions

For the purpose of this Reguest, the following definitions shall apply:

A. - “Electronic surveillance” - refers to

(a)  the acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire, radio or other communication in
any form or format of persons located within the United States
obtained without benefit of warrant, including but not limited to any
and all wiretaps, recordings, surveillance and/or interceptions of

-telephonic conversations and/or transactions (including cellular and
; satellite phone conversations and/or transactions), interception of e-
mail conversations, or other written communications from public or

non-public web sites or computer networks;

(b) the acquisition by an electronic, mechanical, or other surveillance
device of non-content records obtained without benefit of warrant,
from persons located within the United States that identify the
existence of any communications, including but not limited to pen
registers; and

(c) the warrantless installation or use of an electronic, mechanical or
other surveillance device for monitoring to acquire inforrnation, other
than from a wire or radio communication;

B. “Records” - refers to all “records” as defined by the FOIA, 5 US.C. §
522(£)(2), including but not limited to existing memoranda, agreements, '
notes, orders, policies, procedures, protocols, written or email
correspondence, faxes, files, reports, rules, technical manuals, technical
spectfications, training manuals, studies, analyses, audio or video recordings,

1 This request does not include surveillance avthorized pursuant to Sections 1802 or 1822(a) of the Foreign
Intelligence Surveillance Act. 50 U.S.C. §§ 1802 or 1822(a).



3.

' D

-

transcripts of such recordings, data, papers, guidance, guidelines, evaluations,
instructions,  photographs, films, recordings, books, accounts,
communications and all retrievable information in computer storage,
regardless of form of the record as a digital, audio, written, video, or other '
record;

“Electronic surveillance” “of persons located within the United States” - refers
to records obtained through electronic surveillance of any communications by
or 10 an individual, individuals, group or groups within the United States,
regardless of whether the communication origimated inside or outside the
United States.

Records Sought

CCR and the other Requesting Parties seek disclosure of records in the possession of any
office of the Federal Bureau of Investitgation (“FBI”) and any agency, organization or corporation
holding récords at the behest of the National Security Agency (“NSA”) conceming any warrantless
electronic surveillance or warrantless physical searches of any person located within the United
States from September 11, 2001 to the date of this FOLA Request that references a Requesting Party,

In addition, CCR and other Requesters seek the disclosure of records concemning the development,
approval, and implementation of the Executive’s warrantless elecironic surveillance and/or
warrantless physical search program within the United Siates. '

In order to ascertain the extent of the Executive’s policies and practices concerning
warrantless electronic surveillance and/or warrantless physical searches of persons located within the
United States, chuesung Parties seek the following records:

All records obtained through or relating to ongoing or completed warrantless
electronic surveillance or physical searches of persons located within the United
States, including logs and indexes, regarding or concemning any Requesting Party
and/or records of warrantless electronic surveillance or physical searches of persons
located within the United States that reference, list, or name any Requesting Party;

Any Executive Orders authorizing the warrantless electronic surveillance or physical
searches of persons located within the United States referenced in paragraph (1)

above;

All records establishing, discussing or referencing the policies, procedures,
guidelines, or practices of the FBI or NSA used to (a) identify the individuals or
organizations subject to warrantless electronic surveillance or warrantless physical
searches within the United States; (b) pather information through warrantless
electronic surveitlance or warrantless physical searches within the United States; (c)
share this information with other U.S. govemnment agencies and with foreign



.governments or the agencies or agents thereof; (d) share this information as a basis
for a warrant request by the U.S. Department of Justice to the Foreign Intelligence
Surveillance Act Court; (¢) destroy this information; and/or (f) consult with or secure
approval from the U.S. Department of Justice or other departments, agencies or
Executive officials prior to conducting warrantless electronic surveillance or
warrantless physical searches of persons located within the United States;

4. Any records stating, discussing, or referencing the legality or propriety of warrantless
electronic surveillance or warrantless physical searches of persons located within the
United States, including but not limited to policy statements, memoranda, analyses,
explanations, or authorizations;

5. Any Department of Justice evaluation, assessment, or audit of any NSA program
implementing warrantless electronic surveillance or wamrantless physical searches of
persons located within the United States;

6. Any internal FBI evaluation, assessment, or audit of any FBI or NSA program
implementing warrantless electronic surveillance or warrantless physical searches of
persons located within the United States;

7. Any records containing concerns or comments by judges, national security officials,
intelligence officials, government lawyers, or othcr about the FBI or NSA warrantless
electronic surveillance program; and

8. Allrecords reflecting budget allocations for all warrantless electronic surveillance or
warrantless physical search programs of persons located within the United States.

4. Requesters Are Entitled to Expedited Processing

‘Expedited processing is warranted when an organization “primarily engage{s] in
disseminating information in order to inform the public about an actual or alleged Federal
Government activity” has an “urgent need” to secure the records. 32 C.R.F. § 286.4(d)3)(ii). The
Center for Constitutional Rights is an organization “primarily engaged in disseminating information”
about government misconduct through the work of its'staff, Board, volunteer, cooperating, and co-
counsel attormeys. As described above, CCR engages in litigation, public advocacy and educational
programming to defend constitutional and human rights law. Dissemination of information to the
public is a crucial component of CCR’s mission and work. Specifically, CCR publishes reports and
newsletters, maintains a public website, issues press releases, and offers educational materials and
programming 1o the pubic within the United States and intemnationally. Additionally, CCR’s staff,
board, and volunteer, co-counsel, and cooperating attomeys further disseminate CCR’s information
to their local and national communities through a variety of means, including thelr own press
rcleases, interviews, reports, and educational programmmg



The records in question involved the NSA and/or FBI’s actual and alleged warrantless
electronic surveillance within the United States, in apparent violation of the nghts guaranteed by the
First, Fourth, Fifth and Fourteenth Amendments to the United States Constitution. FOIA requests
bearing upon alleged Constitutional violations require an immediate response in order to cease any
ongoing violations and to prevent future ones.

A requester may also demonstrate compelling need by a showing that the informatton sought
1s “urgently needed™ and involves a “breaking new story of general public interest.” 32 C.R.F. §
286.4(d)(3)(iii). The instant Request clearly meets these standards in light of the current public
scrutiny and impending legislative hearings in response to the disclosure of the Executive’s policies
and practices involving warrantless ¢lectronic surveillance of persons within the United States, See,
e.g.. Jennifer Loven, Report of NS Spying Prompts Call for Probe, San Fran. Chron., Dec. 16, 2005
(stating that Senator Arlen Specter, chairman of the Senate Judiciary Committee, promised that the
Senate would conduct hearings to investigate the NSA’s warrantless electronic surveillance
praclices); see also Christine Hauser, Bush Declines to Discuss Report on Eavesdropping, N.Y.
. Times, Dec. 16, 2005; Maura Reynolds & Greg Miller, Congress Wants Answers About Spying on

US. Citizens, Pitts. Post-Gazette, Dec. 16, 2005; James Risen & Eric Lichtblau, Bush Lets US. Spy
on Callers Without Couris, N.Y. Times, Dec. 16, 2005; Steven Thomma, Spying Could Create
- Backlash ¢~ Congress; Public Reaction Hinges on Identity of Targets, San Jose Mercury News, Dec.
16, 2005: :ren Bohan & Thomas Ferraro, Bush Defends Eavesdropping and Patriot Act, ABC
News, De.. i7,2005; Dan Eggen & Charles Lane, On Hill, Anger and Calls for Hearing Greet News
of Stateside Surveillance, Wash. Post, Dec. 17, 2005, Jennifer Loven, Bush Defends Secret Spying in
U S . San Fran. Chron., Dec. 17, 2005; John Diamond, NS4 s Surveillance of Citizens Echoes 1970s
. Contraversy, USA Today, Dec. 18, 2005; Barton Gellman & Dafna Linzer, Pushing the Limits of
Wartime Powers, Wash. Post, Dec. 18, 2005; James Kuhnhenn, Bush Defends Spying in U.S., San
Jose Mercury News, Dec. 18, 2003; I'red Barbash & Peter Baker, Gonzales Defends Eavesdropping
Program, Wash. Post, Dec. 19, 2005; James Gerstenzang, Bush Vows te Continue Domestic
Surveillance, L.A. Times, Dec. 19, 2005;Todd J. Gillman, Bush Assails Disclosure of Domestic “
Spying Program, San Jose Mercury News, Dec. 19, 2005; Terrence Hunt, Bush Says NSA
. Surveillance Necessary, Legal, Wash. Post, Dec. 19, 2005; David Stout, Bush Says U.S. Spy
- Program is Legal and Essential, N.Y. Times, Dec. 19, 2005; George E. Condon, Bush Says Spying Is
Needed 1o Guard US, San Diego Union Trib., Dec. 20, 2005; Michael Kranish, Bush Calls Leak of
Spy Program Shameful, Bost. Globe, Dec. 20, 2005; Jeft Zeleny, No ‘Unchecked Power’ in
Domestic Spy Furor, Chi. Trib., Dec. 20, 2005; Douglas Birch, NS4 's Methods Spur Controversy,
Balt. Sun, Jan. 8, 2006; Dan Eggen, Probe Set in NSA Bugging, Wash. Post, Jan. 11, 2006; David
E. Sanger, In Shift, Bush Says He Welcomes Inquiry on Secret Wiretaps, N.Y. Times, Jan. 11, 2006;
Scott Shane, N.S A. Audit of Spying is Not Assessing Legality, N.Y. Times, Jan. 11, 2006; Jessica
Yellin, Ex-CIA Lawyer: No Legal Basis for NSA Spying, ABC News, Jan. 11, 2006; James
Gerstenzang, Bush Now Cites Value of Spying Inquiry, L.A. Times, Jan. 12, 2006; Sean Sullivan,
Markey Bashes Surveillance Program at Forum, Arlington (MA) Advocate, Jan. 12, 2006.

Finally, pursuant to the applicable regulations and statve, CCR and the other Requesters
expect the FBI's determination of this Request for expedited processing within 10 calendar days and
the determination of this Request for documents within 20 days. See 32 C.F.R. § 286.4(d)(1), (3); 5



U.S.C. § 552(a)(6)(AXi).
5. Requesting Parties Are Entitled To A Fee Waiver

Requesting Parties are entitled to waiver of all costs pursuant to 5 U.S.C. § 552(a)(4)(A)(iii)
because “disclosure of the requested records is in the public interest” and “likely to contribute
significantly to the public understanding of the operations or activities of the government and is not
primarily in the commercial interest of the requester.” As indicated above, the significant media
attention focused on the NSA’s policy of warrantless electronic surveillance reflects the
extraordinary public interest in the records Requesters seek. Disclosure of the requested information
‘would reveal the extent of the NSA’s warrantless electronic surveillance and/or warrantless physical
searches of persons located within the United States, raising weighty constitutional questions.

. Further, disclosure of the requested records will aid tﬁe public’s understanding of the
President’s decision to disregard existing restraints on the exercise of Executive power, including the
minimal oversight provided by the Foreign Intetligence Surveillance Act courts.

Finally, as a non-profit legal, advocacy, and educational organization, CCR and its staff,
Board, and volunteer, co-counsel and cooperating attomeys are well-suited to disseminate publicly
the information obtained from this Request. Because this Request satisfies the statutory criteria, a
fee waiver would fuifill Congress’s legislative intent in amending FOIA. See Judicial Waich, Inc. v.
Rossotri, 326 F.3d 1309, 1312 (D.C. Cir. 2003) (“Congress amended FOIA to ensure that it be
liberally construed in favor of wavers for noncommercial requesters.” (intemal quotation marks
omitted)).

If the fee waiver is not granted, however, we request that the fees assigned be limited to
“rcasonable standard charges for document duplication” pursuant to 5 U.S.C. § 552(a)(4)(A)(ii)(1I)
(“Flees shall be limited to reasonable standard charges for document duplication when records are
not sought for commercial use and the request ts made by . . . .a representative of the news media ..

" and 32 CFR. § 286.28(c) (stating that search and review fees shall not be charges to
“representatives of the news media™). If appropriate after reviewing the results of the Request, CCR
intends to “disseminate the information” disclosed by this Request “among the public” through the
media channels described above. CCR meets the definition of a “representative of the news media”
because it is “an entity that gathers information of potential interest to a segment of the public, uses
its editorial skills to turm raw material into a distinct work, and distributes that work to an audience.”

Nat 'l Security Archive v. Dep 't of Defense, 880 F.2d 1381, 1387 (D.C. Cir. 1989); see also Judicial
Waich Inc., v. Rossouti, 326 F.3d 1309, 1310 (D.C. 2003) (finding that a non-profit, public interest
organization that distributed a newsletter and published books was a representative of the media”
for purposes of FOIA). Accordingly, any fees :mposed for the processing of this Request should be
limited pursuant to these regulations.

* - * * *

If this Request is denied in whole or in part, Requesters ask that the FBI justify all defetions



by reference to specific exemptions of FOIA. Requesters expect the FBI to release all segregable
portions of otherwise exempt matenal, and reserve the right to appeal a decision to withhold any
records or to deny the within application for expedited processing and waiver of fees.

Thank you for your consideration of this Request. Kindly direct al} future responses and
furnish all disclosed records to William Goodman, Legal Director, Center for Constitutional Rights,
666 Broadway, 7™ floor, New York, N.Y. 10012, telephone (212) 614-6427.

Under penalty of perjury, | hereby affirm that the information provided supporting the
Request and the attached Appendix are true and correct to the best of my knowledge and belief.

Signed by:

-,

(/i s ,.I‘
("ﬁ"iﬂiam Goodman, Esg.

Legal Director

Center for Constitutional Rights

666 Broadway, 7" Floor

New York, NY 10012 ' _
(212) 617-6427 ot U7




David C. Sleigh, Esq. 1.
Sleigh &Williams, P.C.
364 Railroad Street

St. Johnsbury, VT 05819
(802) 748-5176

Joseph Margulies, Esq.'/
MacArthur Justice Center
University of Chicago Law School
1111East 60th Street

Chicago, IL 60637

(773) 702-9560

{763) 245-8048

Stephen M. Truitt, Esq., ~
(202) 220-1452

Charles Carpenter, Esq.
{202) 220-1507

Pepper Hamilton LLP

Hamilton Square

600 Fourteenth Street, NW.

Suite 500

Waghington, D.C. 20005

L .
Christopher J. Huber, Esq.
Pepper Hamilion LLP
3000 Two Logan Square
Eighteenth and Arch Streets
Philadelphia, PA 19103
(215) 981-4446

Marjorie M. Smith, Esq.
L.aw Office of Marjorie M. Smith
P.O. Box 234

Piermont, NY 10968

(845) 365-6335

Richard (Dicky) A. Grigg, Esq.
. Spivey & Grigg, LLP
48 East Avenue

Austin, TX 78701

{512) 474-6061

Appendix A*

Richard J. Wilson, Professor of Law v
Muneer 1. Ahmad, Professor of Law .~
Sheku Sheikholeslami L _
American University Washington College
of Law

4801 Massachusetts Ave. NW,
Washington D.C. 20016

(202) 274-4147.

William (Bill} A. Wertheimer, Jr., Esq. ¢~
30515 Timberbrook Lane
Bingham Farms, M1 48025
(248) 644-9200

_ﬁmn%r}lssman. Esq. v~

Sussman Law Office
Box 379

Bearsville, NY 12409
(845) 679-6927

Jonathan Wells Dixon. Esq.
Paul Schoeman, Esq. «
Allison Sclater, Esq.
Michael J. Sternhell, Esq. «—
C(212)715-7624
Kramer, Levin, Naftalis, & Frankel LLP
1177 Avenue of the Americas
New York, NY 10036
(212) 715-9100

L
Eldon V.C. Greenberg, Esqg. ©
Garvey Schubert Barer
1000 Potomac Street, N.W.
Washington, D.C. 20007
{202) 298-1789

Samuel C. Kauffman, Esq. i—
Garvey Schubert Barer &5

121 S.W. Morrison St.
Portland, OR 97204

(503) 228-3939

*Written authorizations from all individual requesters are attached.
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George Brent Mickum, @Esq.‘/ William J. Murphy, Esq.
(202) 434-4245 John J. Connolly, Esq. -
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H. Candace Gorman, Esq. ¥~
Elizabeth Popolis, Esq. v~

Law Office of H. Candace Gorman . Brian J. Neff, Esq. i—
542 S. Dearborn . Donald A. Klein, Esq. i’
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Julia Symon, Esq. +~
Clitford Chance US LLP
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(202) 912-5092
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Brennan Center for Justice
at NYU School of Law

161 Avenue of the Americas
12" Floor

New York, NY 10013

(212) 998-6289

Scott S. Barker, Esq. "
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A.J. Kramer, Esq. el

Office of the Federal Public Defender for
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Marc D. Falkoff, Esq. “
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I, Michael W. Drumke, am an attorney with Schiff Hardin LLP. I hereby authorize the Center for
Constitutional Rights (“CCR™) and its lawyers (o make a request on my behalf pursuant to the
Freedom of Information Act (“FOIA™), 5 U.S.C. ' 552, er seq., and cotresponding regulations for
records related to electronic surveillance of my communications, as described in the attached
Freedom of Information Act Request.

This request shall be made to the foliowing agencies, departments and units of the United States
govemnment: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

S

= g 4 7 f’g -'9 : ) E
Dated: January 17, 2006 7 U“""{’{/{)""’:F‘ R
’ Michael W, Drumke

Schiff Hardin LLP

6600 Sears Tower
Chicago, TL 60606-6360
(312) 258-5744

Fax (312) 258-5600



1, Thomas Wilner, am an attorncy with Shearman & Sterling LLP. [ hereby authorize the Center
for Consututional Rights (“CCR™) and its lawyers to make a request on my behalf pursuant to the
TFreedom of Information Act (“FOIA"™), 5 U.S.C. § 552, &r seq., and corresponding regulations
for records related to electronic surveillance of my communications, as described in the attached
Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Inteiligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

January 17, 2006 : Q é O MSL__K__MZAL‘:L 1

Date Thomas Wilner

Shearman & Sterling LLP

801 Pennsylvania Avenue, N.W.
Washington, DC 20004

(202) 508-8000

(202) 508-8100
twilner@shearman.com
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I Tmanwn H’LP&"E‘ , am an attorney with e 6“/1"“4/{ é”kt ﬁTJ;M*‘Q_,

GLMM' I hereby authorize the Centex for Constitutional Rights (“CCR”) and its
lawyers to make'a request on my behalf pursuant to the Freedom of Information Act (“FOIA”), 5
U.S.C. § 552, et seq., and corresponding regulations for records related to electronic surveillance of
my communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

Die ﬁﬁme] -
{please add preferred contact
information, including phone number}]
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o Yk, Y 10013
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L G.{%nﬂ Gubengz am an attorney with @ufa-_,& (pshtupima/. 1 hereby avthorize the Center for
Constitutional Rights (“CCR”) and its lawyers to make a request on my behalf pursuant to the
Freedom of Information Act (“FOIA”), 5 U.5.C. § 552, et seq., and corresponding regulations for
records related to electronic surveillance of my communications, as described in the attached
Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

tfujoe | %»;v'//i\

[
Date Signature




L, Michael J. Stemnbell, am an attorney with Kramer Levin Naftalis & Frankel LLP. I hereby
authorize the Center for Constitutional Rights (“CCR™) and its lawyers to make a request on my
hehalf pursuant to the Freedom of Information Act (“FOIA™), 5 U.S.C. § 552, er seq., and
>>rasponding regulations for records related to electronic surveillance of my communications, as
described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
z>7>mment: the National Security Agency, the Federal Bureau of Investigation, the Defense

-~ i:gence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

',“‘;'/r-,{' )

F]

e ! . Michael J. Sternhell

Kramer Levin Nafialis & Frankel LLP
1177 Avenue of the Americas

New York, New York 10036

Tel: (212) 715-7624

Fax: (212) 715-8162




I, Joshua Colangelo-Bryan , am an attorney with Dorsey & Whitney LLP
. 1 hereby authorize the Center for Constitutional Rights (“CCR”) and its
lawyers to make a request on my behalf pursuant to the Freedom of Information Act (“FOIA™), 5
1.8.C. ' 552, et seq., and corresponding reguiations for records related to electronic surveillance of
my communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Depariment of Homeland Security, and the Department of Justice.

January 17, 2006 m g( ’V

Date [IIBJTM Joshua diangelo-Bryan

[please add preferred contact
information, including phone number]
Dorsey & Whitney LLP

250 Park Avenue

New York, New York 10177

(212) 415-9234




L 6(‘1{1.\ NQ’E'( , am an attorney with Qc'v;;w L'\.aw;'m LL?

. I hereby authorize the Center for Constitutional Rights (“CCR™} and its
lawyers to make a request on my behalf pursuant to the Freedom of Information Act ("FOIA™), 5
U.S.C. * 552, et seq., and corresponding regulations for records reiaied to electronic surveillance of
my communications, as described in the attached Freedom of Inforrmation Act Reguest.

This reguest shall be made to the following agencies, departments and units of the United States
government: the National Secunity Agency, the Federal Bureau of Investigation, the Defense
lnteiligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

m_f;":”?fﬁé .Z— //4%

Date Brian Neff v
SCHIFF HARDIN LLP
623 Fifth Avenue
New York, New York 10022
(212) 753-5000




1, Marc D. Falkoff, am an attorney with Covington & Burling, 1330 Avenue of the Americas,
New York, NY 10019. [ hereby authorize the Center for Constitutional Rights (*CCR"™} and its
lawyers to make a request on my behalf pursvant to the Freedom of Information Act, 5 US.C. §
552, et seq., and corresponding regulations, for records related to electronic surveillance of my
comumunications, as described in the attached Freedom of Information Act Request.

‘This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

Mo >.
January 17, 2006 _M -4 3
Marc D. Falkoff

1330 Avenue of the Americas
New York, NY 10019
{(212)841-1166
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T Un of Chicago - .
Th e 3 Low 3thool ) .
MacArthur 1111 East 60th Street .
J t R Chicago, {llinoin 60637 1'
U§ 1C€ phone  T73.753.4405
Center for 7737020071

1, Joe Margulies, am an aftornéy jwith the MacArthur Justice Center at the

e oveman University of Chicago Law: School. I hereby authorize the Center for

I , Constitutional Rights (“CCR") dnd)its lawyers to make a tequest on my behalf

Bt e wa@lawnchicogo.ody  pursuant to the Freedom of InfOMOﬂ Act(* ‘FOI.A”), S5US.C.§552, et seq.,

and corresponding reguiations fr ; “wecords related to electronic surveillance of

my communications, as describdd in the attached Freedom of Information Act
Request.

ULl Diroctor

whsiciticago.edu

2 n o Sresion This request shall be made to the fdllowing agencies, departments and units of
Solange: MacArthur the United States government: thie Mational Security Agency, the Federal Bureau
Sohn . MacArthur of Investigation, the Deferise. lhtﬂflgence Agency, the Central Intelligence
Tomes Liguelt Agency, the United States Army, the United States Navy, the Department of

Homeland Security, and the! Degarﬁment of Justice.

January 17, 2005 cQﬁom.,&L‘

MacArthur ce Center
University ofiChicago Law School
1111 East 60"V Street
Chicago, IL. 60637
773.702.9560 (w)

763.245.8048 (m)

imarguli@uchicago.edu

("eneral Counsel

- ot -

Caicags, i 60611
312.222.9350
dibradford@jennes.com




L gcott g Ear &er , am an attorney with Hollap s Fle. [N s~
. T hereby authorize the Center for Constitutional Rights (“CCR™) and its
lawyers to make a request on my behalf pursuant (o the Freedom of Information Act (“FOIA”™), 5
U.S.C. ' 552, et seq., and corresponding regulations for records related to electronic surveillance of

my communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

-1 7-06 M&u——
_ ! [name] '

Date

[please add preferred contact
information, including phone number]

02225 f57 3%
ST {-7""7\ JE. JQ-(_X:Z S0
denver Colo . §02 02



I, Anne J. Castle, am an attorney with Holland & Hart LLP in Denver, Colorado. [ hereby authorize
the Center for Constitutional Rights (“CCR”) and its lawyers 1o make a request on my behalf
pursuant to the Freedom of Information Act (“FOIA™), 5 U.S.C. ' 552, ef seq., and corresponding
regulations for records related to electronic surveillance of my communications, as described in the

attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Sccurity Agency, the Federal Bureau of Investigation, the Defense
[ntelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

!/:]/Z)e, | (e

Date Anne J. Castl

Holland & Hart LLP
P.O. Box 8749
Denver, CO 80201
{303) 295-8229



I _SZM:;: (.DO&-&,_ , am an attorney with cca:-\'\()m::gﬁrm P.A.

. T'hereby authorize the Center for Coustitutional Rights (“CCR”) and its
lawyers to make a request on my behalf pursnant to the Freedom of Information Act (“FOIA™), 5
U.S.C. ' 552, ef seq., and corresponding regulations for records related to electronic surveillance of
my communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
govemnment: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

2N r?.‘z‘.ac(. (%mfﬂn—l,

ﬁ'ate

[ Jzelu (L >°v:u‘
[please add preferred contact
information, including phone number]
Fred e me , L I
Zoo Se. 6% st deso

ﬂ'\‘-.\une.ln, Moo szgc-:.

612 . 4‘1 z, 1079



I, Asmah Tareen, am an attomey with Fredrikson & Byron, P.A. I bereby authorize the Center for
Constitutional Rights (“CCR”) and iis lawyers to make a request on my behalf pursuant to the
Freedom of Information Act (“FOLA™), 5 U S C ' 552, et seq , and comesponding regulations for
records related to clectionic surveillance of my communications, as described in the attached
Fieedom of Information Act Request

This 1equest shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Buiean of Investigation, the Defense
Intelligence Agency, the Cential intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Tustice

1 /1300 Y

Date Asmah Tareen

Fredrikson & Byron, P A

Suite 4000, 200 South Sixth Street
Minneapolis, Minnesota 55402-1425
Direct dial phone: 612-492.7139
e-mail: atareen@fiedlaw com




[. Thomas R. johnson, am an attorney with Perkins Coie, LLP. | hereby authorize the Center for
Constitutional Rights ("CCR™) and its lawyers o make a request on my bebalf pursuant 1o the
Freedom of Information Act (“FOIA™), 5 U.S.C. * 552, et seq., and corresponding regulations for
records related to electronic surveillance of my communications, as described in the attached
Freedom of Information Act Request.

This request shaill be made 1o the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United Siates
Navy, the Department of Homeland Security, and the Department of Justice.

1/18/06
Date

1120 NW Couch Street
Tenth Floor
Portland, OR 97209



JEN-1T-2206 17:84 FROM:SHOESTRING INTERIORS 3@1-320-3132 TO: 12126146494 L

o 6!‘['0, bu}:eﬂio)

i, 6 D (e WA gamanattomeywiﬂlcelua.u& W/

e L - =
0l _Gr IR N ., Ahildsnatean, D [ hereby authorize the Center
for Constitutional Rights ¢ lawyers 10 make a request on my behalf
pursuant to the Freedom of Informatioa Act (“FOIA™), 5 U.S.C. § 552, et seq., and
corresponding regulations for records related to efectronic surveillance of my
communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United
States government: the National Security Agency, the Federal Burcau of Investigation,
the Defense Intelligence Agency, the Central Intelhigence Agency, the United States
Army, the United States Navy, the Department of Homeland Security, and the

Department of Justice,

e

1= 17 -0k
Date (name)]

fe
202 ‘1’3’-{ L}ZL{-S_ (u)) contact _ | [please add preferred
B 30 a4 (W wumber] information, including phone
number



—— s n e -

I, Stephen M. Truitt, am an attorney duly authorized to practice law in the District of
Columbia. I hereby authorize the Center for Constitutional Rights (“CCR”) and its lawyers to make
a request on my behalf pursuant to the Freedom of Information Act (“FOIA™), 5 U.8.C. § 552, e
seq., and corresponding regulations for records related to electronic surveillance of my
communications, as described in the attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Depariment of Justice.

January 13, 2006 W /77 W

' Sfphen M. Truitt

600 14th St. NW, Suite 500
Washington, DC 20005

Tel 202 220 1452

Fax 202 220 1665



JAN-17-2006 ©9: 37 H CANDACE LU

— ———

I, H. Candace Gorman, attorney at law, at the Law office of H. Candace Gorman . 1hereby authorize
the Center for Constitutional Rights (“CCR”) and its lawyers to make a request on my behalf
pursuant to the Freedom of Information Act (“FOIA™), 3 U.S.C. * 552, ef seq., and corresponding
regulations for records related to electronic surveillance of my communications, as described in the
attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of the United States
government: the National Security Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, the Central Intelligence Agency, the United States Army, the United States
Navy, the Department of Homeland Security, and the Department of Justice.

January 17, 2006

. Candace Gorman
542 S, Dearbom
Suite 1060

Chicago 1l. 60605
312.427.2313



959 Peachiree Street, NE
Sutherland Atlanta, GA 30309-3996
| |

i_“ & - 404.853.8000
fax 404.853.5808
Bl‘el'lﬂall LLP www.sablaw.com

ATIORNEYS AT LAW

I, John A. Chandler, am a partner with Sutherland, Asbill & Brennan LLP. 1
hereby authorize the Center for Constitutional Rights (“CCR”) and its lawyers to make
arequest on behalf of Sutherland, Asbill & Brennan LLP pursuant to the Freedom of
Information Act (“FOIA™), 5 U.S.C. § 552, ef seq., and corresponding regulations for
records related to electronic surveillance of my communications, as described in the
attached Freedom of Information Act Request.

This request shall be made to the following agencies, departments and units of
the United States government: the National Security Agency, the Federal Bureau of
Investigation, the Defense Intelligence Agency, the Central Intelligence Agency, the
United States Army, the United States Navy, the Department of Homeland Secunty,
and the Department of Justice.

([l 3o 4‘W

Date | Joh A. Chandler

SUTHERLAND ASBILL &
BRENNANLLP

969 Peachtree Street, N.E.

Atlanta, Georgia 30309-3996
(404) 853-8029

Email: john.chandler@sablaw.com

AQ 1428670 1

Atlanta ®  Austin n Houston = New Yotk a  Tallahassee a  Washingten, DC



Exhibit B



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20335

February 14, 2006

WILLIAM GOODMAN ESQ
- CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038282- 000
Subject: WILNER, THOMAS

Dear Mr. Goodman:

]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned te your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.,

if you want the FBI's Criminal Justice Information System (CJIS} to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as socn as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record{Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™M FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038317- 000
Subject: HAFETZ, JONATHAN

Dear Mr. Goodman:

p]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBIL. The FOIPA number listed above has been assigned 1o your request,

For an accurate search of our records, please provide the complete name, alias, date and -

place of birth for the subject of your request. Any other spacific data you could provide
such as pricr addresses, or employment information would alsa be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someaone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attormey General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request{s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

‘Sincerely yours,

DOl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 16, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request Nao.: 1038614~ 000
Subject: GUTIERREZ, GITANJALI

Dear Mr. Goodman;

3]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System {CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney Genera) Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
carrespondence with us, Your palience is appreciated.

Sincerely yours,

Brliuld—y

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C, 20535

February 14, 2006

MICHAEL GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038354- 000
Subject: STERNHELL, MICHAEL J

Dear Mr. Goodman:

5]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA} request
to the FBL. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would aiso be helpful. if your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJiS} to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request({s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
commespondence with us, Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038380- 000
Subject: COLANGELO-BRYAN, JOSHUA

Dear Mr. Goodman:

&

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released ko someone else, we require your
notarized signature or, in place of a notarized signature, a deciaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System {CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions s0 a comparison ¢an be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person,

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dl

Cavid M. Hardy

Section Chief,

Recordfinformation
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washingron, D.C. 20535

February 14, 2006
WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS
7™ FLOOR -
666 BROADWAY
NEW YORK, NY 10012

Request No.: 1038273- 000
Subject: NEFF, BRIAN

Dear Mr. Goodman;

= This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA} request
to the FBL. The FOIPA number listed above has been assigned to your request.

m; For an accurate search of our records, please provide the complete name, alias, dtate and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

o To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

a If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

j: We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

O Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Pleass use this number in all
correspondence with us. Youwr patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7 FLOOR

666 BROADWAY -
NEW YORK, NY 10012

Request No.: 1038336- 000
Subject: FALKOFF, MARC D

Dear Mr, Goodman:

a

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) réquest
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, ptease provi‘de the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System {(CS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your informaticn is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible,

Processing delays have heen caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

S luld—y

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washingion, D.C. 20535

February 14, 20006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7" FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038343- 000
Subject: MARGULIES, JOSEPH

Dear Mr. Goodman:

]

This acknowledges receipt of your Freedom of Information-Privacy Acts {FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. I your -
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attomey General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CHS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request{s} as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us, Your patience is appreciated.

Sincerely yours,

Dbl

DCavid M. Hardy

Section Chief,

Record/information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

wILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10812

Request No.: 1038318- 000
Subject: BARKER, SCOTT 8

Dear Mr. Goodman;

i

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA} request
to the FBL. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJI3) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are gearching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been calused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible,

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dl

" David M. Hardy
Section Chief,
Record/information
Dissemination Section
Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20335

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NY 10012

Request No.: 1038319- 000
Subject: CASTLE, ANNE J

Dear Mr. Goodman:

=

This acknowledges receipt of your Freedom of Information-Privacy Acts (FCOIPA} request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. I your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this lefter
contains a form which may be used for this purpose.

if you want the FBI's Criminal Justice Information System (CJIS} to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS, This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you reguested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will pracess your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038373- 000
Subject: DORSEY, JAMES E

Dear Mr. Goadman:

]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1748. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison ¢an be made with the
records kept by CJIS. This is to make sure your infermation is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Recordfinformation
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038375- 000
Subject: TAREEN, ASMAH

Dear Mr. Goodman:

B

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA} request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your

“notarized signature or, in place of a notarized signature, a declaration pursuant to Title

28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose. :

If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. Yol must submit fingerprint impressions so a comparison ¢an be made with the
records kept by CJIS. This is to make sure your information is not released to an
unautharized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request{s} as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us, Your patience is appreciated.

Sincerely ydurs,

Bl

David M. Hardy

Section Chief,

Recaordf/Infermation
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 16, 2006
WILLIAM GOODMAN ESQ

CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR

666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038606- 000
Subject: JOHNSON, THOMAS R

Dear Mr. Goodman;

b This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

| For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

a To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letier
contains a form which may be used for this purpose.

o If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

a We are searching the indices to our central records system at FB) Headquarters for the
infarmation you requested, and will inform you of the results as soon as possible,

a Processing delays have been caused by the large number of requests received by the
FOIPA, We will process your requesi{s} as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,
David M. Hardy
Section Chief,
Record/Information

Dissemination Section
Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038356- 000
Subject: MICKUM, GEORGE BRENT (1V)

Dear Mr. Goedman:

]

]

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please pravide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System {CJIS) to perform a search for
your arest record, please follow the enclosed instructions in Attorney General Crder
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038344- 000
Subject: TRUTT, STEPHEN M

Dear Mr. Goodman:

&

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned o your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System (CJIS) to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as scon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request{s} as soon as possible.

Your request has been assigned the number indicated above. Flease use this number in all
correspondence with us, Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February (4, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038391- 000
Subject: GORMAN, H CANDACE

Dea-r Mr. Goodman:

]

This acknowtedges receipt of your Freedom of |nforrnation~F'rivacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBY's Criminal Justice Information System (CJIS} to perform a search for
your arrest record, please follow the enclosed instructions in Attorney General Order
556-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CHIS, This is to make sure your information is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and wilt inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above. Please use this number in all
correspondence with us, Your patience is appreciated.

Sincerely yours,

Srleld

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 14, 2006

WILLIAM GOODMAN ESQ
CENTER FOR CONSTITUTIONAL RIGHTS

7™ FLOOR
666 BROADWAY

NEW YORK, NY 10012

Request No.: 1038394- 000
Subject: CHANDLER, JOHN A

Dear Mr. Goodman:

This acknowledges receipt of your Freedom of Information-Privacy Acts (FOIPA) request
to the FBI. The FOIPA number listed above has been assigned to your request.

For an accurate search of our records, please provide the complete name, alias, date and
place of birth for the subject of your request. Any other specific data you could provide
such as prior addresses, or employment information would also be helpful. If your
subject is deceased, please include date and proof of death.

To make sure information about you is not released to someone else, we require your
notarized signature or, in place of a notarized signature, a declaration pursuant to Title
28, United States Code 1746. For your convenience, the reverse side of this letter
contains a form which may be used for this purpose.

If you want the FBI's Criminal Justice Information System {(CJIS} to perform a search for
your arrest record, please follow the enclosed instructions in Atterney General Crder
5566-73. You must submit fingerprint impressions so a comparison can be made with the
records kept by CJIS. This is to make sure your informalion is not released to an
unauthorized person.

We are searching the indices to our central records system at FBI Headquarters for the
information you requested, and will inform you of the results as soon as possible.

Processing delays have been caused by the large number of requests received by the
FOIPA. We will process your request(s) as soon as possible.

Your request has been assigned the number indicated above.. Please use thls number in all
correspondence with us. Your patience is appreciated.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

April 6, 2006

William Goodman, Esq.

Legal Director

Center for Constitutional Rights
666 Broadway, 7th Floor

New York, N.Y. 10012
RE: FOIPA Request Nos.: 1038271-
1038614

Dear Mr. Goodman:

This is an interim response to your multi-part Freedom of Information Act (FOIA)
and Privacy Act request dated January 18, 2006 for all documents “concerning any
warrantiess electronic surveillance or warrantless physical searches of any person located
within the United States from September 11, 2001 to the date of this FOIA Request that
references” the requesting parties. In addition, your request seeks “disclosure of records
concerning the development, approval, and implementation of the Executive's warrantless
electronic surveiilance and/or warrantless physical search program within the United
States.™

Please be advised that with regard to the portion of your January 19, 2006 request
which seeks records related to the individual requesting parties, the FBI has assigned
FOIPA Nos. 1038271 to 1038614. Please refer to these FOIPA Nos. in all future
correspondence related to this portion of the request.

As you may be aware, the President of the United States “authorized the National
Security Agency [(NSA)], consistent with U.S. law and the Constitution, to intercept the
international communications of people with known links to al Qaeda and related terrorist
organizations.” The President has also noted that “[t}his is a highly classified program
that is crucial to our national security.” As a result, because of the highly classified
nature of the program, we can neither confirm nor deny whether records related to any
particular individual under this program exist. The fact of the existence or non-existence
of responsive records is a currently and properly classified matter in accordance with
Executive Order 12958, as amended. Thus, that portion of your request which seeks
access 10 records related to any particular individual is denied pursuant to Exemption 1 of
the FOIA, § U.S.C. § 552(b)(1), which provides that the FOIA does not apply to matters
that are “(A) specifically authorized under criteria established by an Executive Order to




Mr. William Goodman

be kept secret in the interest of national defense or forclgn policy and (B) are in fact
properly clasmﬁed pursuant to such Executive order.”

We are continuing our search efforts with regard to the remaining portions of your
FOIA request, and we will notify you if we identify any additional records responsive to
your request.

You have the right to appeal any denials in this response. Appeals should be
directed in writing to the Director, Office of Information and Privacy, U.S. Department of
Justice, 1425 New York Avenue, N.W., Suite 11050, Washington, D.C. 20530-0001,
within sixty (60) days from the date of this letter. The envelope and the letter should be
clearly marked “Freedom of Information Appeal” or “Information Appeal.” Please cite
the FOIPA request number assigned to your request so that it may be easily identified.

Sincerely yours,

David M. Hardy
Section Chief
~ Record/Information
Dissemination Section
Records Management Division
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centerforconstltut1ona1r1ght s‘- .

- 568 bmadwa}f new york. ny 10012 -
121 bl% 64841212 814 §493 Www.CEI- ny org .

June 5, 2006 _
_-VIA FACSIMILE AND FI‘RST CLASS MA}L_’ -

' Dtrector Ofﬁce of Informauon &nd Prlvacy
- U.S. Department of Justice
1425 New York Avenue, N'W.
. Suite 11050 - -
L Washmgton D. C 20530 0001

8 'RE: Freedom ofInformat:on Appeal for FOIPA NEs.. 10382’-71-10;_8614 -

Dea.r Dlrector

. _'-I am wnnng to appeal r.he dec;sxon by the Federal Bureau of Invcstsganon (PBI) 0
. npeither confirm nor deny the existence or nopexistence of records pursuant to-the first .~ -
.- "exemption of the Freedom of Information Act (FOIA) i in the above-referenced matter as” - -
. set forth in the FBI's Response dated April 6, 2006, attached hereto as Exhibit A -
S Specxﬁcally, your agency invoked the first exemption from the FOIA ‘with respect to our.
" request under item #1 for recards related to the individual requesting parties, s described o
- below. ~We-are also appealing your-office’s denial of our request for expedited .
."'processmg The FBI has also failed to provide a response to items #2-8. within the = .
. statutory ‘20-day time limit of the FOIA. See 5 U.5.C.:§ 552(a)(6)(A)(). Accordmgly,- -
" " we are also appealing your office’ s lack of a umf:ly determination of our requests in items *
- H2-8 This administrative appeal is filed pursuant to Section 552(a)(6) of the FOIA. 50 -
~U.S.C.' §552(a)}(6). - The Center for Constitutional Rights and our individual requesters’
(“Requssters”) sought these racords under the FOIA ina lerter dated January 18 2006
o attachedheretoasExhibltB s e e S -

- '-:"__-In our rcquest of _Tanuary 18 2006 we sought the followmg rccords

. All records obtamed th.mugh or relatmg to ongomg S completecl '
- warrantless electronic surveillance or physmal searches of persons located- _
__-'_-,:'_wrthm the United " States, including logs -and indexes, regarding or ~
.7 .7 .concerning any Requesung Party and/or records of warrantless electronic -
“r=. surveillance or physical searches of persons located within. the Umted__'.
' States that reference hsr or name any Requestmg Pany, . L

-2, Any Executwe Ordars authonzmg the warrantless electromc surveliiance
" orphysical searches of persons located wmhm the Unlted States referencecl :

in paragraph (1) above;

__'3'.I_"A.ll records establlshmg, di:Scu'ssing'--'cn} '.'refer'encihg_' the policies,

~ - procedures; guidelines, or practices of the FBIl or NSA used to () identify. o

+. o' See ExhibitB. -



the mdrvrduals or orgamzenons subject 10 wa:rantless eleotromc
surveillance or warrantless physical searches within the United States; (b) -

gather - information - through warrantless electronic surveillance or o
" warrantless physical searches within.the United States; (¢) share this

information with other U.S government agencies and with foreign

governments or the agencies or agents thereof; (d) share this information

as a basis for a warrant request by the U.S. Department of Justice to the
Foreign Intelligence Surveillance Act Court; (e) destroy this information;

- -and/or (f) consult with or_secure approval from the U.S. Department of

" Justice or other departments, agencies or Executive officials prior to

conducting . warrantless electronic surveillance or warrantless physrcal. S
searches of persons located within the Unrted States -

-Any records statmg, drscussmg, or referencrng the Iegahty or proprlety of
o warrantless electronic: surveillance or “warrantless physical searches of

--persons located within the United States, including but not limited to -
'_.pohcy staternents memoranda ana.lyses explanatrons or authonzatrons, :

. _Any Department of Iusuce evaluatlon assessmem or aucht of any NSA' o
" program implementing warrantless electronic survéillance or warrantless

physmal sea.rches of persons Iocated wuhm the Umted States

'Any internal FBI evaluatron, assessment or audit of any FEI or NSA Lo

program implementing warrantless electronic -surveillance .or warrantless

- ph ysrcal searches of persons located wzthrn the Umted States

 Any records contammg concerns or cornments by Judges natlonal securrty S
“officials, intelligence officials, government lawyers, or other about the FBI =
.or NSA warrantless electromc surverllance program a.nd

-"AII records reﬂectmg budget allocatrons for all wa_rra.ntless electromc -
' surveillance or warrantless physical search programs of persons located o

wrthm the Umted States S

In the demal of our FOIA request your ofﬁce stated wrth respect to Ltem #l of our

roquest that

. .As you may be aware, the Premdent of the United States "authonzed S
. the National. Security Agency [(NSA)], consistent with U.S law and .o
. -the. Constitution, to intercept the international. commumcatlons of -
- people  with known links to al Qaeda and -related - terrorist
. -organizations.” " 'The President has also noted that “[t]h.la is & highly
" . classified program that is crucial to our national security.”” Asaresult, -
. becauss of the highly classified nation of the program, we can neither - -
" confirm nor deny whether records related to any particular individual -

under this program exist. The fact of the existence or non-existence of



o responswe records 15 2 currently and properly classxﬁed marter m
: accordance with EXECLUVC Order 12938, as amended :

Your office _]UStlﬁeS its “Glomar response” under the ﬁrst exemptlons from the FOIA’ 5
disclosure obligation. Your office claimed that information responsive to item #1 could -
be withheld because, under the first exempnon the “FOIA does not apply to matters that
- are ‘'(A) spec1ﬁcally authorized under criteria established by an Executive Order to be
" kept secret in the interest of national defense or fore1gn pohcy and (B) arein fact properly
_clasmﬁed pursuant to such E}:ecunve Order. 9

_ The FBI mdlcated in its Response that with respect to 1tcms #2-8, it is conrmumg to_
- search-for responsive records and will notify Requesters if any are identified. - This"
~ constitutes a denisl of our- request for expedited processing. Your office has also failed to -

‘. provide a determination responswe to 1tems #2.8 of our request wlt.hm the statutory nme ceo

- _-llrmt ofthe FOIA

) __"Requesters now, appeal your agency S wnhholdmg of mformatmn responswe to item #1. |

- We also appeal the FBI's denial of expedited processing of this FOIA request and its
- failure to provide 2 timely determination for items #2-8. Finally, by. this letter the

Requesters separately now seek a mandatory declassification review. pursuant to Section
3.5 of Executive Order 12958 for all of the requested mforrnatmn m IIEII] #1 withheld
' _.under 50 U s.C §552(b)(1) ' . . .

- : Jmpropnety of Glomar Respome 10 Item #} o

L ltem#1:

Al records obramed through or relanng to ongmng or compieted warrant!ess efecrromc :

. surveillance or physical searches of persons located within the United States, including - o

- logs and indexes, regarding or. concerning any. Requesting Party and/or records of - -

S _:.warramz'es: electronic survetllance or physical searches of persons Jocarea’ wzrhm the U
S Umred Stat‘es zhaz‘ rey"erence lxsr or name any Requesnng Par[y S

R.ehance on the ﬁrst exemptlon from the FOIA’s dlSClOSuIB obllgatlons by refusmg to

" confirm of deny the existence or nonexistence of responsive information requires that the ’

- materials at issue be (a) specifically authorized under criteria established by an Executive: "

- Order to be kept sécret in the interest of national defense or foreign policy and (b) are in

o _':';I.'fact properly classified pursuant to such Executive Order. See 5 U.S.C. §552(b)(1); see .
" also Amencan Czw![.!bernes Umon v, Deparrmem of Justice, 265 F Supp 2d 20 (D D.C. e T

"f-;f'2003)

k ":'_'.Z'Moreover Seetmn 1. 2(e)(4) of Etecutlve Order 12958 expressly hrnns the cIassuﬁcatlon o

o -____.autho_rlltyl under the Order, st_aqng ‘that an agency may only-classify 1;1_forma_t10__n if: “the o

1 ? See Extibit A,

- ? An agency’s “Glomar response” neither admns nor demes Lhat it possesses request'e& document. - See
- Phillippiv. CIA, 46F2d1009 (DC Cir. 1976). . ' S
- See Exhibit A.-



upauthorized disclosure of the information reasonably could be expected to result in
- :damage to the national security and the original classification authority is able 1o identify .

‘or describe the damage.” See Wolf v. Central Inte!!fgence Agency, 357 F Supp.2d 112
116 (D DC. 2004) (empha51s added) ’

"Requesters strongly” contast your ofﬁce s rellance upon the first exemption under the-
FOIA to justify its Glomar response because (a) acknowledging whether or not the -
- disputed “documents exist reveals no classified information that could reasonably be -
" expected to damage “national defense” or “foreign affairs” and the President has failed to -

o “identify this purported damage; (b) information about the existence or nonexistence of the

- records is being withheld to conceal violations of the law or to prevent embarrassment to -
- - the agency and thus, does not properly fall within disclosure exemptions under Executive )
‘Order 12958; and (c) ' public ‘information - about ‘the existence of the Executive’s

. warrantless survelliance program is widespread, alleviating the need t¢ maintain lmgermg I
"+ doubt about the existence or nonextstance of the dlsputed Lnformauon and the program s

'-appllcanon to Requesters S

'In Lhe ﬁrst mstance acknowledgmg the existence or nonemstence of mformat:on"j-.-f .

responsive to item #1 would not reveal exempt classified information that can reasonably -

be expected to endanger nationa! security. Such disclosures have already occurred and at .

- least one federal court has determined that it is unreasonable to conclude that national” -

- security would be harmed by disclosure of the existence of warrantless surveillance of -

prmleged attorney-client. communications. - In. two federal civil -cases, Turbmen v. -

Asheraft, 02 Civ. 2307 (ED.N.Y.) and Eimaghraby v. Ashcroft, 04 Civ. 1809 (EDN.Y),
- en Assistant U.S. Attorney acknowledged on the record that he had no knowledge of any .
warrantless surveillance by the government of communications between the foreign

plamnffs and their U.S. lawyers.- Turkmen, 02 Civ. 2307 (E.D. NY) Elmaghraby, 04 .
Civ. 1809 (E.D.N.Y.), Tr. of March 7, 2006 Conference, at 32, Presumably, this ' - -
disclosure did not reveal any clasmﬂed information reasonably expected to -threaten - '

.- national security.. ‘This is so even though the chsclosurc rslated to p&rtlcular attomeys and S

B specn’ic formgn citizen clients.

' In t.hese cases, the Department of Jusuce howe»er refused to pr0v1de official assurances |

e by the agency to the plaintiffs and their counsel that no monitoring of privileged attorney-
-, Client communications 'has occurred. - On” May 30, 2006, the Court ordered the. - . = |
government to"disclose Whether the trial team is aware of any. warrantless surveillance of - o T

the plaintiffs’ privileged attorney-client communications. . Turkmen, 02 ‘Civ. 2307

(EDNY), Elmaghraby, 04 Civ. 1809 (ED.N.Y), Order of May 30, 2006 [dkt. No. .

) _._497] In so ordering, the court rejected the government’s claim that disclosure would -
- reveal classified . information  reasonably - llkely to harm national security:. “The .

' government has failed to present any spec1fic facts or mformatmn m support of its o

* The court limited its arder to the wial team rather Lhan any goverrunecnt oﬁimal cmly to prevunt the trial "_- S

- team from leaming privileged information obtained through warrantless surveillance by other government
officialy. Turkmen, 02 Civ. 2307 (E.D.N.Y.); Elmaghraby, 04 Clv. 1809 (E.D.N.Y.), Order of May 30,

- 2006, at 11 [die. No. 497) (* [Wlere [ 10 rule otherwise, there is the possibility of tainting the trial team by’ : .

~ .expesing them to mfonnanon they would nat be aware of but fur the mvesngaUan mey canduct.ed in .
: response to my order ) Do . . '



contennon that provtdtng the mformauon sought by plalnttffs Would resalt in the
' disclasure of classified information. In any ‘event, it is difficult to imagine what relevant
facts remain secret but would be revealed if the information at issue were provided.” d. '
" at 7. Thus, your office has failed to satisfy the requirement for the first exemption of the
" FOIA that acknowledgment and disclosure of the requested information “reasonably
" could be expected: to result in damage to national security.” Amer:can Civil Liberties. .

SR Union v, Departmen! of Justice, 265 F Supp 2d at 28

- .Second your ofﬁce has also fatlecl to overcome the requt:ement of Sectton 1. 2(&)(4) of -
'Executive Order 12958 that the original classification authority be -able to describe or - -

identify the grave damage to national security caused by disclosure of the classified .

. information. ‘The FBI has given an insufficient description of the specific damages that" -

- would be caused by the disclosure of the existence or nonexistence of records related 1o

“warrantless domestic surveillance of the Requesters The failure to identify a particular. L

- pational security concern under Section 1.4 of Executive Order 12985° and the assertion -

"' of the President's vague conclusory statement that “[t]his is a highly classified program .
that is crucial to our national security”’ da not describe specific national security or S

i foreign. affairs corcerns that would be placed at risk by the acknowledgement of the =

- existence or nonexistence of records pertaining to the warrantless - domestic surveillance . S
of the Requesters. - Cf. Florida Immigration Advocacy-Center v. National Security -

. Agency, 380 F.- Supp.2d 1332 (S.D. Fla. 2005) (permitting withholding of a one-page .

- document_when its dlsclosure would-identify a specific foreign target involved with a = -
© | specific- intelligence program in a specific foreign country and no partion of the -~
- document was segregable); Wolf, 357 F. Supp.2d at 112 (permitting a Glomar response to -
a request for information concermng “whether the CIA has gathered intelligence on a "
particular foreign national” and aanowledgmg the -existence of such.records.could: -

oo .S'ee E:d‘ublt A

" reveal intelligence sources and methods and information barmful to foreign relations™). -

" Your office’s Glomar response to item #1'is highly is improper because the fact of the-. S

. existence or nonexistence of these records will not identify a spemﬁc target, a specific |
- .. intelligence program, or the detatls of any methods of surveﬂlancc in such 2 manner that_'. :

S threat ens natxonal secunty

o8 Secnon 1.4 pravides that mfonnauon canniot be classﬁ'mi unless it concems o
; . {a) military plans, weapons systems, or operations, © - '
‘(b).foreign government information; e ' ' S
(o) uuelhgsnoc actmnes (mcludmg specual acnmies), mtelhgence sources or methods or: L
_.cryptology, . -
C(dy foretgn ralattons or foretgn actmtias of the Umted States includmg con.ﬂdenual T
[ SDUIC&S '
A : (e) scientific, technoiogma.l or ecanomic matters Ielaung to the natmnal ser:unty, whlch___'
S includes defense against wransnational terrorism; - . S
. {f) United States Government programs for safeguarding nuclear. mat::nals or facxlmcs, S
'(g) vulnerabilitiss ot capabilities of systems, installations, infrastructures, projects, plans, =~
*.or protection $ervices relatmg to- the natmnal secunty, whlch mclude defensc agamst: o
uamnauonalt:nansm S . : . R S
L (h) weapans of mass destmctmn -

E*cemmve Order 12958 §I 4(a) (h)



- Moreover, it .cannot be reasonably argue'd' that acknowledgment of the existence or
nonexistence of any records related to any warrantless surveillance of scores of lawyers

 who have clients in multiple countries could possibly lead to- the specificity of

~ information necessary to threaten national security. In fact, respons;ve records related to-
~ some portion of the Requesters, or even all of the Requesters, would reveal only that
lawyers and thetr colieagues.and staff may or may not be subject to surveillance of some

 of their international cornmunications.- Because most Requesters have multiple overseas

. communications, such disclosure would not identify e specific mtelhgence target,
. program or method that could in isolation or in tandem with other information® — create _

- a risk to national security, Accordingly, acknowledgment of whether or. not the disputed

- documents exist, and, indeed, the content of the underlying documents, is not classified

A information that could reasonably be expected to cause identified damage to ou.r natlonal_ o
- __defense and your ofﬁce s Glomar response to uem #1 1s u:nproper o

- Bven if such mformauon. were found to ¢ copcem_ natmnal _secunty in some tenuous .

manner, we cannot accept that the release of limited records, or “reasonably segregabie -

portions” of these records, “reasonably could be expected to result in damage to pational . -

security.” American Civil Liberties Union v. Department of Ju.snce 265F. Supp 2d at 28 -

(cmng Executwe Orde.r 12958 §q 1 2, 1 5 as arnended §1 1(4))

‘Rat.her your ofﬁce s overly broad assertlon of clasmﬁcauon of the fact of the BXISTGIICG'I.'. :

or nonexistence of records related to the warrantless surveillance of the Requesters is an-

" improper effort under the Executive Order to conceal violations of the law and to prevent
- embarrassment to-the FBI. Such information cannot be designated. as “classified” under

Executive Order 12958 and cannot be withheld under the. fitst exemption of the FOIA.
“'Section 1.7 of Executive Order 12958 expressly states that “in no case shall information

' "'-_.-be classified in order to: (1) conceal violations of law [or] (2) prevent embarrassment o a

person, organization, or agency.” - The’ classxﬁcanon limitations under Section 1.7(1)-(2)

~. . of the Executive Order. prohibit preclsely thzs avoxdance of pubhc accountabxhty for T
L wrongful go'vernment conduct L S .

- Pubhc censure of the Execunve s domest:o wa:rantless survelllance program has been

. widespread since the program was exposed by the New York Times in December 2005.°
. Substantial concerns about the program’s legahty and propriety have been expressed-b 1y
_.___the general pubhc 0 former governmem ofﬁc1als legal orgamzatlons the Judxcza.ry,

: “ He;e the release of any clements reSponswc w0 t!us request or the ot.her items wm not allow for amlysm
of “bits of data into a ‘mosaic’ by skilled intelligence agents who may receive FOIA-related documents

: . See Cenrer for National Security Studles v. Departraent of Justice; 331 F.3d 918, 928 .(D.C. Cir. 2003), DL
- Responsive records <an be prepared in_a manner, 1f neccssa.ry, that will’ not reveal deta;ls of pamcula: PP

. imtelligence targets, methods or sources,” .- .
* ® James Risen & Eric Llchtblau. Bush Lets US Spy on Cal!er.s' Wtrhou: C'ourrs NY T‘Lmes Dec 16, 2005

CatAl A2z .
10 Scc e.g., Editorial, Ena‘ Run !he End Run Pre.rjdenr Wrong ro Bypass Coarrs in. Order!ng Dome.m‘c o

 Wiretaps, Colurnbus Dlspateh Jan. 14, 2008, at A12; Pmnk James GareAccuses Presfdenr of Breakmg rhe

- Law, Chi. Trb, Jan. 17, 2006



- and Congress.™ stclosure of the existence of records related to warramless domesuc
surveillance of the Requesters would not reveal details of specific intelligence activities,
but would raise substantial concerns that. the Executive has acted lawlessly by, for, :

- example, intruding upon privileged attorney~chent commumcanons and actmg w1thout

statutory authonty or JUdlCiﬂ.l approval

Requesters are lawyers and professzonals associated w1th 1ega1 orgamzauons human -
" rights advocacy organizations, private law firms, federal public defender offices, and law -
. schools. " Each Requester engages and has engaged in some overseas communications - .
with- clients, foreign co-counsel, or other colleagues, . often concerning privileged -
~ attormey-client communications or attorney work-product. The implications. -of your
- office’s refusal to disclose the fact of the existence or nonexistence of any surveillance

. records of Requesters is that attorneys representing the United States may have access to

~ confidential information between adverse parties and their clients or co-counsel, and may
. use evidence gathered by such monitoring to prepare the government 3 case, or even m
',-court : L o

' For exampie in Turkmen and Efmaghraby, r.he governme.nt has yet to comply Wlth a =

" “court order to disclose whether it has subjected plaintiffs’ lawyers to surveillancs, as’ -

~discussed above.. The plaintiffs in these cases, some of whom now live oversess, are

B _chl_all_engmg._ Lh_elrl 1r;1m13ra_t_1011 detention and .abuse whlle defcamed durmg post~._9! 11 -

' See, e g, Jxm Puzzanghera, Erperrs Chab’enge Need far Warranrfe:: Spyfng Me.rcuzy News Jan. 23

2006,

A American Bar Assomanon House of Dclegates Resnluuon 302, adopted Feb 13, 2006 (apposmg “any :
o ﬁ.lture electronic. surveillance inside the United States by any U.S. government agency for foreign
intelligence purpcses that does not camply with the provisions of the Foreign Intelligence Surveillance

- Act” and urging Congress te investigate the scope, justification, legality, and uses of the, wamantless . '
© . surveillance program); National Association of Criminal Defense Lawyers, News Release, When the

Government Becomes a Lawbreaker, Part 2, Jan. .19, 2006, available at http:/iwww.nacdlorg/public.

: nsﬁnewsreleaseszOOtSanDl?Opanncumem (dcscnbmg the NACDLS legal chai.lenge to the NSA-_ -'-'-.._. .
i, warrantless surveiliance program). e

3 Carol D. Leonnig & Dafna Ll.pzer Judges on Surva.‘l!ance Courr To Be Brieﬁ:d on .S'py Programs Wash,

T Post, Dec. 22, 2005, at Al

. 4 Jennifer Loven Reporr of N84 .S‘pyfng .Prompr.s Ca!!ﬂ:r Probe S F. Ch:on Dcc 16 2005 (reponmg Lha:l
Senator Arlen Specter pledged to. hold Senate hearings to investigate the NSA s warrantless survetllance),-

* Maura Reynolds & Greg Miller,-Congress Wants Answers About. Spying on U.S. Citizens, Pitts, Post- ;
" Gazette, Dec. 16, 2005, On 'May 11,:2006, seventy-two Members of Congress filed an amicus brief in. -

- support of two cases challenging the legality of the NSA's warrantless surveillance program. See 72
. Members of Congress Support CCR Challenge to Warrantless Spying amidst New' Disclosures on the

' Illegal Program's Massive Reach, Commen Dreams News Wire, May 11, 2006, available at http:/iwww.

commaondreams.org/mews2006/0511-17. htm, The Congressianal Résearch Service also concluded that the

Administration’s legal justification “does not seem to be as well-grounded as the tenor of that leter [from -~

! the Office of Legislative Affairs] suggests.”  Elizabeth B. Bazan & Jennifer K. Elsea, Legislative -~ C

. Attorneys, American Law Division, Congressional Research Service, Presidential Authority to Conduct - -
" Warrantless Electronic Survetllance to Gather Foreign-Intelligence Information, Jan. 5,. 2006, at 44_ o

-Fherem.after CSR, Presidential Authority to Conduct Warrantless Electronic Surveiliance.]

* The legality of the Executive's warrantless surveillance program i5 being challenged in a number of_.-_._. o

. "cases, including The Center for Constitutional Rights v. Bush, et al., 06 Clv. 313 (3.D.N.Y.) (arguing that .
.." the NSA’s warrantless surveillance program violates ¢lear criminal Iaw exceeds the Prcsulem 5 aurhonty 2
under Article II of the Consutuuon and vmlates the First and F ourlh Amendmcms) ' ;



: 1mm1granon sweeps -In its March 7, 2006 Order, the court specifically directed the -
United States to state in writing that no member of its trial team is aware of any
“monitoring of confidential communications between plaintiffs and their attorneys, ther no
witness who might testify in these cases is aware of such monitoring, and that the United
States -has no -intention of using any evidence obtained through such monitoring in
‘defense of these actions. Turkmen, 02 Civ. 2307 (ED.N.Y.); Elmaghraby, 04 Civ..1809
(E.D.N.Y.) Tr, of March 7, 2006 Conference, at 31.- The United States resisted providing
assurances to plaintiffs’ counsel that government tmonitaring has not taintedthé case.
. Such concerns are even more: helghtened for federal publc defenders and prwate defense E
h oounsel in federal crlmmal cases.. : S

.IThe ,posmbllzty of mtru51o_n upc’m attorney-client communications raises serious ethical -
-and legal concerns. The “attorney-client privilege is the oldest of the privileges for -
- confidential communications known to the common law.” Upjohn Co. v. Unired States, .
449 U.S. 383,389 (1981). It functions to “encourage full and frank communication. -

. ‘between attorneys and .their client and thereby promote ‘broader public interests’in the .. - .
" observance of law and administration of justice” /4. Attorneys and law firms have an. -
o ‘_et_hxcal duty not to_“[elngage in conduct that is prejudicial to the administration of - -
© justice.”. Model Code of Professional Responsibility, DLSCLpImary ‘Rule 1-102. The . -

- Depa.rtment of Justice, once characterized by Chief Justice Berger as “‘the world’s largest .

" law firm,” is. no exception. . United States v. Sells Engineering, Inc., 463 U.S. 418, 471" o

- (1983) (Burger C.J., dissenting). Your office’s refusal to oonﬂrm ar deny whether

. “surveillence is occurring which could lead to such violations within the Department of "
Justice or ‘other government agencies seriously undermines the Requesters’ ability to =

~ freely communicete with their overseas clients and ‘co-coungel without fear that their-

" adversaries will review “and rely upon - confidences revealed during government- . -

" monitored commumcatrons ‘Without confirmation of the existence. of the information -

“'sought in item #1, .no Requester s clients adverse to the United States can be assured of ' "

" the. conﬁdentlahty of their communications- with their attorney, at. least when such -

L -commumcatxons are transmltted ACTOSS U S, borders

__.-Pursuant to the lzrmtanons of: Secnon I. 7 such undermmmg of the adrmmstrat.:on of' SRR
justice. cannot ‘be withheld from FOIA dlsclosure under the: protections. of Executive - - = ..

- Order 12958, " If Requesters offer “compelling evidence that the agency: denymg the SR

" Freedom of Information Act, 5 U.S.C. §552, request.is engaged in-illegal activity, and =
_ .shows that the information - sought i ‘necessary. in order to confirm or refute” that—,

- evidence,” it will be viewed by the court as substantially favoring the release of the .-~ -
. records.” ‘See' Davis v, Deéparmment of Justice, 968 F.2d 1276, 1282 (D.C. Cir. 1992). . R
With respect to irformation-responsive to all items, -government officials attempting to =~ -
fulfill their duty to review the legality or :llegahty of Executive agency conduct have .
raised substantial concerns that.federal agencies, including the Federal Bureau of = .

- Investigation, have engaged in illegal conduct and these government officials have been -

- refused acoess to many of the responswe documents sought in our FOIA request 18 The T

- 1% See, e.g., Laurie Kellrna.n Sen, Specrer Threatens to Block NSA Funa's Wash Post, Apr 27, 2006
_ (repomng that Scnstor Specte.r is lhreatemng to introduce an amendment mthholdmg NSA funding 1f t‘nc



B '._FOIA s pl’InClple of public dlsclosure is. even more substarmal in 11ght of the lack of

 public scrutmy of the FBI's conduct

' 'Fmaily, while few detalls are known there s mdespread pubhc knowledge about the -
existence of the warrantless surveillance program, alleviating the need to maintain
“lingering doubt™.about the existence or nonexistence of records specifically related to

_the surveillance of Requesters. . As noted above, the disclosure of the existence: of

information responsive to item #1 will not reveal the details of a specific target, specific . -
intelligence mission, specific intelligence program or any other information which could
‘reasonably be viewed -as endangering national security or compromising intelligence
activities. The existence ‘of such documents and their content remain the subject of

- unprecedented public and legislative debate concerning the illegality of the warrantless .* -
~ surveillance program. Moreover, for item #1 and all other items, . the release of -

‘information similar to previously 1 released mformanon cannot in this case be “reasonably .

{expected] to result.in damage to national security.” American Civil Liberties Union v, = . .- :
- Department of Justice, 265 F. Supp 2d at 28.. Accordingly, your office should promptly  °

_ " disclose the existence or nonexxstenlce_ of such reoords and ﬁmhe.r dnsclose the content of
- documents responswe to ztem #1 o T ST o

" Even assummg arg-uendo that the exlstence or DOHCXLSI&HCC of the records related t0 the '

“FOIA requests by some.of-the individual Requesters. in. AppEndlx A would reveal e

classified information — a contention Requesters strongly deny — it is unreasonable f‘or: -

~the FBI to assert that thm is true for all records related to every mdmdual Some portion -

- of both the fact of the records’ existence and the content” of the underlymg records.

: 'responswe to item #1 is reasonably segregable If so, your office has an obligetionto ™" -
. produce the segregable information ‘pursuant to the FOIA tatute and congressional -
- intent. See 5 U.8.C.§:552(b); see also John Doe Agency v. John Doe Corp., 493 U8, - "
© 146, 151-52 (1989) (describing the strong congressional. intent favoring diSClGSUIe under ... 7
-~ the FOIA); HR. Rep: No. 1497, gt Cong., 2d Sess., 6 (1966), U.S..Code Cong. & . = °
~ Admin. News 1966, pp. 2418, 2423 (noting the heed “10 reach a.workable balance * -
- between the right of the public to know and the neéd of the Government'to kesp =

. information in confidence to the extent necessa.ry ‘without permu‘ung lndlscrlmlnate

y secrecy”) : R S F ,'-..

- _Accordmgly, the exlstence or nonemstence of any reoords responswe to 1tem #l must be -

. “disclosed. . Moreover, the content ‘of the underlying documents, -if any;, must also be -

- disclosed to avoid concealing unlawful or unethical conduct and conduct embarragsing to”” |

the Agency. If necessary, the Agency must. engage in an adequate rewew of all reeords e

and prepa:e 3egregable pomons for dlsclosure C

-Far!ure z‘o provrde a r:me!y response -

' Requesters seek expedlted processmg of l’.hlS request because we have ;1 compelhng need
._;fo_r mforr_nanon _relat_ed_ to t_hel _warrantless sur_velllanlce_of R.eque_sters end documents -

- . - President does not pmv;de requested information to the Senate-about Lhe NSA wanantless survelllance
: prog;ram mcludmg infarmannn related Io budget a]loeauons) ’ : .



related to the authorization, scope and implementation of the program. - This is so
because the information' concerns unlawful government activity that js the subject of
public scrutiny and because denial of the mformauon will result | ina substa.ntxal loss of
due process rights. : e :

-'As descr:bed in our original request, these records are urgently needed by our
organization and the individual Requesters in order to inform the public concerning -
'allegedly unlawful federal government activity. Congress has expressly stated its
- intention to investigate the NSA’s warrantless surveillance program and the requested

... information is crucial to holding public officials accountable for wrongful conduct. The .- N
~-scope. and illegality of the NSA’s warrantless surveillance: program is the subject of

. wxdespread and exceptional media interest and the information Requesters seek involves
~'substantial questions abcout the government's integrity that affect public confidence. -

 Moreover, the COHSFGSSIOHBI Research Service has concluded that “[wlhether an NSA-

. acuvity' is perm1351ble under the Fourth Amendment and the [Foreign Intelligence -

- Surveillance Act] is 1mp0551b1e to determine without an. undarstandmg of the specxﬁc Lo
* “facts involved and the nature of the Premdent s authonzanon v 1nfqrmatlos; that is the .- -+ -

subj Ject of the present FOIA request

- _._-The fa1lure to obtajn the records on an expedited basis is also reasonably expected to ..
" result inan imminent loss of substantial due process rights if the warrantless surveillance -

of the Requesters, has mfrmged upon thelr relanonsth wnh thelr clzents as descnbed m . SN

detail above

" In addition _to denying our request for expedited proéessihg: your 'age'i'.tc'y'.‘ has failed to -

. provide a determination of our request within the 20-day statutory time limit under the . -

| “FOIA: Accordingly, the FBI should promptly make 2 determmanon Df th15 FOIA request N
on an expedlted schedule S . L

. “In closing, Requesters note that meny-government officials involved in classification
determinations have been increasingly-concerned over the past few years about the-over-

:'_clasmﬁcatxon of information’ that results in less public accountability. for government”

'-"conduct _ Your ofﬁce '3 overlv broad assertlons of exemphons from t.he FOIA‘

Y CRS Prestdenr:a!Aurhon{v to C onducr Warmnrle.s: Efecrronic Survei;“!ance at 42-43

" .1 The over-classification of documents was an issue cited by the 9/11 Comumission in its firial rrapoﬁ asone - -

"~ . factor 1mpairi.ng the efficient and effective sharing of information with the American public. See The 9/11

- Commission Report, Final Report of the National Commission on Terrorist Attacks Upen the Unites States, -
. 417 (“Cument " security requirements . aurture overclassification and excessive . compartmentation of
. information among agencies.”) In addition, Congress has Tecently begun to, address this issue, See

‘Memoranthim from Lawrence J. Halloran to Members of the Subcommittee on National Secunty :

"~ Emerging Threats, and International Relations, Briefing Memorandum for the hearing, Emerg!ng Threats: -~ _
Overclassification and Pseudo-classification, scheduled for Wednesday, March 2, 1:00-p.m., 2154 Rayburn

“House Office Bullding, Feb. 24, 2003 (noting that the Information and Security Oversight Office's 2003 )
“Report to the President found that “many senior officials will candidly acknowledge that the government

" classiftes too much information, athough oﬂennmes rhc observaﬂon is madc ‘with respcct to the actwmes o
' ofagencms athertha.n the:r ownl' ] : : . S :

10



' dlsclosure requirements for mformanon related to unlawful and uneth1cal government
- activity threatens to further this unwarranted governmental secrecy. Accordingly,
- Requesters demand that your office engage in an adequate and diligent effort to properly
designate information, to disclose all responsive documents not properly subject to 2
- FOlA exemptlon and to comply wnh your obhgatzons to prov1de segregable mformanon

. ‘when mecessary.
Wé r.eq_ue'st,_ia' reSpons_e to _t'his- appeal with tweniy’ (2..0)_wldrkjng déys. o

$incerelj, o
il £

- William _C-‘robdr_f-lﬁﬁ; ESQ- _
. Legal Director - -~ -
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" U.S. Department of Justice ..

.Iofﬁoe of]nfonﬁétion and .Privéc.y o

.' Te!'e?hooe.‘_ (202)-_5!4-_3642 o Do R Wa:htngron D.C 20530

jUN 2320%

- Wﬂham Goodman Esq

Center for Constitutional R1ghts R e  Re: Appeal No, 06-2221

.i:'__6663roadway et oo oo7v - Request Nos. 1038271, etal._ -

| New York NY 10012 - L Lo DIM JTR _

R .'Dear Mr Goodman ;

Rh A T

N

You appealed frorn thc acnon of the Federal Bureau of Invesugatlon (FBI) on you:

. 'request for access to records pertaining to "any warrantless electronic surveillance or warrantless .
- physical searches of any person located within the United States . . . that references a Requcstmg T
- Party[i.e, 111 named individuals)," as well as "records concemmg the developmcnt approval,. -

- and Imp[ementatlon of the Executive's warrantless electromc survmllance and/or wananﬂess '

"'Ph}’smal search Program wn:hm the Umted Statcs o

e \ A&er carefully comldenng your appeal lam afﬁrmmg the ‘EBIs action on L the portlon of Ce
© . your request pertaining to the named individuals referred to as "Requesting Parties.". The FBI h
- properly refused to confirm or deny the existence of any such records pursuant to SUS.C.-
- § SSZ(b)(l) which protects classified information from dlsclosure under the Freedom of '
. Information Act. [ am, however, referring the FBI's response to the Department Review .
"t . Commiittee (DRC) so that it may determine if the FBI's response was proper under Executive

Order 12,958, as amended.. You wili be informed if the DRC disagrees with the FBTs action on’

" this portion: of yaur request. Addmonall}’, I note thar the FBI informed you that request mumbers - -
1038271 through 1038614 had been assigned to this portion-of your request In actuality, only ' PR
o _.‘_part of the numbers in this range were assigned to this portion of your request. Asa courtesy to. .~ S .
- you,Thave enciosed a two-page pnntout of numbers that the FBI a551gned to thls pomon of your_'-"_l-_ R
"request : - S S Sl o _ '

Concém'ing' the portion of your request for records pertaining to "the development, -

o : _.approval and implementation of the Executive's warrantless electronic surveillance and/or’ L
o 'warra.ntless physical search program within the United States," I am remandmg your request to R
. the FBI for proper consxderauon of your requést in the first instance. Indoingso,fam ~~ = .

. instructing the FBI to give prompt attention to your request for expedited processing. This is m Lo
.+ accordance with a recent Department of Justice ptan under Executive Order 13,392 (Dec. 14, -
- :2003) that lists as an area for improvement by the FBI the proper handling of requests for = - S

. expadited treatment. See U.S. Department of Justice Freedom of Informanon Act Improvement S
h Plan Under Execunve Order 13,392 at 90 (June 14 2006) : o L



. If you are dlSS&tlSﬁed wlth my actlon on your appcal you may seek _]'L!dl.Clal rev1ew in |
_' | accorda.nce w1th 5 U S. C § 552(a (4}(B) - -

DamelI Metcalfe :
DLrector o

. Encloswres () . . o




