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Exhibit A

FBI Interest Document for Yasser Ebrahim
& Hany Ibrahim

(produced by the United States)

File Number [redacted]

Title FBI LEAD NUMBER [redacted]

NYC

On September 30, 2001, S/A [redacted] and S/A
[redacted] were instructed by SSA Love to respond to
FBI lead number [redacted] with FBI agents [redacted]
and [redacted]. The lead involved a group of Middle
Eastern Males living at [redacted] in Brooklyn, NY
renting a mailbox and possibly sending out large
quantities of money. The following individuals were
arrested for violation of the Immigration and Nationality
Act.

Yasser Ebrahim Fathy EBRAHIM is a native and
citizen of Egypt born 07/23/72 who entered the U.S. on
or about 01/21/01 as a B2 Visitor with authorization to
remain in the U.S. until 07/07/01. SUBJECT was
arrested as a B2 Overstay at [redacted] in Brooklyn,
NY. SUBJECT EBRAHIM’S passport number is
626008. He was in possession of a New York DL Number
599115989.

Hany Ibrahim Fathy EBRAHIM is a native and
citizen of Egypt born 02/07/76 who entered the U.S. as
a B2 visitor 08/04/98 with authorization to remain in the
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U.S. until 02/03/99. SUBJECT was arrested as a B2
overstay at [redacted] in Brooklyn, NY. SUBJECT
EBRAHIM’S passport number is 907355.

[redacted] is a native and citizen of Egypt born
[redacted] who entered the U.S. 07/17/01 as a B2 visitor
with authorization to remain in the U.S. until 01/16/02.
SUBJECT admitted to the reporting agent and SA
[redacted] that he was employed at the [redacted] in
Brooklyn, NY telephone # [redacted]. SUBJECT
stated his boss’s name is [redacted] and that he began
working there around 09/13/01. Before working at the
[redacted] SUBJECT stated he worked at [redacted]
in Manhattan, NY. SUBJECT told the reporting agent
he worked there from 07/24 or 25/01 to 09/13 or 14/01.
SUBJECT was arrested as a nonimmigrant working
without INS authorization.

[redacted] is a native and citizen of Egypt born
[redacted] who entered the U.S. 02/27/00 as a B2 visitor
with authorization to remain in the U.S. until 08/26/00.
SUBJECT was arrested at his place of employment at
[redacted] in Brooklyn, NY as a B2 overstay working
without INS authorization. SUBJECT was also residing
at [redacted] entered the U.S. on or about 07/17/01 as
a B2 visitor [illegible] 01/16/02. SUBJECT was arrested
at his place of employment at [redacted] in Manhattan,
NY, telephone number [redacted].  SUBJECT was
observed by the reporting agent working, waiting on
customers. SUBJECT stated he had been working there
about a month. SUBJECT was arrested as a
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nonimmigrant working without INS authorization.
SUBJECT was also residing at [redacted] in Brooklyn,
NY.

Also interviewed at [redacted] was [redacted] born
[redacted] in Morocco. SUBJECT stated his Social
Security Number is [redacted] .  SUBJECT was
determined to be a Lawful Permanent Resident of the
U.S. through INS records checks.

One other individual is living at the apartment but
was not present. Agents were told he was at [redacted]
in Chelsea, MA 02150. SA [redacted] was told the
individual was checking in to attending Medical School.
His information is as follows. [redacted] country of
citizenship Egypt, entered the U.S. 07/17/01 as a B2
visitor with authorization to stay until 01/15/02.

SUBJECT’S above could not provide any
information relating to 09/11/01. FBI Special Agent
[redacted] requested INS arrest those individuals in
violation of Immigration Law. INS SSA [redacted]
authorized arrest.

SUBJECTS were checked on the INS Watch List
with negative results.

Investigator [redacted] Date
Special Agent [redacted] 09/30/01
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Exhibit B

FBI Interest Document for Ashraf Ibrahim

(produced by the United States)

FD-302 (Rev. 10-6-95)

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 09/20/2001

Salesman, [redacted] TRUCK CENTER, [redacted],
was advised of the official identity of the interviewing
agent. [redacted] provided the following information:

[redacted] was working on Saturday, September 15,
2001 at approximately 10:30 a.m. when three males, who
appeared to be Arabs, approached him and said they
were interested in purchasing a truck. The men had
initially inquired about a used truck, volunteering that
the truck would be used to carry water. [redacted], in
an attempt to find them a truck that would fit their need,
asked them the size of the containers in which the water
would be stored, how much the load would weigh and to
whom they were going to deliver. Their answers were
vague. [redacted] was suspicious when they could not
answer his questions, but believes some of the confusion
could have resulted from them trying to convert
measurements from the metric system. [redacted]
eventually learned that they would be hauling 450
containers weighing 30 pounds each. He determined
they would need a large truck. [redacted] TRUCK
CENTER is an IZUZU dealer and [redacted] showed
them a new 14-foot IZUZU truck with a 14,000 pound
capacity. The truck was listed for $30,000.
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It was decided that a 10-foot truck would be
adequate and [redacted], who had none on the lot, told
them he would check on how long it would take for him
to get them one. One of the men gave him a business
card which was printed in English on one side and what
appears to be Arabic on the reverse side. The English
side read, “Watermust Egypt Co., [redacted], G.
Manager, [redacted], [redacted], Phone: [redacted],
Fax: [redacted], Watermust Inc., [redacted], Phone:
[redacted], Fax: [redacted].” Handwritten on the
English side of the card is the name [redacted] and the
telephone number [redacted]. A graphic of a desert oasis
is pictured on both sides. [redacted] provided the
original business card to the interviewing agent. A copy
of the business card is attached to and made part of
this FD-302.

[redacted] looked up the telephone number on a
CD-rom yellow page directory. The number came back
to ASHRAF A IBRAHIM at the same address as
WATERMUST, however the business name was not
listed.

[redacted] described the male who gave him the
business card as approximately 45 years old, 5 feet 10
inches to 5 feel 11 inches tall, 180 to 200 pounds, with
medium length wavy black hair. The second male was
approximately 30 years old, 5 feet 6 inches tall, and
thinner than the other two at approximately 160 pounds.
He spoke English with no accent. He gave [redacted]
his cell phone number [redacted] and said his name was
[redacted]. He wore jeans and a T-shirt. The third male
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did not give his name. He was approximately 45 years
old and weighed 180 to 200 pounds.

[redacted] did not get a good look at the maroon
colored car in which they drove away.

SUBJECT TO PROTECTIVE ORDER

Investigation on 9/18 & 9/20/01 at Philadelphia, PA

File # [redacted] Date dictated 9/20/01

by [redacted] :jlw
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Exhibit C

FBI Interest Document Shakir Baloch

(produced by the United States)
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Exhibit D

FBI Interest Document Akhil Sachdeva

(produced by the United States)

Department of Justice
Immigration and Naturalization Service

MEMORANDUM OF INVESTIGATION

File Number TitletControl Officer

A76 022 813 SACHDEVA, Akhil NYC

On the day of this writing, the writer and SA [redacted]
accompanied FBI Special Agents [redacted] and
[redacted]  to the above-mentioned SUBJECT’s
addresses at 169 Port Washington Boulevard in Sands
Point, New York. This was done pursuant to LIRA lead
[redacted] in October, 2001, the Port Washington New
York, Police Department was contacted by a concerned
citizen who reported that he had overheard a
conversation between two employees of a Getty Gas
Station at [redacted] New York. This conversation was
spoken in Arabic and English, and the citizen reported
that in English, the employees had discussed flying and
flight simulators. Subsequent interviews and
investigation led the FBI to the SUBJECT. The
SUBJECT was born on October 29, 1972 in New Delhi,
India. NAILS records show that he first entered the
United States on January 12, 1995, as a B1 visitor for
business at Los Angeles, California. He was admitted
to May 21, 1995. The SUBJECT overstayed this visa,
remaining in the United States until July, 1998. He went
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to Canada after being issued a Canadian landed
immigrant certificate in New York, NY on July 28, 1998.
The SUBJECT attempted to enter the United States
from Canada on January 10, 1999 via the Rainbow
Bridge in Niagara Falls, New York. The SUBJECT
freely admitted his prior overstay status and he was
Served with a Notice To Appear (NTA) as an
inadmissible alien. He was allowed to return to Canada
to await his hearing before the Immigration Judge. The
Order of the Judge dated December 6, 1999 reflects that
the SUBJECT was ruled inadmissible to the United
States per Section 212(a)(9)(B)(I)(II) of the INA. The
Order by Judge MONTANTE, JR., PHILIP reflects
that the Subject ‘should be allowed to withdraw his
application for admission.’ The SUBJECT states that
the judge lifted the time ban on reentering the United
States. The SUBJECT reported that in March 2000,
he entered the United States from Canada at Niagara
Falls, New York. He states he was on a bus, and when
approached by the Immigration Inspector showed
Indian passport #S-214475 expiring 9/29/04 and Landed
Immigrant of Canada certificate #W916445403. The
SUBJECT stated that he lied to the Inspector when
questioned as to his intended stay in the United States.
He stated that he was only staying in the United States
for a weekend to visit some friends in New York. The
SUBJECT reports that on November 15, 1999 in
Brampton, Ontario, Canada he married [redacted]
[redacted] who according to CIS records became a
naturalized U.S. citizen on September 28, 1999.
CLAIMS records indicate that an I-130 was filed by
[redacted] on the SUBJECT’s behalf on March 7, 2000
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receipt #EAC-00-113-51747. A denial notice was sent
on March 1, 2001. The SUBJECT stated that he and
[redacted] divorce was finalized in November 2001.
Since May 7, 2001 to December 2001, the SUBJECT
was employed as a clerk/gas station attendant at the
Getty gas station [redacted] New York. The SUBJECT
reports that his then spouse and [redacted] were
partners in this business. The SUBJECT advised that
he intermittently received an off the books salary of $450
per week for 75 hours work per week. He invested
$45,000 of his own money in this business. The
SUBJECT was arrested in New York, New York on July
21, 1998 for Possession Of A Forgery Device and
Trademark Counterfeiting by the New York City Police
Department. The SUBJECT states that he paid a $5,000
fine for these offenses. The SUBJECT states that he
was involved in counterfeiting TOMMY HILFIGER
jeans by putting the label on otherwise ordinary
bluejeans. The SUBJECT’s NYSID number is
8959977N. The SUBJECT was encountered at his
residence at 6:15am and placed under arrest at 7:00am.
Approval for the arrest was obtained from Section Chief
[redacted] on December 19, 2001. The SUBJECT
resided at his residence with [redacted]  DOB:
[redacted] and his wife who reported that they are
naturalized U.S. citizens. [redacted] and his spouse are
the owners of the house. [redacted] is reportedly the
owner of a spice importing company. In addition to his
passport and landed immigrant papers, the SUBJECT
is in possession of New York driver’s license #159779983
and Ontario driver’s license #SOO43-01507-21029. The
SUBJECT stated that he wishes to return to Canada
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as soon as possible. The FBI has no further interest in the
SUBJECT relative to the PENTBOMB investigation.

SUBJECT TO PROTECTIVE ORDER

Investigator Date
SA [redacted] December 20, 2001
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Exhibit E

FBI Interest Document Asif-Ur-Rehman Saffi

(produced by the United States)

28 February 2002

Subject: September 11, 2001 — ASIF UR
REHMAN SAFFI

ASIF UR REHMAN SAFFI, date of birth: 16/06/
1956, place of birth: Lahore, Pakistan, was detained on
30/09/2001 by Agents from the United States
Immigration and Naturalization Service (USINS) after
he attempted to enter Canada from the United States.

SAFFI is a Pakistani national holding dual
citizenship with France by virtue of his marriage to a
French national- [redacted] SAFFI was traveling under
French passport #: 974010107806, as documented by his
most recent entry into the United States on 06/07/2001.

SAFFI was refused entry into Canada by Canadian
Immigration Authorities on 29/09/2001. He was allegedly
traveling to Canada for the purpose of visiting a friend
named [redacted]. Upon interviewing SAFFI, Canadian
Authorities were not convinced that SAFFI had
legitimate reasons to visit Canada. The Canadian
investigators did not believe that SAFFI and [redacted]
knew each other very well. SAFFI was also in possession
of $1,400.00 in cash.

SAFFI was denied entry into Canada and placed on
the next available flight to La Guardia Airport, New York
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City, whereupon he was arrested by USINS agents for
violating his Visa status. SAFFI was admitted to the
United States on 06/07/2001 as a Visitor under the U.S.
Department of State’s Visa Waiver Pilot Program.
Nonetheless, SAFFI admitted to working while in the
United States which violated the provisions of the Visa
Waiver Pilot Program.

The New York Office of the FBI is currently
investigating several of SAFFI’s contacts. SAFFI’s
continued detention is dependent upon the results of
that investigation.

2-DST
1-Paris ([redacted] OUT) serial 2304
059css01.nte

Case ID: [redacted] Serial: 2309
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Exhibit F

FBI Interest Document Ibrahim Turkmen

(produced by the United States)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/02/2001

To: New York

From: New York
Squad C-27
Contact: SA [redacted]

Approved By: [redacted]

Drafted By: [redacted] :pc

Case ID #: [redacted]

Title: [redacted]
00:NY

Synopsis: Case Opening

Details: Case is predicated upon a lead arising from the
World Trade Center investigation (NY control
#[redacted]). Lead surrounded around several Turkish
males living at [redacted] Long Beach, New York 11561.

Writer interviewed the landlord and several
neighbors and identified that subject [redacted], DOB
[redacted], SSAN [redacted] vacated the premise on
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Thursday 9/13/01. Writer was contacted by the Long
Beach PD in the evening of 9/15/01 regarding the above
mentioned apartment. The new tenant, [redacted], DOB
[redacted], SSAN [redacted], found documents that
[redacted] had left behind and called the police. Upon
getting consent from [redacted] writer searched the
apartment and found a variety of photo documents, to
include passports, drivers license, and Turkish birth
certificates, in several different names. Also present was
a lamination machine, fax machine, and computer
accessories.

On 9/21/01 writer and SA [redacted] found and
interviewed subjects [redacted], DOB [redacted], and
[redacted], DOB [redacted], SSAN [redacted]. Both
subjects were carrying false identification, were
currently residing in the United States illegally, and
neither was found to be credible when questioned. Both
subjects were arrested by United States Immigration
Service Agents, and currently await deportation.

On 9/28/01 writer was contacted by Long Beach
Police Department that three Turkish males had tried
to enter the apartment on [redacted] Street. The three
individuals were [redacted] ,  DOB [redacted] ,
[redacted], DOB [redacted], and [redacted], DOB
[redacted]. Upon being interviewed [redacted] advised
that he once lived with [redacted] at the Long Beach
address listed above, and that [redacted] was making
false identification for people from Turkey. This
identification was to include false passports, NYS
Drivers Licenses, bank account papers, and real estate
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ownership papers. [redacted] admitted to helping
[redacted] on several occasions by generating the paper
work on [redacted] computer.

Assistant United States Attorney (AUSA)
[redacted] Eastern District of New York, advised that
he would commit to prosecuting this matter in violation
of Title 18, United States Code Section 1028 (Fraud and
related activity in connection with identification
documents) if sufficient corroborative evidence was
developed to support a federal criminal prosecution.
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Exhibit G

Attorney General Daily Activity Report, Excerpted from
INS Headquarters Standard Operating Procedures:

Case Processing for Pentagon / Twin Towers
Terrorist Investigation

(produced by the United States)

LIMITED OFFICIAL USE/LAW
ENFORCEMENT SENSITIVE

INS HEADQUARTERS
STANDARD OPERATING PROCEDURES:

CASE PROCESSING FOR
PENTAGON/TWIN TOWERS

TERRORIST INVESTIGATION

Office of Field Operations
National Security Unit September 23, 2001

Subject to the Protective Order

* * *
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AG DAILY ACTIVITY REPORT

GUIDANCE

1. Attached is a copy of the Report Template.
Responsibility for collating the data and finalizing the
Report lies with the Headquarters Operations Center
(Headquarters Coordinating Element, HCE).
Responsibility for providing the necessary data is
apportioned as follows:

Items 1,2 Headquarters Operations Center
(based on data from the Field)

Items 3,4,5, Headquarters Custody Review
6,7,8,9 Unit (from data already collected

for the Custody List)

Items 11,12 National Security Unit

Items 13,14 Headquarters Operation Center
(based on Daily Regional Reports)

2. The Daily Activity Report will be collated and
completed no later than 0600 each day. Until further
notice, the report will be reviewed by the EAC, Ops
and the Deputy Commissioner by either facsimile
transmission or personally prior to transmission to the
Department of Justice.

3. The completed and approved report will be sent no
later than 0700 by facsimile and email as set forth below:
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Report due to: Janet Potter (fax) 202-323-2863
(email) Janet.

Potter @ USDOJ.gov
Susan Richmond (email) Susan.

Richmond
@ USDOJ.gov

4. The Background section of the first Report will be
eliminated in all future Reports.

5. The Notes section will consist of a narration of events
relevant to the criminal investigation and the mission
of the INS. These will be drawn from the SIR’s and
the reports received by the NSU. Both the Operations
Center and the National Security Unit have
responsibility for providing information to the Notes
section. Responsibility for collating the submissions
lies with the Operations Center.

6. The Commissioner said that the Attorney General uses
this document to prepare for his daily briefing with
the National Security Counsel and the President.
Hence, all submissions in the Notes section must be
succinct, verified and complete. In deciding what to
include, the Commissioner said to err on the side of
inclusion. The goal is to provide the AG with everything
he needs to brief the NSC and the President about
our activities and operations during the emergency.

7. Regions have been advised to provide the necessary
information regarding Items 1 and 2 to the HQ
Operations Center no later than 0500 each day until
further notice.
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A
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order Patrol A
gents to support existing
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irport security operations in eight airports around the U

nited States. IN
S agents,
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n initiative or w
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ent of Transportation, have conducted

investigations to determ
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hether persons w
ith access to secure and restricted

areas are present in the U
nited States in violation of im

m
igration law. T

hree arrests
have been m

ade.

M
eanw

hile, the business of the Im
m

igration Service has continued. Ports of E
ntry

and Inspections facilities at our borders have rem
ained fully operational, as have

D
istrict O

ffices that have served the public continuously since Septem
ber 12, despite

a total of 32 bom
b threats against IN

S facilities since the attack. IN
S has naturalized

25,000 new
 citizens since Septem

ber 11, has conducted thousands of interview
s and

approved benefits to hundreds of qualifying im
m

igrants. In addition, IN
S D

istrict
D

irectors have m
et w

ith M
uslim

 leaders in various com
m

unities around the country
to allay fears and com

m
it to collaborative com

m
unication.
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Exhibit H

Significant Incident Report for Akhil Sachdeva

(produced by the United States)

SIGNIFICANT INCIDENT REPORT

FROM: NYC INV

TO: HQ HCE FAX# 202-305-2786
HQ NSU FAX# 202-514-6557
ERO CP FAX# 802-660-5100

THE ALIEN(S) LISTED BELOW WHOSE FORMS
I-213 ARE ATTACHED TO THIS REPORT WERE
ARRESTED AFTER HAVING BEEN ENCOUN-
TERED IN THE COURSE OF A FIELD INVESTI-
GATION.

THE FIELD INVESTIGATION WAS PREDICATED
UPON RECEIPT OF A FBI WORLD TRADE
CENTER (WTC) LEAD.

FBI INVESTIGATIVE INTEREST IS CURRENTLY
UNDETERMINED.

ALIEN FILE MATERIAL IS BEING
TRANSMITTED TO HQ NSU UNDER SEPARATE
COVER.

NAME(S): ALIEN #:

[redacted] [redacted]

SACHDEVA, AKHIL A 76 022 813
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Exhibit I

Excerpts from JTTF “Special Interest List”

(produced by the United States)

JTTF SPECIAL INTEREST CASES

Name
[redacted]

A#

MW
N

JTTF
Special Interest
Y

INS Det
N

Custody
N

Custody Location
RELEASED

Investigator
Agent  [redacted]

AUSA
[redacted]
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Alias

Hearing Date:

Disposition:

Summary: 10/9/01 UPDATE: SUBJECT RELEASED
FROM MCC

WARRANT VACATED 10/4/01. [redacted]

MW WARRANT ISSUED 9/20/01 (JUDGE
[redacted] -LA); ARRESTED IN LA;
ARRIVE SDNY. HE WAS CO-INSURER
ON AUTO INSURANCE POLICY W/
NAWAF AL-HAZMI (HIJACKER-AA #77
– PENTAGON). ACCOMPANIED AL-
HAZMI TO A FLIGHT SCHOOL IN SAN
DIEGO. ACTED AS INTERPRETER
FOR AL-HAZMI AND AL-MIHDHAR
SA [redacted] B# [redacted]
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Name
[redacted]

A#
[redacted]

MW
Y

JTTF
Special Interest
Y

INS Det
N

Custody
Y

Custody Location
SAN DIEGO

Investigator
Agent  [redacted]

AUSA
[redacted]

Alias

Hearing Date:

Disposition:
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Summary: PER SA [redacted] 11/29/01: BEING
PROSECUTED FOR INS VIOLATIONS
IN THE SOUTHERN DISTRICT OF
CALIFORNIA. 11/2/01 UPDATE: TO BE
CHARGED WITH INS VIOLATION IN
SAN DIEGO.
RULE 40 PROCEEDING 10/25/01. TO BE
CHARGED WITH MARRIAGE FRAUD IN
SAN DIEGO (RELEASED FROM MCC). 10/
23/01 UPDATE: [redacted] WILL BE
ARRESTED ON IMMIGRATION FRAUD
CHARGE FROM SAN DIEGO WHEN
[redacted] TESTIMONY COMPLETE.
10/17/01 UPDATE: ADMITTED
ACQUAINTED WITH HIJACKERS
NAWAF AL-HAZMI AND KHALID AL-
MHDHAR. STATED  AL-HAZMI
INTRODUCED HIM TO HANI
HANJOUR.
10/14/01 UPDATE: [redacted] CHARGED
WITH FALSE STATEMENTS IN SAN
DIEGO .
10/9/01 UPDATE: ASSISTING
INVESTIGATORS VIA PROFFERS.
PROVIDING MOSTLY CIRCUM-
STANTIAL INFORMATION.

PRESENTMENT IN SAN DIEGO 9/24/01
ADJOURNED UNTIL 9/25/01 TO
ARRANGE FOR ARABIC TRANSLATOR.
INTERVIEWED BY FBI 9/18/01. CLOSE
TIES W/ NAWAF AL-HAZMI  (AA#77)
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AND KHALID AL-MIHDAR (AA#77)
[redacted]
SA [redacted] C# [redacted]

Name
BALOCH, SHAKIR, ALI

A#
A78513988

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y

Custody Location
MDC

Investigator
Agent  [redacted]

AUSA
[redacted]
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Alias: BALOCH, SHAKIR, KURD, FAISAL

Hearing Date:

Disposition:

Alias BALOCH, SHAKIR;KURD, FAISAL

Summary: 2/7/01 SUBJECT CLEARED IN ORDER
TO PLACE HIM IN MDC GENERAL
POPULATION AS A RESULT OF A
LEGAL MOTION. AGENT [redacted]
WILL CONTINUE TO INVESTIGATE
POTENTIAL TIES TO TERRORISM
WHILE SUBJECT REMAINS
INCARCERATED ON CRIMINAL
CHARGES.
2/5/02 UPDATE: AGENT [redacted]
ADVISED THAT SUBJECT HAS BEEN
INDICTED FOR FRAUD BUT IS STILL
OF INTEREST.
RE-ASSIGNED SA [redacted]
Det. [redacted]  C-11 has ticket on
prosecution.
AUSA [redacted] [redacted] SA [redacted]
ADVISED AS OF 11/19 THAT SUBJECT
WILL BE PROSECUTED IN THE SDNY
FOR FRAUDULENT DOCUMENTS AND
INS REENTRY. MAY BE CONNECTED
TO ONGOING C-7 INVESTIGATION.
10/5/01 AGENT [redacted] ADVISED
BALOCH ARRESTED AS ENTERING
ADDRESS OF [redacted] ([redacted]
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WHO WAS ALSO ARRESTED
PURSUANT TO INFO DEVELOPED
FROM FBI LEAD [redacted] BALOCH IN
POSSESSION OF FORGED LICENSES,
ETC. AGENT [redacted] IS PURSUING
WARRANTS, CHARGING FRAUD, FOR
TWO OTHER DETAINEES: [redacted]
([redacted] AND [redacted]) (ADVISED
10/5/01 IN MDC).
*** SA [redacted] SPOKE W/ [redacted]
INS [illegible] 11/6 RE SUBJECT. WAS
DEPORTED TWICE BEFORE.

Name
IQBAL, JAVAID MUHAMMAD

A#
A74889427

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y
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Custody Location
MDC

Investigator
Agent  [redacted]

AUSA
[redacted]

Alias
ABDUL KHALIQ; MUHAMMAD MUMTAZ

Hearing Date:

Disposition:

Summary: 1/31/02 update: ASAC Maxwell assigned to
SA [redacted]  I-44 follow-up.
01/24: LEFT MESSAGE FOR SA [redacted]
RE WHERE IS FILE? AGM
ASSIGNED TO SA [redacted]  C-28,
[redacted] BUMAILED FILE TO LIRA 11/
16. SA [redacted] SWORE COMPLAINT 11/
5/01. AUSA [redacted] EDNY.
CHARGED W/ MAKING FALSE
STATEMENTS (18 USC 1001(a)).
SUBJECT USING FRAUDULENT
PAKISTANI PASSPORT
01/11 AGENT [redacted] INV COMPLETED,
TO SEND FILE 01/14. SUBJECT BEING
CHARGED CRIMINALLY BY INS.
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Name
 SAFFI, ASIF URREHMAN

A#
A78558121

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y

Custody Location
MDC

Investigator
Agent  [redacted]

AUSA

Alias
SAFI, ASIF, SAFI, ASIF-UR-REHMAN

Hearing Date:

Disposition:
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Summary: 3/1/02: SUBJECT WILL BE DEPORTED
TO FRANCE ON 3/5/02
1/17/02 UPDATE: FILE RETURNED TO
DET.  [redacted]  I-46, FOR FOLLOWUP
WITH [redacted] PER ASAC MAXWELL
01/15: FILE RETURNED BY DET
[redacted] COMPLETE, N/I.
DET. [redacted] [redacted] CONTACTED
I44A ON 12/5 – HE INQUIRED OF
CUSTODY LOCATION; WILL
INTERVIEW. REASSIGNED TO DET
[redacted]
FILE GIVEN TO JTTF FOR RERVIEW
OF ACS HITS PER ASAC MAXWELL.
REASSIGNED 10/9/01 TO SA [redacted]
ADDITION 10/01/01
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Exhibit J

Memo from Michael Chertoff to Dale Watson re:
Investigation of Indivdiuals under Detention Pursuant

to “Project Lookout,” with handwritten notes,

(produced by the United States)

U.S. Department of Justice

Criminal Division

Assistant Attorney General Washington, D.C. 20530

MEMORANDUM [DRAFT]

TO: Dale L. Watson
Assistant Director
Counterterrorism Division
Federal Bureau of Investigation

FROM: Michael Chertoff
Assistant Attorney General

SUBJECT: Investigation of Individuals under
Detention Pursuant to “Project Lookout”

In the wake of the terrorist attacks that occurred
on September 11, 2001, and to avert further attacks,
the FBI created a “watchlist” of individuals wanted for
questioning to determine whether or not they had
information concerning these and any planned terrorist
attacks. TheFBI continuously updates this watchlist. As
of this date, approximately 160 of these individuals are
in custody, primarily on immigration related charges. It
is incumbent upon us to determine expeditiously which
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of these individuals were involved in or may have
information related to these or other planned terrorist
acts. Those individuals must remain in custody because
they pose an imminent danger, and a determination must
be made as to whether they should be charged. As to
those we determine have no connection, they should be
treated as any similarly situated alien would be treated
under our immigration laws. We can neither detain these
individuals indefinitely without cause nor release
dangerous individuals into the general population.

It is essential that the decision as to whether or not
to seek continued detention is made centrally by
headquarters rather than by individual field offices. The
decision as to whether a particular individual has
pertinent information or poses a threat must be made
in the broad context of the centrally coordinated
investigation of the September 11 terrorist acts as well
as the context of on-going and continual threat
assessments. No individual field office has complete
enough information to make this determination alone.
For this reason, agreed upon procedures for the handling
of all detainees are necessary.

On September 25, 2001, Associate Deputy Attorney
General Stuart Levy convened a meeting of
representatives of the FBI, INS, the Civil Division and
the Criminal Division to establish procedures to ensure
the prompt determination of the need for continued
detention of these individuals. The process that was
agreed upon at that time requires the FBI to interview
each detainee and to provide results of that interview
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to FBI SIOC and to the INS attorney in the field. The
FBI must also verify that the detainee is not the subject
of or otherwise involved in any FBI intelligence
investigation. It is essential that this determination be
made both by the field office and by headquarters. The
ultimate decision as to whether a particular detainee is
or is not of interest to the FBI — based on an interview
of the detainee and a review of pertinent intelligence
investigations — is to be made by FBIHQ, not by
individual field offices.

[redacted]

I am asking you to take the following steps to obtain
the necessary information and facilitate this process:

• [10/2 EC covers] Each of the individuals in
detention must be interviewed promptly[on a
priority basis], the relevant indices must be checked,
and intelligence information and investigations
reviewed, and the results of these inquiries should
be supplied by the SAC or designated ASAC to
FBIHQ with appropriate supporting documentation.
This information should include the basis for the
initial interest in the individual, the subsequent
information developed, and the reason that there is
no longer any interest in the individual. These
interviews should be handled on a priority basis.

• [FBI call:] Each field office with detainees should
designate at least one agent to promptly interview
the detainees in that district. These interviews
should be handled on a priority basis.
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[redacted]

It is important that these aliens in detention are
handled appropriately to make sure that those who are
of investigative interest continue to be detained and
those who are not of interest are handled by INS in the
manner that similarly situated aliens would be handled.
Your efforts in this regard are greatly appreciated.
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Exhibit A

FBI Interest Document for Yasser Ebrahim
& Hany Ibrahim

(produced by the United States)

File Number [redacted]

Title FBI LEAD NUMBER [redacted]

NYC

On September 30, 2001, S/A [redacted] and S/A
[redacted] were instructed by SSA Love to respond to
FBI lead number [redacted] with FBI agents [redacted]
and [redacted]. The lead involved a group of Middle
Eastern Males living at [redacted] in Brooklyn, NY
renting a mailbox and possibly sending out large
quantities of money. The following individuals were
arrested for violation of the Immigration and Nationality
Act.

Yasser Ebrahim Fathy EBRAHIM is a native and
citizen of Egypt born 07/23/72 who entered the U.S. on
or about 01/21/01 as a B2 Visitor with authorization to
remain in the U.S. until 07/07/01. SUBJECT was
arrested as a B2 Overstay at [redacted] in Brooklyn,
NY. SUBJECT EBRAHIM’S passport number is
626008. He was in possession of a New York DL Number
599115989.

Hany Ibrahim Fathy EBRAHIM is a native and
citizen of Egypt born 02/07/76 who entered the U.S. as
a B2 visitor 08/04/98 with authorization to remain in the
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U.S. until 02/03/99. SUBJECT was arrested as a B2
overstay at [redacted] in Brooklyn, NY. SUBJECT
EBRAHIM’S passport number is 907355.

[redacted] is a native and citizen of Egypt born
[redacted] who entered the U.S. 07/17/01 as a B2 visitor
with authorization to remain in the U.S. until 01/16/02.
SUBJECT admitted to the reporting agent and SA
[redacted] that he was employed at the [redacted] in
Brooklyn, NY telephone # [redacted]. SUBJECT
stated his boss’s name is [redacted] and that he began
working there around 09/13/01. Before working at the
[redacted] SUBJECT stated he worked at [redacted]
in Manhattan, NY. SUBJECT told the reporting agent
he worked there from 07/24 or 25/01 to 09/13 or 14/01.
SUBJECT was arrested as a nonimmigrant working
without INS authorization.

[redacted] is a native and citizen of Egypt born
[redacted] who entered the U.S. 02/27/00 as a B2 visitor
with authorization to remain in the U.S. until 08/26/00.
SUBJECT was arrested at his place of employment at
[redacted] in Brooklyn, NY as a B2 overstay working
without INS authorization. SUBJECT was also residing
at [redacted] entered the U.S. on or about 07/17/01 as
a B2 visitor [illegible] 01/16/02. SUBJECT was arrested
at his place of employment at [redacted] in Manhattan,
NY, telephone number [redacted].  SUBJECT was
observed by the reporting agent working, waiting on
customers. SUBJECT stated he had been working there
about a month. SUBJECT was arrested as a
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nonimmigrant working without INS authorization.
SUBJECT was also residing at [redacted] in Brooklyn,
NY.

Also interviewed at [redacted] was [redacted] born
[redacted] in Morocco. SUBJECT stated his Social
Security Number is [redacted] .  SUBJECT was
determined to be a Lawful Permanent Resident of the
U.S. through INS records checks.

One other individual is living at the apartment but
was not present. Agents were told he was at [redacted]
in Chelsea, MA 02150. SA [redacted] was told the
individual was checking in to attending Medical School.
His information is as follows. [redacted] country of
citizenship Egypt, entered the U.S. 07/17/01 as a B2
visitor with authorization to stay until 01/15/02.

SUBJECT’S above could not provide any
information relating to 09/11/01. FBI Special Agent
[redacted] requested INS arrest those individuals in
violation of Immigration Law. INS SSA [redacted]
authorized arrest.

SUBJECTS were checked on the INS Watch List
with negative results.

Investigator [redacted] Date
Special Agent [redacted] 09/30/01
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Exhibit B

FBI Interest Document for Ashraf Ibrahim

(produced by the United States)

FD-302 (Rev. 10-6-95)

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 09/20/2001

Salesman, [redacted] TRUCK CENTER, [redacted],
was advised of the official identity of the interviewing
agent. [redacted] provided the following information:

[redacted] was working on Saturday, September 15,
2001 at approximately 10:30 a.m. when three males, who
appeared to be Arabs, approached him and said they
were interested in purchasing a truck. The men had
initially inquired about a used truck, volunteering that
the truck would be used to carry water. [redacted], in
an attempt to find them a truck that would fit their need,
asked them the size of the containers in which the water
would be stored, how much the load would weigh and to
whom they were going to deliver. Their answers were
vague. [redacted] was suspicious when they could not
answer his questions, but believes some of the confusion
could have resulted from them trying to convert
measurements from the metric system. [redacted]
eventually learned that they would be hauling 450
containers weighing 30 pounds each. He determined
they would need a large truck. [redacted] TRUCK
CENTER is an IZUZU dealer and [redacted] showed
them a new 14-foot IZUZU truck with a 14,000 pound
capacity. The truck was listed for $30,000.
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It was decided that a 10-foot truck would be
adequate and [redacted], who had none on the lot, told
them he would check on how long it would take for him
to get them one. One of the men gave him a business
card which was printed in English on one side and what
appears to be Arabic on the reverse side. The English
side read, “Watermust Egypt Co., [redacted], G.
Manager, [redacted], [redacted], Phone: [redacted],
Fax: [redacted], Watermust Inc., [redacted], Phone:
[redacted], Fax: [redacted].” Handwritten on the
English side of the card is the name [redacted] and the
telephone number [redacted]. A graphic of a desert oasis
is pictured on both sides. [redacted] provided the
original business card to the interviewing agent. A copy
of the business card is attached to and made part of
this FD-302.

[redacted] looked up the telephone number on a
CD-rom yellow page directory. The number came back
to ASHRAF A IBRAHIM at the same address as
WATERMUST, however the business name was not
listed.

[redacted] described the male who gave him the
business card as approximately 45 years old, 5 feet 10
inches to 5 feel 11 inches tall, 180 to 200 pounds, with
medium length wavy black hair. The second male was
approximately 30 years old, 5 feet 6 inches tall, and
thinner than the other two at approximately 160 pounds.
He spoke English with no accent. He gave [redacted]
his cell phone number [redacted] and said his name was
[redacted]. He wore jeans and a T-shirt. The third male
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did not give his name. He was approximately 45 years
old and weighed 180 to 200 pounds.

[redacted] did not get a good look at the maroon
colored car in which they drove away.

SUBJECT TO PROTECTIVE ORDER

Investigation on 9/18 & 9/20/01 at Philadelphia, PA

File # [redacted] Date dictated 9/20/01

by [redacted] :jlw
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Exhibit C

FBI Interest Document Shakir Baloch

(produced by the United States)
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Exhibit D

FBI Interest Document Akhil Sachdeva

(produced by the United States)

Department of Justice
Immigration and Naturalization Service

MEMORANDUM OF INVESTIGATION

File Number TitletControl Officer

A76 022 813 SACHDEVA, Akhil NYC

On the day of this writing, the writer and SA [redacted]
accompanied FBI Special Agents [redacted] and
[redacted]  to the above-mentioned SUBJECT’s
addresses at 169 Port Washington Boulevard in Sands
Point, New York. This was done pursuant to LIRA lead
[redacted] in October, 2001, the Port Washington New
York, Police Department was contacted by a concerned
citizen who reported that he had overheard a
conversation between two employees of a Getty Gas
Station at [redacted] New York. This conversation was
spoken in Arabic and English, and the citizen reported
that in English, the employees had discussed flying and
flight simulators. Subsequent interviews and
investigation led the FBI to the SUBJECT. The
SUBJECT was born on October 29, 1972 in New Delhi,
India. NAILS records show that he first entered the
United States on January 12, 1995, as a B1 visitor for
business at Los Angeles, California. He was admitted
to May 21, 1995. The SUBJECT overstayed this visa,
remaining in the United States until July, 1998. He went
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to Canada after being issued a Canadian landed
immigrant certificate in New York, NY on July 28, 1998.
The SUBJECT attempted to enter the United States
from Canada on January 10, 1999 via the Rainbow
Bridge in Niagara Falls, New York. The SUBJECT
freely admitted his prior overstay status and he was
Served with a Notice To Appear (NTA) as an
inadmissible alien. He was allowed to return to Canada
to await his hearing before the Immigration Judge. The
Order of the Judge dated December 6, 1999 reflects that
the SUBJECT was ruled inadmissible to the United
States per Section 212(a)(9)(B)(I)(II) of the INA. The
Order by Judge MONTANTE, JR., PHILIP reflects
that the Subject ‘should be allowed to withdraw his
application for admission.’ The SUBJECT states that
the judge lifted the time ban on reentering the United
States. The SUBJECT reported that in March 2000,
he entered the United States from Canada at Niagara
Falls, New York. He states he was on a bus, and when
approached by the Immigration Inspector showed
Indian passport #S-214475 expiring 9/29/04 and Landed
Immigrant of Canada certificate #W916445403. The
SUBJECT stated that he lied to the Inspector when
questioned as to his intended stay in the United States.
He stated that he was only staying in the United States
for a weekend to visit some friends in New York. The
SUBJECT reports that on November 15, 1999 in
Brampton, Ontario, Canada he married [redacted]
[redacted] who according to CIS records became a
naturalized U.S. citizen on September 28, 1999.
CLAIMS records indicate that an I-130 was filed by
[redacted] on the SUBJECT’s behalf on March 7, 2000
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receipt #EAC-00-113-51747. A denial notice was sent
on March 1, 2001. The SUBJECT stated that he and
[redacted] divorce was finalized in November 2001.
Since May 7, 2001 to December 2001, the SUBJECT
was employed as a clerk/gas station attendant at the
Getty gas station [redacted] New York. The SUBJECT
reports that his then spouse and [redacted] were
partners in this business. The SUBJECT advised that
he intermittently received an off the books salary of $450
per week for 75 hours work per week. He invested
$45,000 of his own money in this business. The
SUBJECT was arrested in New York, New York on July
21, 1998 for Possession Of A Forgery Device and
Trademark Counterfeiting by the New York City Police
Department. The SUBJECT states that he paid a $5,000
fine for these offenses. The SUBJECT states that he
was involved in counterfeiting TOMMY HILFIGER
jeans by putting the label on otherwise ordinary
bluejeans. The SUBJECT’s NYSID number is
8959977N. The SUBJECT was encountered at his
residence at 6:15am and placed under arrest at 7:00am.
Approval for the arrest was obtained from Section Chief
[redacted] on December 19, 2001. The SUBJECT
resided at his residence with [redacted]  DOB:
[redacted] and his wife who reported that they are
naturalized U.S. citizens. [redacted] and his spouse are
the owners of the house. [redacted] is reportedly the
owner of a spice importing company. In addition to his
passport and landed immigrant papers, the SUBJECT
is in possession of New York driver’s license #159779983
and Ontario driver’s license #SOO43-01507-21029. The
SUBJECT stated that he wishes to return to Canada
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as soon as possible. The FBI has no further interest in the
SUBJECT relative to the PENTBOMB investigation.

SUBJECT TO PROTECTIVE ORDER

Investigator Date
SA [redacted] December 20, 2001
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Exhibit E

FBI Interest Document Asif-Ur-Rehman Saffi

(produced by the United States)

28 February 2002

Subject: September 11, 2001 — ASIF UR
REHMAN SAFFI

ASIF UR REHMAN SAFFI, date of birth: 16/06/
1956, place of birth: Lahore, Pakistan, was detained on
30/09/2001 by Agents from the United States
Immigration and Naturalization Service (USINS) after
he attempted to enter Canada from the United States.

SAFFI is a Pakistani national holding dual
citizenship with France by virtue of his marriage to a
French national- [redacted] SAFFI was traveling under
French passport #: 974010107806, as documented by his
most recent entry into the United States on 06/07/2001.

SAFFI was refused entry into Canada by Canadian
Immigration Authorities on 29/09/2001. He was allegedly
traveling to Canada for the purpose of visiting a friend
named [redacted]. Upon interviewing SAFFI, Canadian
Authorities were not convinced that SAFFI had
legitimate reasons to visit Canada. The Canadian
investigators did not believe that SAFFI and [redacted]
knew each other very well. SAFFI was also in possession
of $1,400.00 in cash.

SAFFI was denied entry into Canada and placed on
the next available flight to La Guardia Airport, New York
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City, whereupon he was arrested by USINS agents for
violating his Visa status. SAFFI was admitted to the
United States on 06/07/2001 as a Visitor under the U.S.
Department of State’s Visa Waiver Pilot Program.
Nonetheless, SAFFI admitted to working while in the
United States which violated the provisions of the Visa
Waiver Pilot Program.

The New York Office of the FBI is currently
investigating several of SAFFI’s contacts. SAFFI’s
continued detention is dependent upon the results of
that investigation.

2-DST
1-Paris ([redacted] OUT) serial 2304
059css01.nte

Case ID: [redacted] Serial: 2309
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Exhibit F

FBI Interest Document Ibrahim Turkmen

(produced by the United States)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/02/2001

To: New York

From: New York
Squad C-27
Contact: SA [redacted]

Approved By: [redacted]

Drafted By: [redacted] :pc

Case ID #: [redacted]

Title: [redacted]
00:NY

Synopsis: Case Opening

Details: Case is predicated upon a lead arising from the
World Trade Center investigation (NY control
#[redacted]). Lead surrounded around several Turkish
males living at [redacted] Long Beach, New York 11561.

Writer interviewed the landlord and several
neighbors and identified that subject [redacted], DOB
[redacted], SSAN [redacted] vacated the premise on



Exhibit F

15a

Thursday 9/13/01. Writer was contacted by the Long
Beach PD in the evening of 9/15/01 regarding the above
mentioned apartment. The new tenant, [redacted], DOB
[redacted], SSAN [redacted], found documents that
[redacted] had left behind and called the police. Upon
getting consent from [redacted] writer searched the
apartment and found a variety of photo documents, to
include passports, drivers license, and Turkish birth
certificates, in several different names. Also present was
a lamination machine, fax machine, and computer
accessories.

On 9/21/01 writer and SA [redacted] found and
interviewed subjects [redacted], DOB [redacted], and
[redacted], DOB [redacted], SSAN [redacted]. Both
subjects were carrying false identification, were
currently residing in the United States illegally, and
neither was found to be credible when questioned. Both
subjects were arrested by United States Immigration
Service Agents, and currently await deportation.

On 9/28/01 writer was contacted by Long Beach
Police Department that three Turkish males had tried
to enter the apartment on [redacted] Street. The three
individuals were [redacted] ,  DOB [redacted] ,
[redacted], DOB [redacted], and [redacted], DOB
[redacted]. Upon being interviewed [redacted] advised
that he once lived with [redacted] at the Long Beach
address listed above, and that [redacted] was making
false identification for people from Turkey. This
identification was to include false passports, NYS
Drivers Licenses, bank account papers, and real estate
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ownership papers. [redacted] admitted to helping
[redacted] on several occasions by generating the paper
work on [redacted] computer.

Assistant United States Attorney (AUSA)
[redacted] Eastern District of New York, advised that
he would commit to prosecuting this matter in violation
of Title 18, United States Code Section 1028 (Fraud and
related activity in connection with identification
documents) if sufficient corroborative evidence was
developed to support a federal criminal prosecution.



Exhibit G

17a

Exhibit G

Attorney General Daily Activity Report, Excerpted from
INS Headquarters Standard Operating Procedures:

Case Processing for Pentagon / Twin Towers
Terrorist Investigation

(produced by the United States)

LIMITED OFFICIAL USE/LAW
ENFORCEMENT SENSITIVE

INS HEADQUARTERS
STANDARD OPERATING PROCEDURES:

CASE PROCESSING FOR
PENTAGON/TWIN TOWERS

TERRORIST INVESTIGATION

Office of Field Operations
National Security Unit September 23, 2001

Subject to the Protective Order

* * *
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AG DAILY ACTIVITY REPORT

GUIDANCE

1. Attached is a copy of the Report Template.
Responsibility for collating the data and finalizing the
Report lies with the Headquarters Operations Center
(Headquarters Coordinating Element, HCE).
Responsibility for providing the necessary data is
apportioned as follows:

Items 1,2 Headquarters Operations Center
(based on data from the Field)

Items 3,4,5, Headquarters Custody Review
6,7,8,9 Unit (from data already collected

for the Custody List)

Items 11,12 National Security Unit

Items 13,14 Headquarters Operation Center
(based on Daily Regional Reports)

2. The Daily Activity Report will be collated and
completed no later than 0600 each day. Until further
notice, the report will be reviewed by the EAC, Ops
and the Deputy Commissioner by either facsimile
transmission or personally prior to transmission to the
Department of Justice.

3. The completed and approved report will be sent no
later than 0700 by facsimile and email as set forth below:
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Report due to: Janet Potter (fax) 202-323-2863
(email) Janet.

Potter @ USDOJ.gov
Susan Richmond (email) Susan.

Richmond
@ USDOJ.gov

4. The Background section of the first Report will be
eliminated in all future Reports.

5. The Notes section will consist of a narration of events
relevant to the criminal investigation and the mission
of the INS. These will be drawn from the SIR’s and
the reports received by the NSU. Both the Operations
Center and the National Security Unit have
responsibility for providing information to the Notes
section. Responsibility for collating the submissions
lies with the Operations Center.

6. The Commissioner said that the Attorney General uses
this document to prepare for his daily briefing with
the National Security Counsel and the President.
Hence, all submissions in the Notes section must be
succinct, verified and complete. In deciding what to
include, the Commissioner said to err on the side of
inclusion. The goal is to provide the AG with everything
he needs to brief the NSC and the President about
our activities and operations during the emergency.

7. Regions have been advised to provide the necessary
information regarding Items 1 and 2 to the HQ
Operations Center no later than 0500 each day until
further notice.
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Exhibit H

Significant Incident Report for Akhil Sachdeva

(produced by the United States)

SIGNIFICANT INCIDENT REPORT

FROM: NYC INV

TO: HQ HCE FAX# 202-305-2786
HQ NSU FAX# 202-514-6557
ERO CP FAX# 802-660-5100

THE ALIEN(S) LISTED BELOW WHOSE FORMS
I-213 ARE ATTACHED TO THIS REPORT WERE
ARRESTED AFTER HAVING BEEN ENCOUN-
TERED IN THE COURSE OF A FIELD INVESTI-
GATION.

THE FIELD INVESTIGATION WAS PREDICATED
UPON RECEIPT OF A FBI WORLD TRADE
CENTER (WTC) LEAD.

FBI INVESTIGATIVE INTEREST IS CURRENTLY
UNDETERMINED.

ALIEN FILE MATERIAL IS BEING
TRANSMITTED TO HQ NSU UNDER SEPARATE
COVER.

NAME(S): ALIEN #:

[redacted] [redacted]

SACHDEVA, AKHIL A 76 022 813
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Exhibit I

Excerpts from JTTF “Special Interest List”

(produced by the United States)

JTTF SPECIAL INTEREST CASES

Name
[redacted]

A#

MW
N

JTTF
Special Interest
Y

INS Det
N

Custody
N

Custody Location
RELEASED

Investigator
Agent  [redacted]

AUSA
[redacted]
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Alias

Hearing Date:

Disposition:

Summary: 10/9/01 UPDATE: SUBJECT RELEASED
FROM MCC

WARRANT VACATED 10/4/01. [redacted]

MW WARRANT ISSUED 9/20/01 (JUDGE
[redacted] -LA); ARRESTED IN LA;
ARRIVE SDNY. HE WAS CO-INSURER
ON AUTO INSURANCE POLICY W/
NAWAF AL-HAZMI (HIJACKER-AA #77
– PENTAGON). ACCOMPANIED AL-
HAZMI TO A FLIGHT SCHOOL IN SAN
DIEGO. ACTED AS INTERPRETER
FOR AL-HAZMI AND AL-MIHDHAR
SA [redacted] B# [redacted]
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Name
[redacted]

A#
[redacted]

MW
Y

JTTF
Special Interest
Y

INS Det
N

Custody
Y

Custody Location
SAN DIEGO

Investigator
Agent  [redacted]

AUSA
[redacted]

Alias

Hearing Date:

Disposition:
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Summary: PER SA [redacted] 11/29/01: BEING
PROSECUTED FOR INS VIOLATIONS
IN THE SOUTHERN DISTRICT OF
CALIFORNIA. 11/2/01 UPDATE: TO BE
CHARGED WITH INS VIOLATION IN
SAN DIEGO.
RULE 40 PROCEEDING 10/25/01. TO BE
CHARGED WITH MARRIAGE FRAUD IN
SAN DIEGO (RELEASED FROM MCC). 10/
23/01 UPDATE: [redacted] WILL BE
ARRESTED ON IMMIGRATION FRAUD
CHARGE FROM SAN DIEGO WHEN
[redacted] TESTIMONY COMPLETE.
10/17/01 UPDATE: ADMITTED
ACQUAINTED WITH HIJACKERS
NAWAF AL-HAZMI AND KHALID AL-
MHDHAR. STATED  AL-HAZMI
INTRODUCED HIM TO HANI
HANJOUR.
10/14/01 UPDATE: [redacted] CHARGED
WITH FALSE STATEMENTS IN SAN
DIEGO .
10/9/01 UPDATE: ASSISTING
INVESTIGATORS VIA PROFFERS.
PROVIDING MOSTLY CIRCUM-
STANTIAL INFORMATION.

PRESENTMENT IN SAN DIEGO 9/24/01
ADJOURNED UNTIL 9/25/01 TO
ARRANGE FOR ARABIC TRANSLATOR.
INTERVIEWED BY FBI 9/18/01. CLOSE
TIES W/ NAWAF AL-HAZMI  (AA#77)
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AND KHALID AL-MIHDAR (AA#77)
[redacted]
SA [redacted] C# [redacted]

Name
BALOCH, SHAKIR, ALI

A#
A78513988

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y

Custody Location
MDC

Investigator
Agent  [redacted]

AUSA
[redacted]
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Alias: BALOCH, SHAKIR, KURD, FAISAL

Hearing Date:

Disposition:

Alias BALOCH, SHAKIR;KURD, FAISAL

Summary: 2/7/01 SUBJECT CLEARED IN ORDER
TO PLACE HIM IN MDC GENERAL
POPULATION AS A RESULT OF A
LEGAL MOTION. AGENT [redacted]
WILL CONTINUE TO INVESTIGATE
POTENTIAL TIES TO TERRORISM
WHILE SUBJECT REMAINS
INCARCERATED ON CRIMINAL
CHARGES.
2/5/02 UPDATE: AGENT [redacted]
ADVISED THAT SUBJECT HAS BEEN
INDICTED FOR FRAUD BUT IS STILL
OF INTEREST.
RE-ASSIGNED SA [redacted]
Det. [redacted]  C-11 has ticket on
prosecution.
AUSA [redacted] [redacted] SA [redacted]
ADVISED AS OF 11/19 THAT SUBJECT
WILL BE PROSECUTED IN THE SDNY
FOR FRAUDULENT DOCUMENTS AND
INS REENTRY. MAY BE CONNECTED
TO ONGOING C-7 INVESTIGATION.
10/5/01 AGENT [redacted] ADVISED
BALOCH ARRESTED AS ENTERING
ADDRESS OF [redacted] ([redacted]
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WHO WAS ALSO ARRESTED
PURSUANT TO INFO DEVELOPED
FROM FBI LEAD [redacted] BALOCH IN
POSSESSION OF FORGED LICENSES,
ETC. AGENT [redacted] IS PURSUING
WARRANTS, CHARGING FRAUD, FOR
TWO OTHER DETAINEES: [redacted]
([redacted] AND [redacted]) (ADVISED
10/5/01 IN MDC).
*** SA [redacted] SPOKE W/ [redacted]
INS [illegible] 11/6 RE SUBJECT. WAS
DEPORTED TWICE BEFORE.

Name
IQBAL, JAVAID MUHAMMAD

A#
A74889427

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y
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Custody Location
MDC

Investigator
Agent  [redacted]

AUSA
[redacted]

Alias
ABDUL KHALIQ; MUHAMMAD MUMTAZ

Hearing Date:

Disposition:

Summary: 1/31/02 update: ASAC Maxwell assigned to
SA [redacted]  I-44 follow-up.
01/24: LEFT MESSAGE FOR SA [redacted]
RE WHERE IS FILE? AGM
ASSIGNED TO SA [redacted]  C-28,
[redacted] BUMAILED FILE TO LIRA 11/
16. SA [redacted] SWORE COMPLAINT 11/
5/01. AUSA [redacted] EDNY.
CHARGED W/ MAKING FALSE
STATEMENTS (18 USC 1001(a)).
SUBJECT USING FRAUDULENT
PAKISTANI PASSPORT
01/11 AGENT [redacted] INV COMPLETED,
TO SEND FILE 01/14. SUBJECT BEING
CHARGED CRIMINALLY BY INS.



Exhibit I

34a

Name
 SAFFI, ASIF URREHMAN

A#
A78558121

MW
N

JTTF
Special Interest
Y

INS Det
Y

Custody
Y

Custody Location
MDC

Investigator
Agent  [redacted]

AUSA

Alias
SAFI, ASIF, SAFI, ASIF-UR-REHMAN

Hearing Date:

Disposition:
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Summary: 3/1/02: SUBJECT WILL BE DEPORTED
TO FRANCE ON 3/5/02
1/17/02 UPDATE: FILE RETURNED TO
DET.  [redacted]  I-46, FOR FOLLOWUP
WITH [redacted] PER ASAC MAXWELL
01/15: FILE RETURNED BY DET
[redacted] COMPLETE, N/I.
DET. [redacted] [redacted] CONTACTED
I44A ON 12/5 – HE INQUIRED OF
CUSTODY LOCATION; WILL
INTERVIEW. REASSIGNED TO DET
[redacted]
FILE GIVEN TO JTTF FOR RERVIEW
OF ACS HITS PER ASAC MAXWELL.
REASSIGNED 10/9/01 TO SA [redacted]
ADDITION 10/01/01
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Exhibit J

Memo from Michael Chertoff to Dale Watson re:
Investigation of Indivdiuals under Detention Pursuant

to “Project Lookout,” with handwritten notes,

(produced by the United States)

U.S. Department of Justice

Criminal Division

Assistant Attorney General Washington, D.C. 20530

MEMORANDUM [DRAFT]

TO: Dale L. Watson
Assistant Director
Counterterrorism Division
Federal Bureau of Investigation

FROM: Michael Chertoff
Assistant Attorney General

SUBJECT: Investigation of Individuals under
Detention Pursuant to “Project Lookout”

In the wake of the terrorist attacks that occurred
on September 11, 2001, and to avert further attacks,
the FBI created a “watchlist” of individuals wanted for
questioning to determine whether or not they had
information concerning these and any planned terrorist
attacks. TheFBI continuously updates this watchlist. As
of this date, approximately 160 of these individuals are
in custody, primarily on immigration related charges. It
is incumbent upon us to determine expeditiously which
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of these individuals were involved in or may have
information related to these or other planned terrorist
acts. Those individuals must remain in custody because
they pose an imminent danger, and a determination must
be made as to whether they should be charged. As to
those we determine have no connection, they should be
treated as any similarly situated alien would be treated
under our immigration laws. We can neither detain these
individuals indefinitely without cause nor release
dangerous individuals into the general population.

It is essential that the decision as to whether or not
to seek continued detention is made centrally by
headquarters rather than by individual field offices. The
decision as to whether a particular individual has
pertinent information or poses a threat must be made
in the broad context of the centrally coordinated
investigation of the September 11 terrorist acts as well
as the context of on-going and continual threat
assessments. No individual field office has complete
enough information to make this determination alone.
For this reason, agreed upon procedures for the handling
of all detainees are necessary.

On September 25, 2001, Associate Deputy Attorney
General Stuart Levy convened a meeting of
representatives of the FBI, INS, the Civil Division and
the Criminal Division to establish procedures to ensure
the prompt determination of the need for continued
detention of these individuals. The process that was
agreed upon at that time requires the FBI to interview
each detainee and to provide results of that interview
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to FBI SIOC and to the INS attorney in the field. The
FBI must also verify that the detainee is not the subject
of or otherwise involved in any FBI intelligence
investigation. It is essential that this determination be
made both by the field office and by headquarters. The
ultimate decision as to whether a particular detainee is
or is not of interest to the FBI — based on an interview
of the detainee and a review of pertinent intelligence
investigations — is to be made by FBIHQ, not by
individual field offices.

[redacted]

I am asking you to take the following steps to obtain
the necessary information and facilitate this process:

• [10/2 EC covers] Each of the individuals in
detention must be interviewed promptly[on a
priority basis], the relevant indices must be checked,
and intelligence information and investigations
reviewed, and the results of these inquiries should
be supplied by the SAC or designated ASAC to
FBIHQ with appropriate supporting documentation.
This information should include the basis for the
initial interest in the individual, the subsequent
information developed, and the reason that there is
no longer any interest in the individual. These
interviews should be handled on a priority basis.

• [FBI call:] Each field office with detainees should
designate at least one agent to promptly interview
the detainees in that district. These interviews
should be handled on a priority basis.
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[redacted]

It is important that these aliens in detention are
handled appropriately to make sure that those who are
of investigative interest continue to be detained and
those who are not of interest are handled by INS in the
manner that similarly situated aliens would be handled.
Your efforts in this regard are greatly appreciated.




